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HARDWARE WARRANTY

Tektronix warrants that the products that it manufactures and sells will be free from defects in materials and
workmanship for a period of three (3) years from the date of shipment. If a product proves defective during this
warranty period, Tektronix, at its option, either will repair the defective product without charge for parts and labor,
or will provide a replacement in exchange for the defective product.

In order to obtain service under this warranty, Customer must notify Tektronix of the defect before the expiration
of the warranty period and make suitable arrangements for the performance of service. Customer shall be
responsible for packaging and shipping the defective product to the service center designated by Tektronix, with
shipping charges prepaid. Tektronix shall pay for the return of the product to Customer if the shipment is to a
location within the country in which the Tektronix service center is located. Customer shall be responsible for
paying all shipping charges, duties, taxes, and any other charges for products returned to any other locations.

This warranty shall not apply to any defect, failure or damage caused by improper use or improper or inadequate
maintenance and care. Tektronix shall not be obligated to furnish service under this warranty a) to repair damage
resulting from attempts by personnel other than Tektronix representatives to install, repair or service the product;
b) to repair damage resulting from improper use or connection to incompatible equipment; c) to repair any
damage or malfunction caused by the use of non-Tektronix supplies; or d) to service a product that has been
modified or integrated with other products when the effect of such modification or integration increases the time
or difficulty of servicing the product.

THIS WARRANTY IS GIVEN BY TEKTRONIX IN LIEU OF ANY OTHER WARRANTIES, EXPRESS
OR IMPLIED. TEKTRONIX AND ITS VENDORS DISCLAIM ANY IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. TEKTRONIX’
RESPONSIBILITY TO REPAIR OR REPLACE DEFECTIVE PRODUCTS IS THE SOLE AND
EXCLUSIVE REMEDY PROVIDED TO THE CUSTOMER FOR BREACH OF THIS WARRANTY.
TEKTRONIX AND ITS VENDORS WILL NOT BE LIABLE FOR ANY INDIRECT, SPECIAL,
INCIDENTAL, OR CONSEQUENTIAL DAMAGES IRRESPECTIVE OF WHETHER TEKTRONIX OR
THE VENDOR HAS ADVANCE NOTICE OF THE POSSIBILITY OF SUCH DAMAGES.



SOFTWARE WARRANTY

Tektronix warrants that the media on which this software product is furnished and the encoding of the programs on
the media will be free from defects in materials and workmanship for a period of three (3) months from the date of
shipment. If a medium or encoding proves defective during the warranty period, Tektronix will provide a
replacement in exchange for the defective medium. Except as to the media on which this software product is
furnished, this software product is provided “as is” without warranty of any kind, either express or implied.
Tektronix does not warrant that the functions contained in this software product will meet Customer’s
requirements or that the operation of the programs will be uninterrupted or error-free.

In order to obtain service under this warranty, Customer must notify Tektronix of the defect before the expiration
of the warranty period. If Tektronix is unable to provide a replacement that is free from defects in materials and
workmanship within a reasonable time thereafter, Customer may terminate the license for this software product
and return this software product and any associated materials for credit or refund.

THIS WARRANTY IS GIVEN BY TEKTRONIX IN LIEU OF ANY OTHER WARRANTIES, EXPRESS
OR IMPLIED. TEKTRONIX AND ITS VENDORS DISCLAIM ANY IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. TEKTRONIX’
RESPONSIBILITY TO REPLACE DEFECTIVE MEDIA OR REFUND CUSTOMER’S PAYMENT IS
THE SOLE AND EXCLUSIVE REMEDY PROVIDED TO THE CUSTOMER FOR BREACH OF THIS
WARRANTY. TEKTRONIX AND ITS VENDORS WILL NOT BE LIABLE FOR ANY INDIRECT,
SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES IRRESPECTIVE OF WHETHER
TEKTRONIX OR THE VENDOR HAS ADVANCE NOTICE OF THE POSSIBILITY OF SUCH
DAMAGES.
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General Safety Summary

To Avoid Fire or
Personal Injury

Symbols and Terms

/N

Review the following safety precautions to avoid injury and prevent damage to
this product or any products connected to it. To avoid potential hazards, use this
product only as specified.

Only qualified personnel should perform service procedures.

Do Not Operate With Suspected Failures. If you suspect there is damage to this
product, have it inspected by qualified service personnel.

Do Not Operate in Wet/Damp Conditions.
Do Not Operate in an Explosive Atmosphere.

Keep Product Surfaces Clean and Dry.

Terms in this Manual. These terms may appear in this manual:

WARNING. Warning statements identify conditions or practices that could result
in injury or loss of life.

VAN

CAUTION. Caution statements identify conditions or practices that could result in
damage to this product or other property.

Symbols on the Product. The following symbols may appear on the product:

VAN

CAUTION
Refer to Manual

BPA100 Series Bluetooth Protocol Analyzer User Manual v
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Preface

This manual provides operating information for the Tektronix BPA100 Se-
ries Bluetooth Protocol Analyzer and is organized into the following sections:

Reference Documents

Operating Basics provides instructions for operating the current version of
the Tektronix Bluetooth Protocol Analyzer.

Reference provides detailed information on acquiring and analyzing Piconet
packet data.

Appendix A: Specifications provides hardware specifications and regulatory
statements.

Appendix B: Accessories lists the standard accessories.
Appendix C: Sample Scripts provides sample HCI scripts.

Appendix D: Trigger Loopback Test provides test instructions on how to
verify the Trigger In and Trigger Out functions are are operating properly.

Glossary explains the terms used in this manual.

The following third-party reference documents provide additional information:

HCI Terminal Guide (Digianswer #00-11-03) provides information about
using a HCI terminal as an interface with Bluetooth hardware.

Bluetooth Revealed (Prentice Hall, Inc., ISBN 0-13-090294-2) provides
background on several areas including the basic technology, the Bluetooth
specification with information about the protocol stack, Bluetooth profiles,
and the future of the technology.

Bluetooth 1.1: Connect without Cables (Prentice Hall, Inc.,

ISBN 0-13-066106-6) provides less background about the technology and
more in-depth information about the protocol stack and other areas. This
book provides many diagrams.

NOTE. Check for regular BPA Series software updates at www.tektronix.com/
bpa_software.

BPA100 Series Bluetooth Protocol Analyzer User Manual
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Contacting Tektronix

viii

Phone

Address

Web site

Sales support

Service support

Technical support

1-800-833-9200*

Tektronix, Inc.

Department or name (if known)
14200 SW Karl Braun Drive
P.O. Box 500

Beaverton, OR 97077

USA

www.tektronix.com

1-800-833-9200, select option 1*

1-800-833-9200, select option 2*

Email: techsupport@tektronix.com

1-800-833-9200, select option 3*
6:00 a.m. - 5:00 p.m. Pacific time

*  This phone number is toll free in North America. After office hours, please
leave a voice mail message.

Outside North America, contact a Tektronix sales office or distributor; see the
Tektronix web site for a list of offices.

BPA100 Series Bluetooth Protocol Analyzer User Manual
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Y A
What’s New in Version 2.3

The Tektronix Bluetooth Protocol Analyzer Application Software V2.3 upgrade
adds several important capabilities to the BPA100 Series analyzers, including
support for three new protocol layers. The new features supported in V2.3 are
listed below:

Support for New Protocol Layers. BNEP (Bluetooth Network Encapsulation
Protocol), AT (Hayes modem command set), and HID (Human Interface
Device) protocols are decoded with a separate tab for each in the application
windows. Along with the Hayes modem command set, V2.3 also supports
some Bluetooth-specific AT commands for headset profile.

Hardware Trigger In. This connector senses a TTL-level high or low (menu
programmable) signal as a trigger from another Bluetooth Protocol Analyzer,
logic analyzer, oscilloscope, or other test equipment.

Hardware Trigger Out. This connector outputs a pulse or TTL-level high or
low (menu programmable) signal to trigger a Bluetooth Protocol Analyzer,
logic analyzer, oscilloscope, or other test equipment. This function allows
you to count clocks after a trigger event for logic analysis synchronization.
You can set the Trigger Out to accommodate any specified pattern in a
sequence. When the pattern is matched, the signal is sent.

Hardware Clock Out. This connector provides a LV-TTL square-wave signal
synchronized to the local Bluetooth clock. The output frequency is 1.6 kHz
(625 us) with a 50% duty cycle. This signal is always present when the Air
Probe is powered on. To verify the signal, connect an oscilloscope.

Synchronization Wizard. This feature allows users with a minimal knowl-
edge of Bluetooth synchronization to easily synchronize to a Piconet. The
wizard consists of a series of screens that provide the appropriate graphics,
selections, operations (like device discovery), and other information to guide
you through the synchronization setup process.

Presynchronization Drift Compensation. This feature improves your chances
of synchronizing to a device with a highly drifting clock. By receiving more
than one FHS packet for a particular device over several seconds, the
analyzer can calculate the relative drift of the device under test and use this
information to improve the success of synchronization.

Application Programming Interface (API). Using this Tektronix client
software, you can control the Bluetooth Protocol Analyzer from a remote
PC.

Sniff, Hold, and Test Mode. This feature allows the Bluetooth Protocol
Analyzer to follow the Bluetooth Sniff and Hold power modes. It also

BPA100 Series Bluetooth Protocol Analyzer User Manual 1-1
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1-2

provides the capability of supporting Test Mode as a slave Device Under
Test (DUT), so you can use the Bluetooth Protocol Analyzer in conjunction
with any Bluetooth tester.

m  [2CAP Connection Properties. This feature lists the current L2CAP
connection properties for all LZCAP connections. It also allows you to
change the L2ZCAP connection type.

®  RFCOMM Server Channel Assignments. This feature lists the current
RFCOMM channel assignments for all RFCOMM connections. It also
allows you to manually assign various protocols for “Unknown” RFCOMM
connections.

®  Export to *.wav file. This feature supports a post-acquisition process that
scans captured Independent or Piconet mode audio data and creates a .wav
file. You can play back the file on a PC using standard Windows audio
players.

B Advanced Search. This feature provides new search capabilities based on
individual columns and Boolean parameters. Users can mark all packets that
match the search criteria.

®m  Trigger Loopback Test. You can use this diagnostic test to verify that the
Trigger In and Trigger Out functions are operating properly.

Graphical User Interface (GUI) Enhancements:

®  Low Level Trigger (LLT) and Error Packet Generation (EPG) setup has
been redesigned to be more intuitive.

®  Show/Hide Packets and Show/Hide Columns selections have moved to
the Packet View Window. User settings affecting these features are now
saved along with the data file and will be active when you reopen the
data file.

®  Double-clicking on a column title adjusts the column width to the
maximum length of the text appearing within that column.

®m  [f alog file contains audio data, an audio icon appears in the log toolbar.
Audio data can then be exported as a .wav file and played back using a
Windows Media player or similar tool.

®  The Synchronization Statusbar has changed. It now contains one
indicator and the corresponding synchronization status message, only.

BPA100 Series Bluetooth Protocol Analyzer User Manual
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Acquiring Piconet Packet Data

Overview

This section introduces you to the basic operation of the Bluetooth Protocol
Analyzer. This section contains information on the following topics:

®  Monitoring overview

®  Operating modes

®  Collecting data

®  Understanding the application window
®  Using the menu and toolbars

®  Setting up an acquisition

®m  Setting up the data filter

®  Setting up triggers

®  Using the synchronization wizard

®m  Starting and ending a logging session
®  Saving a log session

®m  Using the HCI Terminal application

Using the Bluetooth Protocol Analyzer you can connect to and monitor the
activity of a Bluetooth Piconet and log data containing all of the baseband
packets transmitted between the participating Bluetooth devices.

Following data collection, you can display the contents of the files you saved
during acquisition and use the analysis features of the Bluetooth Protocol
Analyzer to further interpret the data. Detailed information on data analysis is
provided in the Analyzing Piconet Packet Data section, beginning on page 1-35.

Additionally, the Bluetooth Protocol Analyzer has features that allow you to
generate baseband packets containing known errors for testing purposes.
Information on error packet generation can be found on page 2-6.

BPA100 Series Bluetooth Protocol Analyzer User Manual 1-3
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Operating Mode

Collecting Data

1-4

You can operate the Bluetooth Protocol Analyzer in either Independent or
Piconet mode.

Independent Mode. Configured as an independent unit, the Bluetooth Protocol
Analyzer does not interact directly in the piconet. Instead, after synchronizing to
the net, it passively monitors and logs all baseband packets transmitted between
the master and the slaves comprising the Piconet. By using the advanced
triggering and filter features, you can identify the data you want to log, and then
analyze it following the session.

Piconet Mode. Configured as a participant in a piconet, the Bluetooth Protocol
Analyzer uses a full-protocol stack and participates as the master or a slave in the
Piconet.

As a master, the Bluetooth Protocol Analyzer logs all baseband packets between
itself and the piconet slave device(s). When set up as a slave, it logs all packets
between itself and the Piconet master as well as between the master and all other
slave devices.

For information on how to configure the analyzer for independent or Piconet
mode operation, see Logging Mode on page 1-12.

With the Bluetooth Protocol Analyzer you can connect to and create a log
containing all the baseband packets transmitted between Bluetooth devices in a
Piconet. Using the analyzer features you can do the following:

®m  Operate as a member of a Piconet, as a stand-alone (independent) unit, or
independent with data decryption.

®m  Select the master or slave to which the Bluetooth Protocol Analyzer is
synchronized.

®m  Set the duration over which the Protocol Analyzer tries to synchronize to a
Piconet master.

®m  Capture all baseband packets transmitted within a Bluetooth Piconet,
including packets that are normally not visible to the host such as retrans-
mitted packets. View the status of each packet and estimate the clock and
hop frequency.

m  Select specified hopping patterns: Europe/USA, Japan, France, or Spain.
®  Transmit and receive on a single user-defined frequency.

m  Set a correlation value.

BPA100 Series Bluetooth Protocol Analyzer User Manual



Acquiring Piconet Packet Data

®  Turn data whitening on and off.

®  OQutput data to a log file or view as a real-time display.
®  Start or stop a logging session manually.

®  Enable data decryption in Independent mode.

®  Display the paging sequence in Independent mode.

m  Filter packets during data acquisition (prior to logging), such as ID, NULL,
POLL, and Access Error packets.

®  Generate known errors for testing and debugging.

NOTE. When you use the Bluetooth Protocol Analyzer with Bluetooth Neighbor-
hood, you must use the Piconet mode (working as a participant in a Piconet).
When you use the Bluetooth Protocol Analyzer in the Independent mode
(working as a passive listener), you cannot use it with Bluetooth Neighborhood.

BPA100 Series Bluetooth Protocol Analyzer User Manual 1-5



Acquiring Piconet Packet Data

Understanding the Data Acquisition Window

Figure 1-1 shows the data acquisition window of the Bluetooth Protocol

Analyzer. and identifies each
displays when you log a data

of the functional areas. This is the window that
file. Note that when the data acquisition window is

the active window, many of the toolbar buttons are disabled.

Menu Bar Toolbar
B Tektronix Blugtooth Protocol Analyzer - [Untifjed3] !ﬂﬂ
Fie Edit Sebrch  System  Acquisiion  Wiew | Window Help — Elil
v
S|u| =] Bl w2l 2w Bl ehele] [T e g
A Bl 7l %] =] 3] Elx] alAlEE
Bassband |LMP | L2caP| RFcomm| soP | oBEx| Tes | HoLc| Pre | BnER| AT |HID | Trggers
Index | Slave/( Type Description Payload Data ;I
61408 |Master |ID 1D Packet
51409 |Master |ID ID Packet
61412 |Master |ID ID Packet
61413 |Master |ID ID Packet
G1416 |Master |ID ID Packet
61417 |Master |ID ID Packet
61420 |Master |ID ID Packet
51421 |Master |ID ID Packet
61424  |Master |ID ID Packet
61425 |Master |ID ID Packet
61428 |Master ID Packet
1D Packet

Packet Info

Facket Header

FLOW|ARGN|SEGN] HEC |

- Jooo00 | - | - | -] - |
AM_ADDR. - f’
TYPE ]

FLOWY - =]

Estimated Clock 42154140
Hop Freguency 2412 MHz
Status 0x80 : Packet Transmitted

Baseband: 61430 MP: 0 |L2CAP:Q  RFCOMM:OQ  [SDP:0  [OBEX:O0  TCS: 0

Holcio PPPio [BNER O ATi0 HID:O

[Start Time: 04/18/2002 4:20:26 F|End Time: Running ... [Baseband Packets: 61430 LLog Size: 767875 Bytes Received: 767876 4
For Help, press F1 4 Log Mode: Ficomet  [t|utput Mode: Free F| [Hv present | | Ramonix
Statusbar Session Info Bar Data Window

Figure 1-1: The Bluetooth Protocol Analyzer data acquisition window

MenuBar  The Menu Bar hosts the data acquisition and analysis functional menus. The
menus and menu selections vary depending on the current analyzer function.

Table 1-1 lists the menus that

are available during data acquisition.

Toolbars  The toolbar contains shortcut buttons for the major analyzer functions. Most
toolbar buttons have corresponding menu selections in the Menu Bar. The
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Acquiring Piconet Packet Data

number and function of the available buttons varies, depending on the type of
window you have open. Table 1-1 identifies the acquisition toolbar buttons and
their functions.

Statusbar

The Statusbar provides useful information on the status of the Bluetooth Protocol

Analyzer. View this area for information on the current log session.

Table 1-1: Acquisition window menus and toolbar buttons

Menu

Selection

Function

Toolbar
button

Additional information

File >

Open

Use Windows Explorer to
browse and open a previously
saved log session.

3

See page 1-35.

Open Current Log

Open a Tektronix Bluetooth
.tbpa log file located at the path
specified in the System > Op-
tions > Output tab.

Close Close afile.

Save Save changes to the open data See page 1-33.
file. E

Save As Open the Save As dialog box to See page 1-33.
save a file to a specified loca-
tion.

Search Files Search for a file. See the Online Help.

Export Export data to a comma sepa- See the Online Help.
rated file (.csv)

Properties Display properties of the active

data file.

Acquisition Summary

Display acquisition details of the
active data file.

See the Online Help.

Send To Send the active file as email to
the mail profile you specify.
Print Print the entire or partial con-

tents of the active data file.

Print Preview

Display a sample view of the the
data file selected for printing.

lie? | @

Print Setup Define the margins and other
printer properties for printing
data files.

Print Window Print the active window using

the Page Setup dialog box.

1,2, 3... <List of recent files>

Reopen a recently opened file.

BPA100 Series Bluetooth Protocol Analyzer User Manual
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Acquiring Piconet Packet Data

Table 1-1: Acquisition window menus and toolbar buttons (Cont.)

Toolbar
Menu Selection Function button Additional information
Exit Quit the Bluetooth Protocol
Analyzer application
System > Start Session Begin an acquisition (logging) [ start |

session using the criteria de-
fined in the Acquisition > Setup
dialog box.

Stop Session

End the current acquisition
session.

Stop

Pause/Resume

Click to suspend the current
acquisition session. Click again
to resume the session.

= 8

Test Mode

Enable/Disable Test Mode
activation by a remote Bluetooth
device.

Available with BPA105 Air Probe
only.

Trigger Loopback Test

Verify that the Trigger In and

Trigger Out functions are operat-

ing properly.

Available with BPA105 Air Probe
only.

System Properties

Display BPA100 Series software
and firmware versions and
copyright information.

Also displays the Bluetooth
device address of the connected
Air Probe.

Tools >

Access executable files set up
with the Tools tab of the System
Options dialog box.

See the Online Help.

Options

Define packet-type display
colors; define disk location for
storing acquisition log files;
identify executable files to be
run from the System > Tools
menu.

See the Online Help.

Default

Return the factory default set-
tings for the following: acquisi-
tion setup, data files, pre- post-
trigger, error packet generation.

Acquisition > | Setup

Define parameters for the next
acquisition session.

See page 1-11.

Data Filter

Specify the packets you do not
want to acquire during the next
acquisition session in the Data
Filter dialog box. These settings
become the default settings.

See page 1-20.

Enable Data Filter

Activate/deactivate the Data
Filter dialog box settings.

mon
mOFF

1-8
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Table 1-1: Acquisition window menus and toolbar buttons (Cont.)

Menu

Selection

Function

Toolbar
button

Additional information

Pre- Post Trigger Buffer

Set the number of packets
collected before and after a
trigger event in the Pre- Post
Trigger Buffer dialog box.

Unless enabled, the post-trigger
buffer size is limited only by the
disk space available on your PC.
See page 1-31 for additional
information.

Low Level Trigger

Define trigger events for the
next acquisition based on low-
level trigger characteristics, such
as FLOW, ARQN, hop frequen-
cy, payload headers, etc.

Lot

See page 1-21.

Enable Low Level Trigger

Enable/disable settings defined
in the Low Level Trigger Setup
dialog box.

mon
mOFF

High Level Trigger

Define the trigger events for the
next acquisition base on high-
level trigger characteristics, such
as RFCOMM and SDP proto-
cols.

H %-h

See page 1-30.

Enable High Level Trigger

Enable/disable settings defined
in the High Level Trigger Setup
dialog box.

mon
mOFF

Error Packet Generation

Set error packet generation
sequences for testing and
debugging, such as FLOW,
ARQN, hopping frequency,
payload headers, etc.

See page 2-6.

Enable Error Packet Generation

Enable/disable settings defined
in the Error Packet Generator
dialog box.

Sync Wizard

Use the Sync Wizard to define
participants and synchronize to
a Piconet.

BPA100 Series Bluetooth Protocol Analyzer User Manual
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Acquiring Piconet Packet Data

Table 1-1: Acquisition window menus and toolbar buttons (Cont.)

Toolbar
Menu Selection Function button Additional information
View > Toolbar Enable/disable the toolbar. See Figure 1-1 on page 1-6.
Statusbar Enable/disable the statusbar.
Sync Bar Enable/disable the synchroniza- Contains synchronization status
tion information bar. indicator. See page 1-13.
Session Info Bar Enable/disable the session Displays session time informa-
information bar. tion and packet counts. See
page 1-11.
Show/Hide Packets Define which packets you want [ See the Online Help.
to display in the List views. H_
Show/Hide Columns Define which columns you want i See the Online Help.
to display in the List views. arm
Format Columns Define the data format of the See the Online Help.
displayed columns: decimal,
hex, binary, ASCII.
Help > Help Topics Display the online help main
menu. @
Help on Window Display the help topic for the
active window.
What’s This? Point to an element in the
display window and obtain a *?
help topic.
Technical Support Access the Tektronix Bluetooth Download drivers and software
Protocol Analyzer technical updates. Obtain product-related
support Web site. technical information.
Customer Feedback Obtain a request for feedback Send ideas for product improve-
on the product support Web site. ment.
About Tektronix Bluetooth Display Bluetooth Protocol
Protocol Analyzer Analyzer software version and I:E
copyright.
1-10 BPA100 Series Bluetooth Protocol Analyzer User Manual
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Data Window  The data window displays information on the traffic you are currently logging
(acquiring). Data windows are either acquisition windows (active during data
collection) or analysis windows (active when you display the contents of a saved
acquisition file). See Analyzing Piconet Packet Data beginning on page 1-35 for
more information on analysis windows.

Session Info Bar. At the bottom of the acquisition data window, the Session Info
Bar displays the information listed below. See Figure 1-1 on page 1-6 for the
location of the session info bar.

®  Start time of an in-process acquisition session

®  End time of the most recently completed acquisition session
B Number of baseband packets logged

® [ ogsize in bytes

B Number of bytes received

Setting Up an Acquisition

B

Select Acquisition > Setup or click the shortcut button to display the
Acquisition Setup dialog box. See Figure 1-2. Use this dialog box to configure
the settings for a new logging session.

Acquisition Setup

—Logging Mode —Hopping Mode
 Piconet Mode & Narmal hopping
' Independent Mode Hopping patter: Europe/USA -
€ Syncto piconet using master inguiry " Foi/ T on single frequency
& Byncto piconet using fake connection response Freguency (MHz ). [2402 3:
£ Syncto piconet using slave inguiry
Slave [oa:00:00:00.00:30 [] rshatiEEe) Sl
Timeout (sec) |4EI 3: Correlation: |54 3: Resync |4D 3: ppm
I” Enable Decryption ¥ Decryption —Diata Whitening Qutput
™ Enable DriftCamp DriftComp, & Whitening On £ Logfile
 Whitening Off # Free run display

Default Start OK I Cancel | Help

Figure 1-2: Acquisition Setup dialog box
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Logging Mode  Before you start a new logging session, decide whether you will operate the
Bluetooth Protocol Analyzer as an active member of a Piconet (either as a master
or as a slave) or as a stand-alone unit that nonintrusively monitors data flowing
across the Piconet.

Piconet Mode. Use this mode with the Bluetooth Neighborhood or HCI Terminal
to set up the Bluetooth Protocol Analyzer as an active participant in the Piconet.
When you start a logging session, the analyzer logs all baseband packets sent
from and received by your computer, whether the Bluetooth Protocol Analyzer is
acting as a slave or a master.

NOTE. You cannot operate the HCI Terminal application and Bluetooth
Neighborhood simultaneously.

Independent Mode. Use this mode to set up the Bluetooth Protocol Analyzer as a
stand-alone unit. When you select this mode, the analyzer displays the Sync Bar
near the bottom of the acquisition window. See page 1-13 for additional
information on the Sync Bar.

Select a synchronization mode:

®  Sync to Piconet using master inquiry. In this mode, synchronization is
obtained by performing an inquiry and using the clock information returned
by the master to set the clock of the Bluetooth Protocol Analyzer. You must
identify a master in the Select Master dialog box. See Select Master or Slave
on page 1-14.

In some Bluetooth devices, the clock drifts away when the device is not in
connect mode; this synchronization mode can be troublesome if you want to
monitor negotiations during the connect phase. The problem occurs because
there are often several seconds of delay from the time the Bluetooth Protocol
Analyzer obtains the master clock information until the master actually
connects to the slave. Likewise, if the inquiry scan mode on the Bluetooth
device is not implemented or is disabled during the connection, this mode
cannot be used for synchronization. See Resync on page 1-19.

®  Sync to Piconet using a fake connection response. This mode can be used
only during the connection phase, when the Piconet master connects to a
new slave. The analyzer operates as if it were the slave unit selected in the
Select Slave dialog box (see Figure 1-4 on page 1-14) and obtains the
master clock information by initiating a new connection as if it were that
slave. Immediately after the clock information is retrieved, the protocol
analyzer stops transmitting, and the piconet master continues the connection
attempt with the true slave. You must identity a slave in the Select Slave
dialog box. See Select Master or Slave on page 1-14.
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NOTE. The HCI Terminal application provides user control of the Bluetooth
Protocol Analyzer in piconet member mode. See the HCI Terminal fopic on
page 1-33.

Sync to Piconet using slave inquiry. This mode can only be used during the
connection phase. The Bluetooth Protocol Analyzer listens for the clock
information from the master (sent in the connection phase) to the new
Piconet slave, and does not interfere with the Piconet in any way. In order to
find the clock information on the right frequency, it is necessary to capture
the slave clock. This is done by performing an inquiry to the slave. You must
identify a slave in the Select Slave dialog box. See Select Master or Slave on
page 1-14.

Sync Indication Bar. To activate the Sync Bar, select View > Sync Bar. When you
use Independent mode as the logging mode, the Sync Bar appears at the bottom
of the acquisition window. See Figure 1-3.

D BFA waiting for FHS packet from Masier to Slave...

Figure 1-3: Acquisition window Sync Bar

The Sync Bar contains the following indicators to verity the status of the
analyzer connection to the Piconet:

Gray. Indicates that the analyzer is in an idle state.

Yellow. Indicates that the analyzer is waiting for an FHS packet from the
master or slave that is needed for synchronization. This indicator is
accompanied by an explanatory message.

Flashing Yellow. Indicates that the analyzer is synchronized to the master but
has not yet recorded any traffic. This indicator is accompanied by an
explanatory message.

Green. Indicates the analyzer is synchronized and acquiring data.

Red. Indicates that a time-out occurred while waiting for traffic. For more
information on time-outs, see Acquisition Timeout on page 1-15.
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Select Master

Inquiry Timeout (sec):

Inquiry Access Code (hex): IQEBB33 3: Inquiry Access Code (hex): IQEBB33 3:

Awvailable Devices:

Select Master or Slave. Click the _I shortcut button in the Acquisition dialog
box (see Figure 1-2 on page 1-11) to open a Master or Slave dialog box and set
up the options to discover and connect to a Bluetooth device within range. See
Figure 1-4.

®  Inquiry Time-out. Select how long the Bluetooth Protocol Analyzer performs
the inquiry process. The default time is 12 seconds. However, you can set the
time from 2 to 60 seconds.

®  Inquiry Access Code. Enter an inquiry access code (IAC); there are 64 IACs.
The default is the General IAC (GIAC), which is 0xX9E8B33. The remaining
63 access codes are Dedicated IACs (DIACs). You can set any of the 64
IACs. Although the GIAC is normally used, you can use a DIAC in certain
instances.

For example, a group of users might agree to set their devices to a specific DIAC
to make their devices easier to discover in an environment with many Bluetooth
devices.

®  Discover. Click this button to carry out device discovery and display a list of
all active Bluetooth devices within range.

m  Select. Click the device name you want to synchronize to; then click Select
and close the Select Master or Select Slave dialog box.

Select Slave I
= Inquiry Timeout (sec): =

Awvailable Devices:

Device Addr.. | Device Mame |

Discover | Discover |

Device Addr.. | Device Mame |

Select Select

Cancel Cancel

Help Help

i
i

Figure 1-4: Select Master and Select Slave dialog boxes
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Acquisition Time-out. The Bluetooth Protocol Analyzer invokes a synchroniza-
tion time-out under the following conditions.

B Acquisition Setup Dialog Box Timeout. Click Acquisition > Setup. In the
Timeout (sec) field specify a number in the drop-down list box to limit the
amount of time the analyzer will wait for traffic to start after synchronizing
to a Piconet. If the analyzer is synchronized to a Piconet, and no traffic exists
on the Piconet for too long a time period, clock drift between the analyzer
and the master device may cause loss of synchronization.

®  Loss of Piconet Synchronization Time-out. The Bluetooth Protocol Analyzer
will also time out if the analyzer cannot synchronize within a 41 second
period. In this case, user intervention may be required. For example, you
may have to move the undiscovered device closer to the analyzer or reorient
the Bluetooth Protocol Analyzer Air Probe antenna, and then try again. In
some cases, you may have to remove another source of radio interference.

NOTE. When you operate the Bluetooth Protocol Analyzer and Bluetooth
Neighborhood together to participant in a Piconet, you must use Piconet mode.

When you operate the Bluetooth Protocol Analyzer in Independent Mode
working as a passive listener, you cannot use Bluetooth Neighborhood.
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Enabling Decryption Use the following procedure to set up the Bluetooth Protocol Analyzer to decrypt
encrypted data transmitted between Piconet devices. See Understanding
Decryption, on page 2-18, for additional information on the decryption process.

NOTE. This feature operates in Independent mode only.

1. In the menu bar, select Acquisition > Setup.

2. In the Acquisition Setup dialog box, check the Enable Decryption option
box to enable the feature.

3. Click the Decryption button to display the Decryption dialog box. See
Figure 1-5.

pecryption _______________________________________HH

— Authentication/Fairing hdaster
 Authentication Master BD Address: IDD:I]D:DI]:DD:DD:[ID J
 Pairing
—a&hd Address Specific
Session—————— Link Key: I
* Single Session
P Flasel |
" hulti Session
Slave BD Address:  [00:00.00.00:00.00 J
Abd Address I‘l vl Urclate |
Detault | oK I Cancel | Help |

Figure 1-5: Decryption dialog box

B Authentication. Use Authentication to decrypt encrypted data transactions
from bonded (paired) devices where a link key has been previously
calculated. You must enter the Link Key, a 128-bit hexadecimal number,
along with the master and slave Bluetooth device addresses of the devices
for which decryption is desired.

®  Pairing. Use Pairing for unbonded devices when the acquisition will record
the pairing process using PIN codes. In this case, you must enter the PIN
code (optionally using an ASCII entry) used between the master and slave
for authentication.
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The analyzer will monitor the authentication process, compute the link key,
and decrypt any following encrypted data transactions between master and
slave.

B AM Address Specific. Select Single or Multi Session. A Single Session
consists of only one slave device. A Multiple Session consists of more than
one slave device. If you select Multi Session, you need to enter the Slave BD
Address for each AM Address (Active Member Address).

NOTE. Authentication requires the use of a link key, which is not a “1234”
number like a PIN. For authentication, you must enter the 32-character 128-bit
hexadecimal number that is used to pair devices. As a general strategy, use
pairing to capture the first Piconet between two devices by entering a PIN, and
then let the analyzer sniff and capture the packets that control the pairing
process. To find the link key, select File > Acquisition Summary and scroll to
the bottom of the file. The link key is labeled Calculated Link Key.

®  Master or Slave BD Address. Enter the Master and Slave Bluetooth Device
addresses, or click the _I button to display the Master dialog box from
which to discover and select a device.

®  Link Key. Enter the link key when Authentication is selected.

®m  PIN. Enter the PIN code value (Hex or ACSII) when Pairing is selected.

4. Click OK to accept your decryption parameters as part of the acquisition
setup.

Enabling Drift  Drift compensation improves your chances of synchronizing to a device with a
Compensation  highly drifting clock. By receiving more than one FHS packet for a particular
device over several seconds, the analyzer can calculate the relative drift of the
device and use this information to improve the success of synchronization.

NOTE. This feature operates in Independent mode only.

1. In the menu bar, select Acquisition > Setup.

2. In the Acquisition Setup dialog box, check the Enable DriftComp option
box to enable the feature.

3. Click the DrifComp button to display the Driftcomp dialog box. See
Figure 1-6.
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The DriftComp dialog box lets you calculate the drift between the Bluetooth
Protocol Analyzer clock and the device under test clock. The analyzer will use
this value to synchronize to the device.

e - <

Selectthe dewvice for which the BFAwill calculate the drift.
The BFAwill usa this driftwalue ta synchronize maore quickly
to this dewicea.

|un:uu:uu:nn:nn:un

Ok | Cancel | Help

Figure 1-6: Drift compensation dialog box

4. In the DrifComp dialog box, click Select to display the Select Device
Address dialog box.

5. Click Discover to find the available devices within range.

After a few seconds (up to the value you set in the Inquiry Timeout list box)
the Select Device Address dialog box displays the addresses of the available
devices.

6. Select a target Bluetooth device from the Available Devices list; then click
Calculate.

The analyzer calculates the drift between itself and the selected target device

and then displays the information in the Drift Compensation Dialog box. The

graph characterizes the drift for the target device.

7. Click OK to accept the calculated value as part of the acquisition setup.
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Hopping Mode  Specify the Piconet search criteria:

®  Normal Hopping. Specify the hopping pattern for the geographical area you
want (Europe/USA, France, Spain or Japan).

®  Rx/Tx on single-frequency. Specify the desired frequency from 2402 MHz to
2480 MHz. This mode is useful for testing and debugging.

NOTE. To meet FCC regulations, the transmit power is reduced to 0 dBm when
operating in the single-frequency mode.

Advanced Settings  Specify the Piconet synchronization parameters:

m  Correlation. This value sets the number of bits (in the synchronization word
of each received packet) that must be matched to validate the packet.
Normally, the radio uses 54 to 64 bits correlation. The default value is 54.
The value can range from 40 to 64.

®m  Resync. This value sets the expected drift in parts per million of the master
when in park, sniff, or hold modes and optimizes resynchronization to the
Piconet when you exit park, sniff, or hold. The Bluetooth specification
allows up to =250 ppm in the park, sniff, or hold modes as a power saving
technique. The analyzer uses the resync value when it sets up the window
length in a continuous search for a packet, when the Piconet exits park, sniff,
or hold modes.

Resync is used in independent mode only. You can force the analyzer to not
use a “window search” by setting the resync value to zero. This is useful if
you know the device has negligible drift, and helps ensure that no packets
are lost because of the window search.

Data Whitening  You can turn data whitening on or off. By default, this function is on, which is
normal operation for Bluetooth devices.

Data whitening encrypts all data packets transmitted between Bluetooth devices
on a Piconet to remove DC bias in the data.

For test purposes, you can turn data whitening off. In this test condition, all
devices must have whitening turned off or you will get scrambled data.
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Output  Specify the destination of the data output from your logging session:

®m  Log file. Send the output to a log file on the PC hard disk. You can open the
file and analyze the data later. See Understanding the Data Analysis Window
on page 1-36 for additional information.

®  Free run display. To continuously monitor the latest session transactions with
real-time screen updates, send the data directly to the List view display in the
Acquisition Window.

In both cases, you must stop the acquisition and save the data to a file before you
can begin a data analysis.

Setting Up the Data Filter

Select Acquisition > Data Filter or click the shortcut button to display
the Data Filter set up dialog box. See Figure 1-7.

The data filter allows you to reduce the amount of data captured during a logging
session. This function can greatly reduce the size of the log file, making it easier
to work with the data.

You can set up the filter to ignore the following baseband packets: ID, NULL,
POLL, and Access Error packets.

e |

—Baseband Filter Setup

[~ Filter I Packets
™ Filter NULL Packets
[T Filker POLL Packets

™ Filer Access Emor Packets

Default | Enahle I Close Cancel Help

Figure 1-7: Data Filter set up dialog box
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Setting Up Triggers

Low Level Trigger

You can set up low and high-level triggers that instruct the Bluetooth Protocol
Analyzer to log specific types of data you are interested in.

Low-level triggers allow you to define and capture specific conditions that you
may want to monitor on a Piconet.

)
Select Acquisition > Low Level Trigger or click the k% I shortcut button to
open the Low Level Trigger Setup dialog box. See Figure 1-8 on page 1-22.

In the this dialog box, you can define the packet sequences that will trigger the
Bluetooth Protocol Analyzer.

Setting up low-level triggers consists of the following tasks:

B Defining the trigger sequences.

m  Specifying the packets involved.

®  Indicating the actions to be taken when the analyzer triggers.

You can specity trigger sequences using patterns at the following protocol layers:
Baseband, LMP, L2ZCAP, RFCOMM, SDP, and various header and payload
errors.

The low-level trigger function is limited to 4 simultaneously active trigger
sequences consisting of up to four packet definitions each.

High-level triggers are not limited in this fashion. See page 1-30 for additional
information on high-level triggers.
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Low Level Trigger Setup m
Triggger On
I~ Triggerl V¥ Sequence B ¥ Sequence C IV Sequence D
Maote: If mare than one sequence is active, the first sequence satisfied will rigger the BPA. Subsequent triggers will be marked in the data set.
Triggerl |59quence BI Sequence Cl Sequence D |
— Overview Diefault
Name: [Trigger Sequenceis Off
Start ™ Trigger Out:  Send trigger outif this sequence occurs Load
Repeat: Sequence repeats 1 time(s) Change...
Timeout: Mo timeout value specified Change... Save..
h
FPacket1
Trigger In |
Packet 1 I
- I Packetis Baseband of type Packet Type: NULL Trigger Out..
R Then
Packet ? LT “atch for next packet
Slat Info
Packet 2 I
I';h_ Packetis Baseband of type Packet Type: NULL
= Trigger BRA
Enahle
Cancel
Add Packet... | Eemove Packet Iodify Packet... | Help |

1-22

Figure 1-8: Low Level Trigger Setup dialog box

Trigger On. Select the sequence(s) to be used as a trigger by checking the Trigger
On option boxes. If no check boxes are selected, all sequences are disabled and
the analyzer will not recognize a trigger. If more than one sequence is checked,
the first sequence satisfied will trigger the analyzer.

Trigger Sequence Tabs. Select a tab to configure a trigger sequence. You can
create a maximum of four sequences, each containing a maximum of four
patterns.

Each sequence is a potential trigger and the sequence detected first causes the
Bluetooth Protocol Analyzer to begin logging. Occurrences of the remaining
sequences are indicated in color and function as markers in the analyzer display.
All packets, except the last packet in a sequence, are marked in Yellow as a
single match in a sequence. The last packet in any sequence is Green.

The following list describes the control elements you can set up to define a
trigger sequence:

B Name. Type a name into the Name field to identify the trigger sequence, or
use the default name if you do not want to create a new one.
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®m  Trigger Out. Click this check box if you want the Bluetooth Protocol
Analyzer to output a trigger from the Air Probe Trig Output connector when
the trigger sequence is identified (BPA105 only).

m  Repeat. Click the Change button to open the Sequence Repeat dialog box
and specify how many times you want the analyzer to repeat the selected
trigger sequence. See Figure 1-9. Whenever the patterns in the specified
sequence occur in order, they will be marked in the Bluetooth Protocol
Analyzer display.

®m  Click the Repeat the sequence indefinitely check box to repeat the
specified trigger sequence indefinitely, or clear the check box to specity
a value with the slider.

B Move the Repeat slider to specify the number of times to repeat the
trigger sequence, 1 through 200.

®  (Click OK or Cancel.

Sequence Repeat

[© Repeatthe sequence infinitely

Fepeat

fdin =1 100 hdex = 200

FepeatSequence  100time(s)

If trigger accurs, then sequence will cantinue untill Repeatwalue is reached.
Subsequent trigger packets will be marked in the data set.

| DK | Cancel | Help

Figure 1-9: Sequence Repeat dialog box

B Time-out. Click the Change button to open the Sequence Timeout dialog
box and specify a time-out value. See Figure 1-10.

This value controls how long the analyzer looks for the next pattern in a
sequence. Enter the value as a number of Bluetooth time slots. A Bluetooth
time slot is 625 ps. The range for this field is 0 to 65535 time slots. If you
enter 0, you disable the time-out. If a time-out prevents a sequence from
completing, a red marker is indicated in the analyzer List view and the
sequence is reset.
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®m  Click the Specify no timeout value check box to specity no time-out
limit, or clear the check box to specify a value with the slider.

B Move the slider to specify a time-out value, 1 through 65, 535 Bluetooth
time slots.

®  (Click OK or Cancel.

Sequence Timeout [ x] I

[~ Specify no time outvalue

Time outwvalue in time slots

hin =1 40350 hdax = 65635

Allow 40350 time slot(s) First Packetin Sequence
to elapse from first packet in

sequence to last packet in seguence !
|

Iftime outis reached, the timed out i
packetis marked in red. Sequence v
may repeatifitis setto repeat mare

than aone time )
Last Packetin sequence

Timeout applies to all active (Trigger Condition )

Sequences

oK I Cancel | Help

Figure 1-10: Sequence Timeout dialog box

Add Packet. Click the Add Packet button to open the Packet Definition dialog
box and define a trigger. See figure 1-11.

®m  Specify the action of the selected sequence using the “If”, “is” and “of
type” drop-down list boxes. You can add up to four packets for each
sequence. The “Then” field indicates the trigger action that follows each
packet in the trigger sequence.

®  (Click OK or Cancel.
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Packet Definition

LI of type

[l LMP Cammands

Customize... |

Packet | is |LMP
Baseband
LMP
RFCOkM
SOP
Then Errars
I'FriggerElPA

o]

Cancel

| Help

Figure 1-11: Packet Definition dialog box

Customize Pattern. In the Packet Definition dialog box, click the Customize
button to open the Customize Pattern dialog box and specify the characteristics
of a packet for specialized triggering. See figure 1-12.

Customize Pattern m
— Status-hop-clock frequency —Header Infa

e, Al Address: Type Florw
|PacketType UL IDDn't care ﬂ INULL LI IDDn't care LI
[ Stae: ARGQN: SEQN:

(JAccess errar Don't Don'

COFacket header error (1/3FEC) I s LI I ot care LI

(Facket header errar (HEC)

(Fayload recoverable error (1/3 FEC 2/3 FEC) _ Payioad Info

OFeayload non recoverable errar (2/3 FEC) Y

(Fayload error (CRC) L_CH: Flovy: Length:

(Fayload length erar (Type <> length misrmatch IDDn't care LI IDDn't care LI IDDn‘t care i‘
OFacket Transrnit

Right-click to select Care/Dont'Care Data/Mask:

Use check box to activate.
Estimated Clock: Freguency (MHz) Channel: } I } I I I I } I } I } I I I }
0000 0o0o 2402 0

— Comments
Default 0K I Cancel Help
Figure 1-12: Customize Pattern dialog box
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All fields in the Customize Pattern dialog box are used to set conditions for
triggers to occur.

®  Name. This field identifies the “of type” pattern you selected in the Packet

Definition dialog box (see Figure 1-11 on page 1-25).

Status. In the Status field you can specity a trigger condition if an error
occurs.

®  Options available for Rx packets:

m  Access error

Packet header error (1/3 FEC)
®m  Packet header error (HEC)

B Payload recoverable error

B Payload non-recoverable error

B Payload error

Payload length error
®  Options available for Rx, Tx, or either packets:
®  Packet transmit

By right-clicking you can enable and set conditions, or specity the condition
as “don’t care.” For example, if you select the the third option, then a trigger
on that pattern occurs only if there is an HEC error in that pattern. If you
select the eighth option, a trigger occurs only if that pattern is transmitted.

Estimated Clock. This is the Bluetooth clock for the Master used in the
Piconet. X specifies that four bits are “don’t care.” For example,
XXXXXXXX causes the entire estimated clock to be ignored by triggering.

Frequency. In this two-part field, you can enter a specific frequency. In
addition to the frequency, the channel is displayed (on the right). The
mapping from frequency to channel is (Freq = 2402 + Channel), and the
mapping goes both ways. For example, if you specified channel 10, the
frequency field automatically displays 2412. You can also select “don’t care”
for these bits.

AM Address. This field sets the Active Member (AM) address. This address
is used to access different members in the Piconet. Three bits are used for
this address, that is, eight different AM addresses are available. AM_ADDR
= 0 is used for broadcast. You can also select “don’t care” for these bits.
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®m  Type. This field specifies the packet type. Four bits are used for the packet
type, that is, 16 different Packet types are available. You can specify only the
packets that are not reserved. You can also select “don’t care” for these bits.

®  Flow. One bit is used for flow control in the header. Flow = 0 means STOP;
Flow = 1 means GO. You can also select “don’t care” for this bit.

B ARQN. One bit is used for acknowledgement of the last transmission. If a
packet is received correctly, the ARQN bit is set to 1 in the return packet.
You can also select “don’t care” for this bit.

®  SEQON. SEQN is a sequential sequence of numbers used to detect retransmis-
sion. You can also select “don’t care” for this bit.

m [ CH. This field specifies the Logical Channel. This field contains two bits
and is used to indicate whether the packet is an LMP message or an L2ZCAP
fragment.

®  Flow. This flow bit is used to control flow on the L2CAP level. One bit is
used for flow control in the payload. Flow = 0 means STOP; Flow = 1
means GO. You can also select “don’t care” for this bit.

®  Length. This field allows you to select a specific length to trigger on. The
length can be from 0-339; you can also select “don’t care.”

®m  Data/Mask. This field specifies the payload data (first row) and the mask that
is used with the data (second row). A mask of FF will mask in the whole
byte and a mask of 00 will mask out the whole byte. The position of the
mask and data is linked together so that the value in data index 1 links to the
mask at mask index 1 and so on. Empty fields are interpreted as “don’t care.”

®  Comments. You can use this field to enter additional information (notes)
about the specified pattern.

®  (Click OK or Cancel.
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Slot Information. This field shows information about the patterns you have loaded
into hardware. There are ten hardware slots you can load with patterns.

®  (Click the Slot Info button to open the Slot Information dialog box and
identity the storage location of the defined packets. See Figure 1-13.

You can use up to 10 hardware slots. The pattern name, and whether it is
customized or not, is listed next to the slot number. Slots are filled as
patterns are added. Customized packets use additional slots.

For example, an uncustomized DH1 packet unused in Sequence A, occupies
a different hardware slot than the customized DH1 packet used in sequence
D, etc.

®  (Click Close.

Slot Information |

You canuse atotal of 10 unique packets inyour tiger sequence ( combined ). These
packets are stored in the firmware of the BPA airprobe.

[fyou need more packets, tny removing unused sequences and re-using the same
packets whereswer possible.
Note:

1. Ifthere were to be two packets of the same type, and one packet is customized, then
the customized packet ocoupy different slat.

2. Ifthere were to be two packets of the same type, and are customized differently. then
each customized packet ocoupy different shots.

Slot | Fattern MName | Customiz... |
Packet Type: NULL N

1
2
3
9
b
3
7
i
9
1

Close | Help

Figure 1-13: Slot Information dialog box

NOTE. You are allowed 10 hardware patterns (slots 1 through 10) for low-level
triggers.
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Sequence Overview. The Overview field summarizes the flow of packets
comprising each trigger sequence.

Low Lewel Trigger Setup

Trigger On
¥ Seguenced " Segquence B " Sequence C " Sequence D
MNote: If more than one sequence is active, the first sequence satisfied will trigger the BPA. Subsequenttriggers will be marked in the data set.

Saguences | Sequence EI| Sequence C| Sequence D|

— Onwvenvienw Default |
Name: ISBQUEHCBA Sequenceis Om
I Start ¥ Trigger Out:  Send trigger out ifthis sequence occurs Load |
Repeat: Sequence repeats 100 time(s) Change...
»
Timeout: 4220 time slot(s) i Change.. Save... |
v
I Packet 1 .
TriggerIn... |
: Packet 1 I
L : If i : T Out...
Repest - e Then FPacketis Basehand of type Packet Type: FHS rigger O |
100 Packet 2 4990 ‘W' atch for next packet
time(s) time slots SiotiInfo |
Packet 2 I -
- ' ¥h Packet is RFCOMM of type RFCOMRM_SABM
. en
I Packet 3 T ‘W atch for next packet
41 Packet 3 I
Urhue ¥h_ Facket is LZCAP of type L2ZCAP_Connection_Response Enable
en = |
Trigger BRA and send trigger aut
Close |
Cance| |
Add Packet.. | Bemove Packet fdadity Facket.. |

Help

Figure 1-14: Low-level trigger setup with completed trigger sequence

Load and Save. You can load trigger files (*.11t files) that you have previously
created, or save the current trigger setup using the Load and Save buttons.

B [oad. Click this button to display the Open dialog box that allows you to
browse and open a trigger setup file (*.11t).

®m  Save. Click this button to display the Save As dialog box that allows you to
browse and save a trigger setup file (*.11t).

Enable Trigger. To enable the Low Level Trigger, click the Enable button; then
close the Low Level Trigger Setup dialog box.
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High Level Trigger

)
Select Acquisition > High Level Trigger or click the ﬂl shortcut button to
open the High Level Trigger Setup dialog box. See Figure 1-15.

Use this dialog box to set up the Bluetooth Protocol Analyzer to trigger on
RFCOMM and service discovery protocols (SDP).

High Level Trigger Setup m High Level Trigger Setup m
RFCOMM | soP | RFCOMM  SDP |
¥ Trigger on RFCOMM data. ¥ Trigger on SDF data
—Contral Field —Information Field
v SABM /DM R UIH FUA v DisC v Trigger on 0x01 SDP_ErrorResponse
_Information Fisld v Trigger on 0x02 SDP_SenviceSearchReguest
¥ PN - Parameter Negotiation ¥ NSC-MNon Supported Command Response o Tiggrer e (AR S0P S e Rospmae
7 Test-Test Command ¥ RPN - Remate Port Negotiation Command [# Trigger on (x04 SDP_ServiceAtiibuteRequest
¥ FCan - Flow Control On Command ¥ RLS - Remote Line Status Command ¥ Trigger on (x05 SDP_SericeAtribuleRiesponse
v FCaoff - Fl itrol Off v Dati
B W Eanto = v Trigger on 0x06 SDP_SeniceSearchAtributeRecuest
V¥ MSC-Modem Status Command
v Trigger on 0x07 SDP_SeniceSearchAtribute Response
¥ Trigger on Payload Data ¥ Trigger on Payload Data
—Payload Dats —Payload Dats
1. |FF 2 3 4 5 [ 7 & 1. |FF 2 3 4 5 [ 7 &
Default | Load | Save | Enable | Close I Cancel | Help | Default | Load | Save | Enable | Close | Cancel | Help |

Figure 1-15: High Level Trigger Setup dialog box

1-30

To set up and trigger on RFCOMM or SDP protocols, you must check the
Trigger on RFCOMM data or Trigger on SDP data option box.

RFCOMM Tab. When you click the RFCOMM tab and select the Trigger on
RFCOMM Data option box, you can select from among the following control
fields: SABM, DM, UIH, UA, and DISC. If you check UIH, additional
information fields become active.

You can also select Trigger on Payload Data to set up a trigger on the first

8 bytes of payload data. (Values for each byte are O through FF.) Empty fields
mean “don’t care.” For RFCOMM, the Payload data starts at the second byte of
the RFCOMM information field.

SPD Tab. When you click the SDP tab in the High Level Trigger Setup dialog
box and select the Trigger on SDP Data option box, you can do the following:

®m  Select from among various SDP information fields.
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m  Select Trig on Payload Data to set up a trigger on the first 8 bytes of
payload data. (Values for each byte are 0 through FF.) Empty fields are
interpreted as “don’t care.” For SDP, the Payload data starts from the first
byte of the SDP parameter data part.

Enable Trigger. To enable the High Level Trigger, click the Enable button; then
close the High Level Trigger Setup dialog box.

Pre- Post-Trigger Buffer  Select Acquisition > Pre-Post Trigger Buffer to display the Pre-Post Trigger
Butffer dialog box for setting pre-trigger and post-trigger buffer sizes. See
Figure 1-16.

Use this dialog box to set how many packets are saved prior to the trigger event
(0 to 100,000) and how many packets are saved after the trigger event (up to
3,200,000).

NOTE. If you do not check the Enable Post Trigger box, post-trigger data is saved
until you manually stop logging or the hard disk becomes full.

Pre-Post Trigger Buffer

—Pre Trigger
Buffer Size: |5UUUU 3: Packets
Cancel |
—Fost Trigger
o Help |

v Enable Post Trigger
Eufiar Size: |1UUUIJU| 3: Packets

Mate: Pre Trigger buffer range: 0- 100000
Fost Trigger buffer range:0 - 3200000

Default

Figure 1-16: Pre-Post Trigger Buffer setup dialog box
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Using the Synchronization Wizard

This feature allows users with a minimal knowledge of Bluetooth synchroniza-
tion to easily synchronize to a Piconet. The wizard consists of a series of screens
that provide the appropriate graphics, selections, operations (like device
discovery), and other information to guide you through the synchronization setup
process.

The Wizard is self-explanatory. Simply start the Wizard and follow the on-screen
instructions.

-t
To start the Sync Wizard, click the ] shortcut button or select Acquisition >
Sync Wizard in the menu bar.

If you need further assistance while using the Wizard, click the Help buttons on
the individual setup panels.

Tektronix Sync Wizard

Logging Mode

Choose Mode

Define Participants € Independent Mode

) Choose Independent Mode to
Verify Setup "sniff" a piconet that the BPA will
not participate in.

Monitoring

=¥
7

Finished

& Piconet Mode

Choose Piconet Mode to use
BPA as a participant in the
Piconet.

< Back I Dlext > I Cancel | Help

Figure 1-17: Bluetooth Protocol Analyzer synchronization wizard
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Starting a Logging Session

Select System > Start Session or click the - button to begin logging. If

you configured the Acquisition Setup dialog box Output for Free run display
(Acquisition > Setup > Output option buttons), a secondary window will open
within the application window to display the session views. A description of the
List, Packet, and Hex session views begins on page 1-44.

You can use one of the following methods to pause the automatic screen updates
during a session:

m  Select System > Pause in the menu bar.

®m  Click the EI shortcut button in the tool bar.

Ending a Logging Session

Select System > Stop Session or click the - button to discontinue the

current logging session. When the sessions ends, you will find the following
information displayed at the bottom of the application window:

®m  Start and end times of the logging session
B Number of baseband packets logged
m  Jogsize

®  Bytes received

Saving the Current Logging Session

Stop the current log session and select File > Save As to save the session (.tbpa
file) to a specified location using the displayed Save As dialog box. Click the

EI shortcut button to save the session to the specified location at any time.

Using the HCI Terminal Application

The HCI Terminal application (included on the BPA100 Series Bluetooth
Protocol Analyzer product software disk) provides a hardware interface similar
to the interface provided by an AT terminal application when communicating
with a modem. The HCI Terminal application provides control of the

BPA100 Series Bluetooth Protocol Analyzer in Piconet member mode. This is
similar to using the Bluetooth Neighborhood from the Software Suite. For
further information on this product, refer to the documentation available on disk.
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How to Create HCI Scripts. The HCI Terminal Guide (also available on the
BPA100 Series Bluetooth Protocol Analyzer product software disk) describes the
functionality of the script language. The sample scripts provided in Appendix C:
Sample Scripts on page C-1 of this manual, will help you to understand HCI

scripting.

NOTE. You cannot operate the HCI Terminal application and Bluetooth
Neighborhood simultaneously. For controlled packet generation, you are advised
to use the HCI terminal instead of Bluetooth Neighborhood.
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This section includes information on the following topics:

®  Opening a log file

®  Understanding the analysis window

®  Using the menus and toolbars

® [nterpreting data in the List, Packet Information, and Hex views

You can perform the following operations on the data files you logged and saved
during acquisition:

m  Search for files
®m  Find specific packets within data files using Advanced Search

®  Export data to comma separated value (.csv) files that you can read with
other applications, such as Microsoft Excel

®  Add or remove bookmarks
®  Display a summary that includes session information and packet count

B Analyze and decode packet information at Baseband, LMP, L2CAP,
RFCOMM, SDP, OBEX, TCS, HDLC, PPP, BNEP, AT, and HID protocol
levels

®m  Display error packets and access errors

®  [dentify trigger packets and defined sequences

Opening a Data File

To open a data file for analysis, do the following:
|

(==

m  Select File > Open or click the
dialog box.

shortcut button to display the Open

®  Browse to the folder containing your saved acquisition files with the .data
extension.

®m  Select the file you want to open.

®  Click Open.

BPA100 Series Bluetooth Protocol Analyzer User Manual 1-35



Analyzing Piconet Packet Data

Understanding the Data Analysis Window

The Bluetooth Protocol Analyzer opens each data file separately within the
application window. Figure 1-18 identifies the functional areas available for data
analysis.

MenuBar Toolbar Logtoolbar  Tabs Columns

File 'Edit Search |System Acquilfon  View W[ndow Help == il
(6| Sla) Bl @] ol wlm)] Bl epe(e] DT L eeady
| Gl %l %] @] 418]Y] =4l sl EE
| Baseband| LMP  L2CAP |rFcomu | sop | oBex| Tes | Holc] pee | BNER] AT | HID | Triggers]
Index | Type Description Payload Data -
a1 D1 | Signalling Command: 0x02: Conr |02 49 04 00 01 00 40 00
714 D1 Signalling Cormmand: 0x03: Conn |03 49 08 00 40 00 40 00 00 00 00 00
735 Dhd1 Signalling Cornmand: Ox04: Confi |04 4408 00 40 00 0000 01 020010
L. t . 740 Dhd1 Signalling Cormand: 0x03: Conn |03 49 08 00 40 00 40 00 00 00 00 00
IStview < 1016 |Dh1 Signalling Cormmand: 0x05: Confi |05 44 06 00 40 00 00 00 00 00
1046 |DM1 Signalling Command: 0x04: Confi
Signalling Command: onfi 00
1213 |DM SDP_ServiceSearchAttributeRequ|08 00 17 00 19 3509 19 11 021900 03
1245 |DM1 Continuation of fragrentation. 1201 0000 FF 35 05 09 00 00 09 00 01 09 00 04 00
g 1670 [DM3  |SDP SewiceSearchAttributeRespl07 00 17 00 24 00 27 36 0024 360021 090000 0A 0001 0003090001 350318 1102090004 350C 35031901 LI
Packet Info
| L2CAP Headet L2CAP Contents
Payload Length Channel ID Identifie] Length | Source CI| Flags |
0x000A \ 0x0001 | 0205 0x01 | 0x0008| 0x0040 | C-Flag:| 0000 |
Fayload Length Ox000A 4 | | Contents Type Signalling Command
. . Channel ID 0x0001 > || Code 0x05: Configure response
Packet infoview < ||| »[ | identfier 001
Length 0x0006
Estimated Clock 138855288 Source CID 00040
Hop Frequency 2443 MHz ' .
Status PacketHeader Errar (FEC 1/3) Ak I Caiielion g ez
Result 0x0000: Success
Option Type -
L Option Length =
Option Data =
2l | B
Hex View
. Index Hex ASCII
Hex view 00000 0501 0600 4000 0000 0000 ]
Baseband: 106608  LMP: 15 |L2CAP: 85 PFCOMM: 64  SOP: 2 |OBEX:0 TC: 0 HOLC: 31 PPPi31  BMEP:O  AT:0  HID:O  (Triggers: O
| | | \ 4
For Help, press F1 3 LLog |lede: Piconst  [output Mode: Free F| [Hw present | | Rdaronec
Statusbar Log Statusbar

Figure 1-18: The Bluetooth Protocol Analyzer data analysis window
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Menu Bar

Toolbars

Table 1-2 lists the menus that are available when a file is open.

The toolbars contain shortcut buttons. Table 1-2 identifies the analysis toolbar

buttons and explains their functions. Most toolbar buttons have a corresponding
menu selection in the menu bar.

Table 1-2: Analysis window menus and toolbar buttons

Menu

Selection

Function

Toolbar
button

Additional information

File >

Open

Use Windows Explorer to
browse and open a previously
saved log session.

=

See page 1-35.

Open Current Log

Open a Tektronix Bluetooth
.tbpa log file located at the path
specified in the System > Op-
tions > Output tab.

Close Close afile.

Save Save changes to the open data See page 1-33.
file. E

Save As Open the Save As dialog box to See page 1-33.
save a file to a specified loca-
tion.

Search Files Search for a file.

Export Export data to a comma sepa-
rated file (*.csv)

Properties Display properties of the active

data file.

Acquisition Summary

Display acquisition details of the
active data file.

Send To Send the active file as email to
the mail profile you specify.
Print Print the entire or partial con-

tents of the active data file.

Print Preview

Display a sample view of the the
data file selected for printing.

lie? | @

Print Setup Define the margins and other
printer properties for printing
data files.

Print Window Print the active window using

the Page Setup dialog box.

1, 2, 3... <List of recent files>

Reopen a recently opened file.
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Table 1-2: Analysis window menus and toolbar buttons (Cont.)

Toolbar
Menu Selection Function button Additional information

Exit Quit the Bluetooth Protocol
Analyzer application

Edit > Add/Remove Bookmark Toggle a bookmark on or off for
the packet you have highlighted
in the List view.

See page 2-1.

[

Add Comment Add a comment to the selected
packet in the List view. Com-
ments are displayed in the
Navigate Bookmarks dialog box.

Goto Prev Bookmark Select the previous packet in the
List view with a bookmark.

Goto Next Bookmark Select the next packet in the List
view with a bookmark.

Clear All Bookmark Remove all bookmarks from the
List view.

Navigates Bookmarks Open the Bookmarks dialog box
S0 you can:

®  Jump to a specified book-
mark in the List view.

m  Display a bookmarked
comment.

= Display the time difference
between two bookmarked
packets.

|| e &

level List view that the selected space key.
packet appears in. The currently
selected packet is also selected
in the new view.

Go One Level Back Move to the previous protocol {ﬁl You can also press the Back-

Go To Next Level Move to the next higher protocol You can also press the Enter
level List view that the selected E[} key.

packet appears in. The currently

selected packet is also selected

in the new view.

L2CAP Connection Properties | Set the L2CAP packet type for
packets that cannot be decoded
from previous packets.

RFCOMM Server channel Set the RFCOMM Server chan-
assignments nel for assignments that cannot
be decoded from previous
packets.
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Table 1-2: Analysis window menus and toolbar buttons (Cont.)

Menu Selection

Function

Toolbar
button

Additional information

Highlight L2CAP Connection

Highlight all packets with the
same L2CAP connection proper-
ties as the selected packet.

You can set the highlight color in
the Color tab of the System >
Options dialog box.

Highlight AM_ADDR

Highlight all packets with the
same AM_ADDR value as the
selected packet.

You can set the highlight color in
the Color tab of the System >
Options dialog box.

Highlight Fragmentation

Hghlight the packets associated
with the selected fragment.

Fragmentation occurs when
payload data is too large and
must be segmented and trans-
mitted in more than one packet.

Clear Highlights

Clear all highlighting in all List
views.

Toggle Hex/ASCII in Payload

Toggle payload display of the
selected packet between hexa-
decimal and ASCII format in the
List view.

Clear Toggled Fields

Return all toggled fields to their
original format.

Does not affect bookmarks.

Search > Find

Search for specific data in the
active List view using the vari-
ous parameters.

Find Prev

Select the previous packet in the
List view that contains data that
matches the search criteria last
entered in the Find dialog box.

[+ |[=

Find Next

Select the next packet in the List
view that contains data that
matches the search criteria last
entered in the Find dialog box.

|

Advanced Search

Displays the Advanced Search
dialog box. You can search for
specific data packets based on
individual columns and Boolean
parameters.

System > Start Session

Begin an acquisition (logging)
session using the criteria de-
fined in the Acquisition > Setup
dialog box.

—

Stop Session

End the current acquisition
session.

| Stop

Pause

Click to suspend logging in the
current acquisition session. Click
again to resume logging.

|_ =
- A
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Table 1-2: Analysis window menus and toolbar buttons (Cont.)

Menu

Selection

Function

Toolbar
button

Additional information

Test Mode

Enable/disable Test Mode
activation by a remote Bluetooth
device.

Available with BPA105 Air Probe
only.

Trigger Loopback Test

Verify that the Trigger In and
Trigger Out functions are operat-

ing properly.

Available with BPA105 Air Probe
only.

System Properties

Display BPA100 Series software
and firmware versions and
copyright information.

Also displays the Bluetooth
device address of the connected
Air Probe.

Tools >

Access executable files set up
with the Tools tab of the System
Options dialog box.

Options

Define packet-type display
colors; define disk location for
storing acquisition log files;
identify executable files to be
run from the System > Tools
menu.

Default

Return the factory default set-
tings for the following: acquisi-
tion setup, data files, pre- post-
trigger, error packet generation.

Acquisition

>

Setup

Define parameters for the next
acquisition session.

See page 1-11.

Data Filter

Specify the packets you do not
want to acquire during the next
acquisition session in the Data
Filter dialog box. These settings
become the default settings.

See page 1-20.

Enable Data Filter

Activate/deactivate the Data
Filter dialog box settings.

mon
mOFF

Pre- Post Trigger Buffer

Set the number of packets
collected before and after a
trigger event in the Pre- Post
Trigger Buffer dialog box.

Unless enabled, the post-trigger
buffer size is limited only by the
disk space available on your PC.
See page 1-31 for additional
information.

Low Level Trigger

Define trigger events for the
next acquisition based on low-
level trigger characteristics, such
as FLOW, ARQN, hop frequen-
cy, payload headers, etc.

Lot

See page 1-21.
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Table 1-2: Analysis window menus and toolbar buttons (Cont.)

Menu

Selection

Function

Toolbar
button

Additional information

Enable Low Level Trigger

Enable/disable settings defined
in the Low Level Trigger Setup
dialog box.

mon
mOFF

High Level Trigger

Define the trigger events for the
next acquisition base on high-
level trigger characteristics, such
as RFCOMM and SDP proto-
cols.

H %-h

See page 1-30.

Enable High Level Trigger

Enable/disable settings defined
in the High Level Trigger Setup
dialog box.

mon
mOFF

Error Packet Generation

Set up error packet generation
sequences for testing and
debugging, such as FLOW,
ARQN, hopping frequency,
payload headers, etc.

See page 2-6.

Enable Error Packet Generation

Enable/disable settings defined
in the Error Packet Generator
dialog box.

Sync Wizard

Use the Sync Wizard to define
participants and quickly synchro-
nize to a Piconet.

View >

Toolbar

Enable/disable the toolbar.

Statusbar

Enable/disable the statusbar.

See Figure 1-1 on page 1-6.

Log Toolbar

Enable/disable the log toolbar.

Contains navigation buttons.

Log Statusbar

Enable/disable the log statusbar.

Displays packet information.

Sync Bar

Enable/disable the synchroniza-
tion information bar.

Contains synchronization status
indicator. See page 1-13.

Session Info Bar

Enable/disable the session
information bar.

Displays session time informa-
tion and packet counts. See
page 1-11.

Show/Hide Packets

Define which packets you want
to display in the List views.

Show/Hide Columns

Define which columns you want
to display in the List views.

|
|=“ |n¥n

Format Columns

Define the data format of the
displayed columns: decimal,
hex, binary, ASCII.

Smaller Font

Decrease the font text size in
the active window.
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Table 1-2: Analysis window menus and toolbar buttons (Cont.)

Menu

Selection

Function

Toolbar
button

Additional information

Larger Font

Increase the font text size in the
active window.

Al

Default Font

Return the text in the active
window to the default font size.

Hex View

Show/hide Hexadecimal view
window

E

Packet Info

Show/hide Packet Information
view window

oo
o

Vertical Lines

Toggles the vertical lines that
define the columns of the List
view on or off.

Horizontal Lines

Toggle the horizontal lines that
define the rows of the List view
on or off.

Wrap Payload Data

Wrap/unwrap the data within the
selected payload cell.

Window >

New Window

Open a duplicate window show-
ing the current view.

Cascade

Overlap all windows within the
Application window from upper-
left to lower-right.

Tile Horizontally

Adjust all window sizes horizon-
tally within the Application
window and position them
side-by-side.

Tile Vertically

Adjust all window sizes vertically
within the Application window
and position them side-by-side.

Minimize All

Minimize all windows to icons at
the bottom of the Application
window. Click on an icon to
return a window to its original
size.

1, 2, 3... <List of open files>

Displays a list of the open
windows.

The window you select from the
list becomes the active window.

Help >

Help Topics

Display the online help main
menu.

@

Help on Window

Display the help topic for the
active window.
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Table 1-2: Analysis window menus and toolbar buttons (Cont.)

Menu

Selection

Function

Toolbar

button Additional information

What's This?

Point to an element in the
display window and obtain a
help topic.

El

Technical Support

Access the Tektronix Bluetooth
Protocol Analyzer technical
support Web site.

Download drivers and software
updates. Obtain product-related
technical information.

Customer Feedback

Obtain a request for feedback
on the product support Web site.

Send ideas for product improve-
ment.

About Tektronix Bluetooth

Protocol Analyzer

Display Bluetooth Protocol
Analyzer software version and
copyright.

2]

Tabs

Table 1-3: Packet tabs

Table 1-3 lists the tabs available in the Analysis window. Click on the tabs to
select which packet types you want to display in the List view. For example, you
can click on the Triggers tab to view the triggers you have set up.

Tab

Tab Icon

Function

Additional information

Baseband

Basebhand

View all baseband packets.

Baseband packets include specifications for the
Bluetooth link controller, which implements
basic protocols and other low-level link
routines.

LMP

LhdF

View all LMP packets.

Acronym for Link Manager Protocol. The LMP
is used for link setup and control. LMP PDU
signals are interpreted and filtered out by the
Link Manager on the receiving side and are not
propagated to higher layers.

L2CAP

L CAaP

View all L2CAP packets.

Acronym for Logical Link Controller and
Adaptation Protocol.

RFCOMM

RFCORR

View all packets associated with the RFCOMM
protocol layer data.

Serial cable emulation protocol based on ETSI
TS 07.10.

SDP

sDF

View all SDP packets.

SDP is a Bluetooth-defined protocol provided
for or available through a Bluetooth device. This
protocol is a means for applications to discover
which services are available and to determine
the characteristics of those available services.

OBEX

CBE~

View all OBEX packets.

Object Exchange Protocol. This protocol is
associated with file transfer and business card
data.
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Table 1-3: Packet tabs (Cont.)

Tab Tab Icon Function Additional information

TCS TOD View all TCS packets. Telephone Control Specification protocol. View
the protocol discriminator, message type, and
other data (message specific).

HDLC HOLC View all HDLC packets. High-Level Data Link Control protocol. HDLC is
a special type of PPP packet.

PPP PER View all PPP packets. Point-to-Point Protocol.

BNEP View all BNEP packets. Bluetooth Network Encapsulation Protocol. This

BHEF protocol is associated with the common
transport of networking protocols over a
Bluetooth network. BNEP is used in the
Bluetooth Personal Area Networking profile.

AT AT View all AT packets. Emulation of modem Attention (AT) commands
in the RFCOMM protocol layer. AT commands
are used by the Headset, FAX, and Dial-up
Networking Bluetooth profiles.

HID HID View all HID packets. Human Interface Device protocol.

Triggers Triggers View defined triggers and trigger arming events.

Log Statusbar  The Log Statusbar displays the number of packets logged of the type: Baseband,
LMP, L2CAP, RFCOMM, SDP, OBEX, TCS, HDLC, PPP, BNEP, AT, and HID.
It also displays the number of trigger packets and indicates whether a filter is
selected for the packet type being displayed (see Setting Up the Data Filter on
page 1-20).

Statusbar  The Statusbar displays general information on the analyzer menu selections,
logging modes, input and output configurations, and the hardware present.

List View  The List view displays the contents of the active file as a list of the packets that
the file contains. During an acquisition, if the system is configured for free run
mode, the List view will display packet data as it is received.

NOTE. If the Acquisition Setup is set to Free run display mode, clicking the tabs
will change the protocol levels but it will not maintain highlighting or necessari-
ly display the same packet.
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Columns. These columns reflect the elements you configured in the View Setup,
where you can decide which elements you want the List view to show. For
additional information, see Setting Up an Acquisition on page 1-11.

Bookmarks. Bookmarks allow you to quickly display packets of special
interested that you have marked in the List view. You can also measure the time
between any two bookmarks. For additional information on bookmarks, see
page 2-1.

Context Menu. You can right-click in the List view area of the analysis window to
display the context-sensitive menu shown in Figure 1-19. See page 1-38 for
additional information on these edit selections.

A& AddiRemove Bookmark Cil+B
Add Comment...

*% Goto Prev. Bookmark

“% Goto Hext Bookmark

¥ Clear Al Bookmarks

4 Navigate Bookmarks. ..

4= 5o Qne Level Back
B2 5ot Mext Level

L2CAP Connection Propertes...

RECOMM Server channel assignments, .,
Highlight L2CAR Connection

Highlight AM_ADDR.

Highlight Fragmentation

Toggle Hex ASCI in payload
Clear Toggled Fialds

Clear Highlights
Wrap Payload Data

Figure 1-19: List view context-sensitive menu

Packet Info View  This area displays detailed information on the packet currently highlighted in the
List view. The type of information displayed depends on the type and contents of
the packet. Various elements of packet data can be switched off or on in the View
> Format Columns dialog box. For additional information, see Setting Up an
Acquisition on page 1-11.
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Hex View  The List view only displays the first several bytes of the entire payload (unless
Wrap Payload Data is selected from the View menu). If you want to view the
entire contents of a packet of any length, select View > Hex View.
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In this section you will find information on the following topics:

Using Bookmarks

Using bookmarks

Performing an advanced search
Exporting data

Generating error packet data

Understanding and setting up encryption and decryption

Select Edit > Add/Remove Bookmark or click the il shortcut button to
toggle a bookmark on or off for the packet you have highlighted (clicked on) in
the List view. When a bookmark is assigned to a packet, a Blue arrow is placed
at the left side of the Index field for the highlighted packet. See Figure 2-1.

Bii Tektronix Bluetooth Protocol Analyzer - Device Discovery Filters ON.data
File Edit Search System Acquisiton View Window Help

S|E| SR G Bl o] ] Bl =l e ® [ Start | =R

Hil Device Discowery Filters ON.data

2| Zl%| %ol &| €]5| +h] 4] 2[A

Baseband |LMP | L2car | RFCOMM | SDP | oBEX| TCs | HOLC | PPP | Triggers |

Payload Data

Packet Info
Payload

2
3 FHS  |FHS Packet 05 D0 F5 04 E6 4A 02 10 ©0 5000 0000 76 FO 40 DB 01
4 FHS  |FHS Packet E8 B9 86 AF 63 450210 CD 50000000 76 85 17 EF 00
N FHS  |FHS Packet 05 D0 F5 04 E6 4402 10 ©D 50 00 00 00 76 B8 B1 DB O1
[ » ‘F FHZ  |FHS Packet ES B2 0B AF 63 4C 02 10 CD 50000000 76 90 3C EF 00
|7‘/ FHS  |FHS Packet 05 D0 F5 04 E6 4A 02 10 CD 50000000 76 05 1E DC 01
L ‘B FHS  |FHS Packet G2F5F3D91C 4C 0210 CDS0000000 76029 5C DE 1D
N\ D1 LMP_name_req 0200
[ [ D1 |LMP_name_res (04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
| _‘11 Dl LMP_detach : Reason - Misc OE 00
L ‘12 FHZ  |FHS Packet 62 F5EFIDI1C4C 0210 COS000000076 99 7F DB 1D
7 \3 DM1 [LMP_name_reg 0200
‘1 » Ul Di1 |LMP_narme_res : (04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
| 15 D1 LMP_detach : Reason - Misc OE 00
|

[“ParityBits | LAP_| - |SRISP| UAP | NAP |Class of devic|AM_ADDR| _Clk _[Page SM|

0x204F5D005| 0x00928| 00| 01| 00| 0xCD| 0x0050| 0x760000 | 0x0 | 0x0ED9474| 000 |

[aseband: 15

=3 lLzcario RFCOMM: O [Eo3) [SE=40] TCS: 0 HoLc: o [PreE:0 Triggers

. Page Scan . Connect . In sync.

. Inquiry
|

\ | | | 4

For Help, press F1 |Log Mode: Indepenc |output Mode: Free f| v present

Figure 2-1: Analysis window showing bookmarked packets
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Bookmarks allow you to quickly display packets you are interested in. To move
between bookmarked packets, select Edit > Goto Prev Bookmark or Edit >
Goto Next Bookmark.

You can also click the ﬁ or % shortcut buttons.

Measure the Time  To measure the time between any two bookmarks, do the following:

Between Bookmarks . . .
Select Edit > Navigate Bookmarks to open the Bookmarks dialog box. See

Figure 2-2.

2. Click on one of the bookmarks to select it; then control-click another
bookmark to highlight it.

3. Read the time between the two bookmarks at the bottom of the Bookmarks
dialog box. The timespan is displayed in hours, minutes, seconds, and
microseconds. The time is shown in time ticks (312.5 us per time tick).

Bookmarks - Device Discovery Filters ON.data

I'Fimespan: 00:00:11.897187 ( 38071 Timeticks )

Figure 2-2: Bookmarks dialog box

To remove all bookmarks from the active List view if desired, click the &I
shortcut button.
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Performing an Advanced Search

Advanced Search

This feature provides search capabilities based on individual columns in the List
view and Boolean parameters.

1. Select Search > Advanced Search to open the Advanced Search dialog box.
See Figure 2-3.

— Search Criteria

Index Type Description Payload Data
I~ NOT| I~ NOT| I~ NOT| ™ NOT|
Clear | Current Packet | Add/Femove Columns...
—Search Area
Protocol Layer selection Start End
" Search in currant layer { Basehand ) @ From tha first packet & Atthe and
© Search in all layers  From the currently selected packet  Atpacket Mo |1 1724
& Searchin  |LMP -  Fram packet 1
[T Search for hidden packets also

Save.. |

Restore... | hark All | Find MNow I Cancel Help

Figure 2-3: Advanced Search dialog box

In the Advanced Search dialog box you can specify a criteria to search for
specific data packets based on individual columns and Boolean parameters. You
can also mark all packets that match the search criteria.

m  Search Criteria. Specity the parameters used to search the data packets:
B You can Clear the search criteria.
B You can select the Current Packet as the search criteria.
B You can Add/Remove Columns to the search criteria.

m  Search Area. Specify where and how to search for packets:

B You can specity a search in the current layer, all layers, or in a specific
layer.

®  You can specity the search to start from the first packet, currently
selected packet, or specific packet.

B You can specify the search to end at the last packet or a specific packet.

BPA100 Series Bluetooth Protocol Analyzer User Manual 2-3




Reference

Exporting Data

2-4

®  You can search for hidden packets (those hidden using Show/Hide
Packets).

Save/Restore. You can save or restore a set of search criteria.

Mark All. You can mark the data packets that match the search criteria by
inserting a bookmark for criteria-matching packets.

NOTE. Selecting Mark All clears all current bookmarks.

2.

Click Find Now to initiate the search and find data packets that match the
search criteria.

To export acquisition data from a log file, do the following:

1.

2
3.
4

g

Select File > Export.
In the Export Data dialog box, select the destination path and folder.
Name the file.

Select Spreadsheet Format (*.csv) or Text Format (*.txt) in the Save as
type drop-down list box.

Select the appropriate Export Range option button.
Click Save.
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Exporting to an Audio File  This feature supports a post-acquisition process that scans captured Independent
or Piconet mode audio data and creates a *.wav file. You can play back the audio
file on a PC using standard Windows audio players.

A headphone @ icon appearing in the Bluetooth Protocol Analyzer toolbar
identifies the presence of audio data.

1. In the Bluetooth Protocol Analyzer menu bar, select File > Export to open
the Export Data dialog box. See Figure 2-4.

2. Use standard Windows techniques to name the file and file location.

3. Select Audio Format (*.wav) in the Save as type drop-down list box.
Separate channels will be saved in separate .wav files.

4. Click Save to write the file to the location and file name you specified.

You can play back the file on a PC using standard Windows audio players.

Export Data - Baseband m |
Sawe in: IaMy Documents j - £ EEv
File name: ITestAudiD File
Sawe as type: IAudiD Format (*waw) LI Cancel |
Export Range Help |
& Al

! Packet Pange

From : I-I To: IH?H

Figure 2-4: Export Data dialog box
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Generating Error Packet Data

2-6

Error Packet Generation allows you to introduce 1, 2, or 3-bit errors into the
header or payload of selected packets that can be transmitted by the Bluetooth
Protocol Analyzer. You can use error packet generation to cross-check error-cor-
recting algorithms, such as FEC, HEC, and CRC, or to force uncorrectable errors
intended to stress protocol robustness.

When you enable Error Packet Generation, the error specified in the Error Type
field of an error sequence is inserted into the last packet of the sequence. You can
transmit error packets when operating in Piconet mode only. Packets containing
errors are highlighted in Blue and marked with a bug icon in the List view, as
shown in Figure 2-14 on page 2-17.

ﬂlz

Select Acquisition > Error Packet Generation or click the shortcut
button to open the Error Packet Generator dialog box. See Figure 2-5.

To generate errors, you must set up the analyzer to do the following:

®  Define the error type.

®  Define the error sequence.

®m  Specify the packets involved, (only transmitted packets can generate errors).

®m  Enable Error Packet Generation. (In the menu bar, select Acquisition >
Enable Error Packet Generation.)

B In addition, you must operate the analyzer in Piconet mode.
®  Select Acquisition > Setup.
®  In the Acquisition Setup dialog box, click the Piconet option button.

You can specify error sequences using patterns at the following protocol layers:
Baseband, LMP, L2CAP, RFCOMM, and SDP.

Error generation is limited to four simultaneously active error sequences
consisting of up to four packet definitions per sequence.

NOTE. If you want to generate an error using a setup you previously created and
saved, click Load. In the Open dialog box, browse to the location and open your
error packet generation file (*epg).
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eror packetgenerator @R
Inzert Emor
¥ Erar ¥ EmarB ¥ ErarC ¥ ErarD
Mate: The error iz inserted anly on the last packet of 2ach sequance . IFthe last packet is receivad packet, then na errar can be ingertad

Errr &, | EnorB | EnorC| Evor D |
- Overview

Mame: IEHDrﬂ Sequence iz On

[~ Trigger Dut: Send tigger out if thiz zequence ocours el |
Repeat: Sequence repaats 1 imelz] Change... | =
Timeout: Mo timeout value specified Change... Savwe... I
Error Type: Payload Error: 1 bit Taggled Change...

Trigaer In...

Trigger Out...

FEE

Slat Info

Click on Add Packet [Belaw] ta
skart bulding an emmor sequence

Enable

Cloze

4

Cancel

Add Packet... | Bemave Packet todify Packet... | Help

Figure 2-5: Error Packet Generator dialog box

Insert Error. Select the sequence(s) to be used as error sequences by checking the
Insert Error option boxes. If no check boxes are selected, all sequences are
disabled and the analyzer will not generate errors. If more than one sequence is
checked, the first sequence satisfied will trigger the analyzer.

Error Tabs. Select a tab to configure an error sequence. You can create a
maximum of four sequences, each containing a maximum of four packets.

Each sequence is a potential error packet generator. Sequences that remain
following an error are highlighted in color to indicate function. All packets,
except the last packet in a sequence, are marked in Yellow as a single match in a
sequence. The last packet in any error generation sequence is Blue.

NOTE. To generate an error, you must configure the analyzer for Piconet mode.
The final packet in a sequence must also be a transmitted packet.
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The following list describes the control elements you can set up to define an
error generation sequence:

®  Name. Type a name into the Name field to identify the error generation
sequence, or, use the default name if you do not wish to create a new one.

®m  Trigger Out. Click this check box if you want the Bluetooth Protocol
Analyzer to output a trigger from the Air Probe Trig Output connector when
the error generation sequence is identified (BPA105 only).

B Repeat. Click the Change button to open the Sequence Repeat dialog box
and specify how many times you want the analyzer to repeat the selected
error generation sequence. See Figure 2-6. Whenever the patterns in the
specified sequence occur in order, they will be marked in the Bluetooth
Protocol Analyzer display.

®m  Click the Repeat the sequence indefinitely check box to repeat the
specified error generation sequence indefinitely.

®  Move the Repeat slider to specify the number of times to repeat the error
generation sequence, 1 through 200.

®  (Click OK or Cancel.

Sequence Repeat

[© Repeatthe sequence infinitely

Fepeat

fdin =1 100 hdex = 200

FepeatSequence  100time(s)

If trigger accurs, then sequence will cantinue untill Repeatwalue is reached.
Subsequent trigger packets will be marked in the data set.

| DK | Cancel | Help

Figure 2- 6: Sequence Repeat dialog box

B Time-out. Click the Change button to open the Sequence Timeout dialog
box and specify a time-out value. See Figure 2-7.
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This value controls how long the analyzer looks for the next pattern in a
sequence. Enter the value as a number of Bluetooth time slots. A Bluetooth
time slot is 625 ps. The range for this field is 1 to 65535 time slots. If a
time-out precludes a sequence from completing, a Red marker is indicated in
the analyzer List View and the sequence is reset.

m  Click the Specify no time out value check box to specify no time-out
limit.
B Move the slider to specify a time-out value, 1 through 65, 535 Bluetooth

time slots.

®  (Click OK or Cancel.

Sequence Timeout [ x] I

[~ Specify no time outvalue

Time outwvalue in time slots

hin =1 40350 hdax = 65635

Allow 40350 time slot(s) First Packetin Sequence
to elapse from first packet in
sequence to last packet in seguence

Iftime outis reached, the timed out
packetis marked in red. Sequence
may repeatifitis setto repeat mare
than one time

‘______ s

Last Packetin sequence

Timeout applies to all active (Trigger Condition )

Sequences

oK I Cancel | Help

Figure 2-7: Sequence Timeout dialog box

®m  Error Type. Click the Change button to open the Error Name dialog box.
See Figure 2-8.
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ErorNeme __________________HH

Select ane of the etror names:

Payload Error: 1 bit Toggled View hit details |

Figure 2-8: Error Name dialog box

®  In the drop-down list box, select the header or payload bit errors to be
inserted.

A header with a 1-bit error should be recoverable by devices receiving
the error packet; a 2-bit error mayor may not be recoverable. A 3-bit
error forces an unrecoverable error in the receiving device.

®  Click View bit details to review error bit position and operation details.

B Bit positions are counted from the beginning of the packet Access
Code, see Figure 2-9.

®m  For predefined header and payload error insertion, the last 3 bits of
the header (123, 124, 125), and the first 3 bits of the payload, if
present, are affected.

®  Bit forcing occurs prior to data whitening, during packet transmis-
sion by the analyzer.

LSB 126 127 MSB
Access code Header Payload
-~ 72 1 54 0-2745

Figure 2-9: Standard packet format

When generating a 2 or 3-bit error, it is recommended that you do not
use the Repeat the sequence infinitely option (in the Sequence Repeat
dialog box, Figure 2-6 on page 2-8), this will result in a continuous,
unrecoverable error. Instead, set the count to a desired value (for
example, set the count to 5).
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You can select from the predefined errors in the Error Name drop-down
list box or create a custom error by selecting Custom, and then clicking
the Modify bit details button.

In the Customize Error dialog box, enter the Bit Position. To enter the
Bit Operation, click in the Bit Operation field to activate a drop-down
list box, from which you can select Forced 1, Forced 0, or Toggle as the
bit operation. It is recommended that you use Toggle instead of Forced 1
or Forced 0. Since errors are forced before data whitening occurs, this
feature is recommended for advanced users only.

Click OK or Cancel.

Add Packet. Click the Add Packet button to open the Packet Definition dialog
box and define a trigger. See figure 2-10.

Specity the action of the selected sequence using the “If”, “ is” and “of
type” drop-down list boxes. You can add up to four packets for each
sequence. The “Then” field indicates the action that follows each packet
in the trigger sequence.

Click OK or Cancel.

Packet Definition

Packet | is |LMP =] oftype  [AILMP Cammands |

Baseband

E 4|QUStUmiZB---

RFCOMM
S0P

Then

Errars

I'FriggerElPA

oK I Cancel | Help

Figure 2-10: Packet Definition dialog box

Customize Pattern. In the Packet Definition dialog box, click the Customize
button to open the Customize Pattern dialog box and specify packet characteris-
tics for specialized patterns. See figure 2-11.
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2-12

Customize Pattern u
— Status-hop-clock frequency —Header Infa
e, Al Address: Type Florw
|PacketType UL IDDn't care ﬂ INULL LI IDDn't care LI
— Status:
s ARGN: SEGN:
CAccess errar IDDn't care LI IDDn't care LI
COFacket header error (1/3FEC)
(Facket header errar (HEC)
(Pawload recoverable error (1/3FEC 2/3FEC) _ Payioad Info
OFeayload non recoverable errar (2/3 FEC) Y
(Fayload error (CRC) L_CH: Flovy: Length:
(Fayload length erar (Type <> length misrmatch IDDn't care LI IDDn't care LI IDon‘t care i‘
OFacket Transrnit
Right-click to select Care/Dont'Care Diata/Mask:
Use check box to activate.
Estimated Clock: Freguency (MHz) Channel: } I } I I } I } I I I }
0000 0o0o 2402 0
— Comments
Default 0K, I Cancel Help

Figure 2-11: Customize Pattern dialog box

The fields in the Customize Pattern dialog box are described below:

®  Name. This field identifies the “of type” pattern you selected in the Packet
Definition dialog box (see Figure 2-10 on page 2-11).

®m  Status Option Boxes. This field contains information about the status of the
packet, which indicates whether the packet is an Rx or Tx packet. For a
receive packet, this field may also contain information about errors included
in the packet (for example, Header Errors and Payload Errors). There are no
restrictions on what can be specified, so it is possible to specify a Tx packet
with an access error, although this is not a combination that can occur.

All fields in the Customize Pattern dialog box can be used to set conditions.
The following options are available:

®  Access error

®m  Packet header error (1/3 FEC)
m  Packet header error (HEC)

B Payload recoverable error

B Payload nonrecoverable error
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B Payload error
®  Payload length error
®  Packet transmit

By right-clicking you can enable and set the conditions, or make the
condition “don’t care.” For example, if you select the the third option, then a
match occurs on that pattern only if there is an HEC error in that pattern. If
you select the eighth option, a match occurs only if that pattern is trans-
mitted.

m  Estimated Clock. This is the Bluetooth clock for the Master used in the
Piconet. X specifies that four bits are “don’t care.” For example,
XXXXXXXX causes the entire estimated clock to be ignored.

®  Frequency. In this two-part field you can enter a specific frequency. In
addition to the frequency, the channel is displayed (on the right). The
mapping from frequency to channel is (Freq = 2402 + Channel), and the
mapping goes both ways. For example, if you specified channel 10, the
frequency field automatically displays 2412. You can also select “don’t care”
for these bits.

®  AM Address. This field sets the Active Member (AM) address. This address
is used to access different members in the Piconet. Three bits are used for
this address, that is, eight different AM addresses are available. AM_ADDR
= 0 is used for broadcast. You can also select “don’t care” for these bits.

m  Type. This field specifies the packet type; four bits are used. That is, 16
different packet types are available. You can specify only the packets that are
not reserved. You can also select “don’t care” for these bits.

®  Flow. One bit is used for flow control in the header. Flow = 0 means STOP.
Flow = 1 means GO. You can also select “don’t care” for this bit.

B ARQN. One bit is used for acknowledgement of the last transmission. If a
packet is received correctly, the ARQN bit is set to 1 in the return packet.
You can also select “don’t care” for this bit.

®  SEQON. SEQN is a sequential sequence of numbers used to detect retransmis-
sion. You can also select “don’t care” for this bit.

m [ CH. This field specifies the Logical Channel. The field contains two bits
and is used to indicate whether the packet is an LMP message or an L2ZCAP
fragment.

®  Flow. This bit controls flow on the L2CAP level. One bit is used for flow
control in the payload. Flow = 0 means STOP. Flow = 1 means GO. You can
also select “don’t care” for this bit.
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2-14

®  Length. This field allows you to select a specific length, from 0 to 339. You
can also select “don’t care.”

®m  Data/Mask. This field specifies the payload data (first row) and the mask that
is used with the data (second row). A mask of FF will mask in the whole
byte and a mask of 00 will mask out the whole byte. The position of the
mask and data is linked together so that the value in data index 1 links to the
mask at mask index 1, and so on.

®  Comments. You can use this field to enter additional information (notes)
about the specified pattern.

®  (Click OK or Cancel.

Slot Information. This field shows information about the patterns you have loaded
into hardware. There are ten hardware slots you can load with patterns.

®  (lick the Slot Info button to open the Slot Information dialog box and
identify the storage location of the defined packets. See Figure 2-12.

Slot Information |

You canuse atotal of 10 unique packets inyour tiger sequence ( combined ). These
packets are stored in the firmware of the BPA airprobe.

[fyou need more packets, tny removing unused sequences and re-using the same
packets whereswer possible.
Note:

1. Ifthere were to be two packets of the same type, and one packet is customized, then
the customized packet ocoupy different slat.

2. Ifthere were to be two packets of the same type, and are customized differently. then
each customized packet ocoupy different shots.

Slot | Fattern MName | Customiz... |
Packet Type: NULL N

1
2
3
9
b
3
7
i
9
1

Close | Help

Figure 2-12: Slot Information dialog box
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You can use up to 10 hardware slots. The pattern name, and whether it is
customized or not, is listed next to the slot number. Slots are filled as
patterns are added. Customized packets use additional slots. For example, an
uncustomized DH1 packet unused in Sequence A, occupies a different
hardware slot than the customized DH1 packet used in sequence D, etc.

®  (Click Close.

NOTE. You are allowed 10 hardware patterns (slots 1 through 9) for low-level
triggers.

Sequence Overview. The Overview field summarizes the flow of packets
comprising each error sequence.

Error Packet Generator

Trigger On
’7 v " EnorB

MNote: If more than one sequence is active, the first sequence satisfied will trigger the BPA. Subsequenttriggers will be marked in the data set.

[~ EmorC [~ ErorD

Errar Seql |ErrorEl | ErrorC' Errc\rD|

— Owerview
I Start

l

I Packet 1 #Bp.q

lfr‘Uul

Default
Name: IEFFUFSBEﬂ Sequenceis Om

¥ Trigger Out:  Send trigger out ifthis sequence occurs

il

Slot Info

Load..
Repeat: Sequence repeats 1 time(s) Change...
Timeout: Mo timeout value specified Change... Save...
Error Type: Payload Error: 3 bits Toggled Change...
TriggerIn... |
Packet 1 I
If Packet is LkP of type LMP_host_Connection_reg Trigger Cut... |
Then .
Generate errar and send trigger out

Enable

Close

aill

Cance|

Add Packet.. | Bemove Packet | fdadity Facket.. |

T
w
=]

Figure 2-13: Error Packet Generator setup with completed error generation sequence
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Load and Save. You can load error packet generation files (*.epg files) that you
have previously created or save the error setup using the Load and Save buttons.

B Load. Click this button to display the Open dialog box that allows you to
browse and open an error packet generation setup file (*.epg).

®m  Save. Click this button to display the Save As dialog box that allows you to
browse and save an error packet generation setup file (*.epg).

Enable Error Packet Generation. To enable Error Packet Generation, click the

Bn
associated l':'ffl toolbar button or select Acquisition > Enable Error Packet
Generation.
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Example of a Generated Error. The Error Packet Generator setup window (see
Figure 2-5 on page 2-7) was used to create a sequence named Error Seql that
contains an LMP_host_connection_req pattern. A Payload error with 3 bits
toggled was set to be transmitted with this pattern. The status was set to Single,
which resulted in the error being transmitted one time. Figure 2-14 shows the
Bluetooth Protocol Analyzer display following transmission of the error.

In the Index column, 3659 is highlighted (in Blue in the application). This
indicates an error was transmitted. Following this error, Index 3661 shows that
the LMP_host_connection_req pattern was transmitted again but without the
erTor.

il Tektronix Bluetooth Protocol Analyzer - [Error Generation E xample_tbpa] [_ O] x| I
File Edit Search Systern  Acquistion “iew Window Help =0

S| Sa Bl Bl sl el B epl?] [ sed |

A ] A %] €] 48] 4] =Elh| a]A]

Baseband | LP | L2caP | RFCOMM | sDP | 0BEx | TCS | HOLC | PPP | BMEP| AT | HID | Triggers |
Description

Payload Data

Slawe I 1D Packet
FHE Pracket
ID Packet

(o ] LMP_host_connection_req
Slave MULL MULL Packet

Mfaster  |Dhi LMP_host_connection_req GG
Slave MILL MULL Packet
hiaster  |POLL POLL Packet
Slawe MILL MULL Packet
miaster  |POLL POLL Packet —
Slawe MILL MULL Packet
Master  |POLL POLL Packet

Slawe  [MULL  [WULL Packet -
| | »

Packet Info
Facket Header

A_aoor | ~Tvpe | rLow | aran | seon ] “hec |

SADOFESS C7 4B 0210 C0OS0000C 01 76 45 54 22 00

| oooo | . | . | - | . |
AM_ADDR - =
TYFE D
FLOW -
ARON -
SEQN - =

Estimiated Clack 1124839
Hap Frequeney 2402 MHz
Status 000 : Packet Received OF.

[Bassband: 4653 [LMP. 12 |L2CAP. 148 |RFCOMM. O [SDP. 142 [0BE<.O [TCS:0  |HDLC:O |[PPP.0  [BMEP.O  [AT.0 |HID:O

For Help, press F1 |Log Mode: Picanst |Dutput Made: Free Run | |Hiw nat present [ v

Figure 2-14: Analyzer display of generated error
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Understanding Decryption

The Bluetooth Protocol Analyzer is capable of decrypting encrypted transmis-
sions in Independent Mode if the pairing process is captured and the PIN key is
known, or, if a calculated link key from a previous pairing is available.

The analyzer knowing the master and slave addresses and the PIN key, can
monitor a pairing session. In Figure 2-15, the LMP packets beginning with
LMP _in_rand, show the pairing process in detail. While the link key is never
transmitted directly, it can be calculated if the PIN key, the master address, and
the slave address are known.

&l Tektronix Bluetooth Protocol Analyzer - [D eciyption Example.tbpa] [_ O] x| I
File Edit Search System Acquistion Yiew Window Help =0
2| Sl Bzl Bls o] ol Bl ehlz] (ET 0 R
A x| B & S5 £@] 4] =g A Al [EE
Baseband LMP | Lacap | RFComM | soP | oBEx | Tes | HoLe | PPR | BMER| AT | HID | Trigaers |
Description Payloa ﬁ
Waste LMP_in_rand 2 C E D7 F1 DB 44 9B 5B
23300 Slawe D1 LMP_scoepted : LMP_in_rand 06 05
23303 haster  |Dhi1 LMP_comb_key 1234 TEBS S0 TAFC TS BACSOB 1B ACEB4FC1EB 3
23306 Slarwve Okt LMP_comb_key 1285 41 7369 54 54 FEED 3E 98 1C 6E A7 CE 64 92
23311 Master  |Dhi1 LMP_au_rand 16 02 FD &6 54 0D 5F 2C 47 63 &0 OF &5 B9 3B AF §2
2334 |Slawe Diht1 LMP_sres 16 F4 C3aE0a
2INE  [Slave Dkt LMP_zu_rand 16C1 27 TDEE 8F 84 BT 6B 91 &1 24 B B 2852 8C
2339 |Master  |Dhi LMP_sres 1801 4370 45
23323 Master DR LMP_encryption_mode_req : Poirt to point encryption 1E 01
23326 |Slawe DRt LMP_sccepted : LMP_encryption_mode_req 05 OF
23329 |Master |Dhil LMP_encryption_key _size_req. 16 2010
23332 |Slawe DRt LMP_accepted : LMP_encryption_key_size_req 0510
23367 Master DR LMP_start_encryption_res 228070 A8SDEI1E ADOABCOF BAB313FIBI BT
23376 |Slave Dhdt LMP_setup_complste B3
23378 Master DR LMP_setup_complete B2
23438 Master DR LMP_rmaz_slot_redq: 5 5205
23444 |Slawe DRt LMP_sccepted ;| LMP_mas_slot_reg 05 2E
23450 |Master  |Dhil LMP_max_slat . 5 54805 b
23540 |Slave DRt LMP_tnax_=lat_req: 5 5D 0s
23548 |Master  |DhM LMP_accepted : LMP _max_slot_req or 2E
23545 Slawe Lkt LMP_features_req 4F 6F FiS 71 00 00 00 00 00
23554 haster  |Dhi1 LMP_features_res 51 6F FS 71 00 00 00 00 00
23602 |Slawe DRt LMP_wersion_req 48 01 0C 00 CD 00 vI
| | v
Packet Info
0x08 | 0 | 0x0852ECB257AFC2053876D7F1DB449B5B |
|B aseband: 55457 [MP:33  [L2CAP: 185  [RFCOMM: 82 SDP:78  |OBEX 34 [TC5: 0 [HDLC: D PPR: 0O BNEP-D  [AT: 0 HID:
| | | | 4
For Help, press F1 |Log Mode: Picanet |Dutput Mode: Free Fun | |Hw present [z

Figure 2-15: Bluetooth Protocol Analyzer List view showing paring process
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You can find the calculated link key (and other decryption keys) in the Acquisi-
tion Summary dialog box, similar to the one shown in Figure 2-16. To open this
dialog box, Select File > Acquisition Summary.

Acquizition Summary - [Decryption Example_thpa]

Decryption SUMmMAry

Gession  Single Session
Option : Fairing
Master BD Address : 00:50:CD:00:25:78
Zlawe BD Address @ 00:50:CD:00:593:17
FIN 1 1234
Summary H
LMP zu rand found
LMF_in rand found
LMP_accepted
LMP comb key found
LMF_ comb key found
Calculated Link EKey
LMP =u rand found
LMF sres found
Calculated sres
LHMF au rand found
LMP_sres found
Calculated sres
LHMF encryption kEey size found
LMP_encryption_size_reqg accepted :
LMP_start_encrypt_reg Lound
hathenticated Ciphering Offset
Calculated KC
Calculated KCPriwe

al

B10GDOEAFDD4633B272000A56DETS00
0G52ECEZAVAFCEZ05387ED VF1DE443656

JATEBG3I07AFCTSBACSOEL1EBACGAFCLIESL
T45207CF37178614E4E434F]1 2CHEA2TE2
ET4A0COTSCFACOEE LI FOEF1FDAGZEF 3D
02FDAGCAOD 3F2CAT8Z500FASEQIBAFSZ
FAC35EDA

F4C35E04  Match
Clz7?7DEESFOASCOES AL ZARIR1ZG5ZE0C
01437045

014537045 Match

16

GDTDAGSDES 1SAQAECOLFEAESLSFOBOEL
OFEBEGAIDZSFETS7ECZa4410

Z016CBOCASTIZCE69851FZCFTIDS1ESE
2016Ca0CA8TTECEc9851F2CFT7OD51ESE

P bt Save..

Cloze Help ‘

Figure 2-16: Acquisition Summary dialog box

These calculated link key value can be used to decrypt subsequent acquisitions

involving the same paired devices.

For additional information on setting up Decryption, see Enabling Decryption on

page 1-16.
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Setting Up Encryption in the Bluetooth Neighborhood

To enable encryption, you must perform the following setup in the Bluetooth
Neighborhood application.

1. In the Bluetooth menu bar, select Bluetooth > Bluetooth Neighborhood
Properties.

2. Open the Security tab and select Link level security for the Security Mode.
3. Select Enable for the Encryption Mode.

4. Once bonding is established between master and slave, you need to expire
bonding to use decryption in Independent mode. Right-click the device
bonded in Bluetooth Neighborhood and select expire bonding.
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Appendix A: Specifications

This section lists the electrical, environmental, and physical characteristics of the
BPA100 Series Bluetooth Protocol Analyzer.

Specifications listed in this section are guaranteed unless labeled “typical.”
Typical specifications are provided for your convenience and are not guaranteed.

The electrical characteristics listed in Table A-1 are valid when the BPA100 Se-
ries Bluetooth Protocol Analyzer operates within the environmental conditions
listed in Table A-2.

Table A-1: Air Probe characteristics

Characteristic

Description

Device compatibility

Communicates with USB Specification V1.1 devices.

Operating range, typical

0t 250 m (820 ft)

Frequency range

2.402 10 2.480 GHz

Transmitter

Power output, typical

Active mode: +20 dBm (100 mW)
Single frequency mode: 0 dBm (1 mW)

Receiver

Sensitivity

> -80 dBm

Power

Requirements

Powered through USB cable connection between the host PC and the
Bluetooth Air Probe interface.

Consumption

Active mode: < 350 mA.
Inquiry scan mode: 81 mA
Hibernation/standby mode: 400 pA

Table A-2: Environmental characteristics

Characteristic

Description

Temperature Range

Operating +5 °Cto +55 °C (+41 °F to +131 °F)

Nonoperating 0 °Cto +55 °C (+32 °F to +131 °F)
Humidity

Operating 20 to 90% RH, noncondensing

Nonoperating 20 to 95% RH, noncondensing

BPA100 Series Bluetooth Protocol Analyzer User Manual

A-1



Appendix A: Specifications

Table A-2: Environmental characteristics (Cont.)

Characteristic Description
Altitude
Operating 3,050 m (10,000 ft)
Nonoperating 10,058 m (33,000 ft)

Table A-3: Certifications and compliances

Category

Standards or description

EC Declaration of Conformity -
EMC

Meets intent of Directive 999/S/EG for Radio and Telecommunications Terminal Equipment.
Compliance was demonstrated to the following specifications as listed in the Official Journal of the
European Union:

ETS 300-328 11/1996 and A1 07/1997, Spread Spectrum data transmission equipment
in the 2.4 GHz ISM band.

ETS 300-826 11/1997 EMC and Radio Spectrum Matters, 2.4 GHz wideband transmission
systems.

IEC 61000-4-2 Electrostatic Discharge Immunity (Performance Criterion C).
IEC 61000-4-3 RF Electromagnetic Field Inmunity (Performance Criterion B)

United States and Canada Emissions comply with FCC Code of Federal Regulations 47, Part 15, Subpart C, Section 247,
Class A Limits.
Complies with RSS-210 of the Industry Canada.
A-2
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Table A-4: Physical characteristics

Characteristic Description
Weight 3 Ibs (1.36 kg)'
Dimensions? Height: 110 mm (4.250 in)

Width: 70 mm (2.750 in)
Depth: 42 mm (1.625 in)

1 Includes accessories and shipping container.
2 Dimensions of Bluetooth air probe:

110 mm
(4.250 in)

L; 70 mm 4 ‘J 42 mm L;
(2.750 in) (1.625in)
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Appendix B: Accessories

This section lists the Bluetooth Protocol Analyzer standard and optional
accessories.

Standard Accessories

Tektronix includes the following standard accessories with the Bluetooth
Protocol Analyzer:

B BPAI00 Series Product Software CD-ROM, Tektronix part number
063-3595-xx. Includes BPA100 Series Bluetooth Protocol Analyzer
documentation (*.pdf) files.

B BPAI00 Series Bluetooth Protocol Analyzer Installation Manual, Tektronix
part number 071-1121-xx.

®m (1) Custom USB cable, Tektronix part number 174-4580-xx.

B (2) SMB-to-BNC input/output cables for the BPA 105 Air Probe, Tektronix
part number 174-3578-xx.

® (1) BNC female-to-female connector, Tektronix part number 103-0028-xx.

Optional Accessories

You can order the following accessories for BPA100 Series V2.3 Bluetooth
Protocol Analyzers. Contact your Tektronix representative or distributor for
ordering information. See page viii for information on contacting Tektronix.

B BPAI00 Series Bluetooth Protocol Analyzer Software Version V2.3
User Manual, Tektronix part number 071-1128-xx.

B BPAI00 Series Bluetooth Protocol Analyzer Software Version V2.3
Application Programmer Interface Manual, Tektronix part number
071-1129-xx.
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Appendix C: Sample Scripts

HCI Terminal Scripts

Sniffer Test Script for
Master Packet Types

This section contains technical information you may need to write your own
scripts.

Use the following HCI Terminal scripts as a guide when creating your own
scripts.

Report(Sniffer test script for packet types [Master])
report( )

RESET(ALl)
SETDEBUGLEVEL(81)
SETMAXLOOPCOUNT(5000)
WAITCOMPLETE_ENABLED
//TIMESTAMPS_ENABLED

// Write Scan enable
// Set Event Filter
// Change connection packet type

TXCMD 1A 0C 01 00
WAITEVENT($0E,5000,[ TestError])
TXCMD 05 0C 03 02 00 02
WAITEVENT($0E,5000,[ TestError])

// Establish ACL connection

report( )
report(Establishing ACL connection)

label: Establish_one_connection
label: create_connection_retry#1

// NOTE:

// change the Bluetooth address in this command

// if your BD_Addr is 00 50 CD 00 93 38 then it should be reversed as 38 93 00
CD 50 00

// Its starts | | it is reversed

TXCMD 05 04 0C 38 93 00 CD 50 00 18 CC 00 00 00 00
WAITEVENT($03,20000,[ TestError])
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if byte[2] = $04 jump(create_connection_retry#1)
if byte[2] = $10 jump(create_connection_retry#1)

report(ACL connection established!)
report( )

delay(1000)
//WAITEVENT($1B,5000,[ TestError])
WAITEVENT($1C,5000,[TestError])
WAITEVENT($0B,5000, [ TestError])
WAITEVENT($0C,5000, [ TestError])

//ITXCMD OF 04 04 00 00 18 CC
//WAITEVENT($1D,5000,[ TestError])

report(Connection packet type changed)
report( )

// switch from master to slave

TXCMD 0B 08 07 38 93 00 CD 50 00 00
WAITEVENT($12,1000,[ TestError])

// Disconnect ACL connection
// This Device is Slave now so wait for Disconnect from master

label: Disconnect

//TXCMD 06 04 03 00 00 13
WAITEVENT($05,60000, TestError])
report(ACL connection disconnected)

report( )

label: TestSuccess
report(Test passed!)

report( )
jump(end)

label: TestError

report()

report(***************Test falled!*******************)

report()

label: end
REPORT(DONE!)
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Sniffer Test Script for ~ Report(Sniffer test script for packet types [Slave])
Slave Packet Types  report( )

RESET(ALl)
SETDEBUGLEVEL(81)
SETMAXLOOPCOUNT(5000)
WAITCOMPLETE_ENABLED
//TIMESTAMPS_ENABLED

// Write Scan enable
// Set Event Filter
// Wait for max slots changed event

TXCMD 1A 0C 01 03
//WAITEVENT($0E,5000, | TestError])
TXCMD 05 0C 03 02 00 02
WAITEVENT($0E,5000,[ TestError])

// Establish ACL connection

report( )
report(Establishing ACL connection)

WAITEVENT($03,60000, TestError])

report(ACL connection established from master!)
report( )

delay(1000)

WAITEVENT($1B,60000, [ TestError])
WAITEVENT($1C,60000,[ TestError])
WAITEVENT($0B,60000, | TestError])
WAITEVENT($0C,60000,[ TestError])

//WAITEVENT($1B,5000,[ TestError])
//report(Connection packet type changed from master)

report( )

// ROLE Switch this device becomes master

//WAITEVENT($12,10000, [ TestError])
delay(6000)

// Wait for master to disconnect ACL connection
// This device is master now so disconnect the connection
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label: Disconnect

TXCMD 06 04 03 00 00 13
WAITEVENT($05,10000, TestError])
report(ACL connection disconnected from master)

report( )

label: TestSuccess
report(Test passed!)
jump(end)

label: TestError
report()

report(****************Test falled!***************)

report()

label: end
REPORT(DONE!)

Sniffer Test Script for ~ Report(BPA100 connection test script for packet types [Slave])
Slave Connection Packet  report()

Types RESET(ALl)
SETDEBUGLEVEL(81)
SETMAXLOOPCOUNT(5000)
WAITCOMPLETE_ENABLED
//TIMESTAMPS_ENABLED

// Write Scan enable

// Set Event Filter

// Wait for max slots changed event

TXCMD 1A 0C 01 03

WAITEVENT($0E,5000,[ TestError])

TXCMD 05 0C 03 02 00 02

WAITEVENT($0E,5000,[ TestError])

REPORT(The following tests are from the test specification)
// Wait for events from master

// When master is done add 1 SCO HV1 connection and disconnect it 5.5.18.1.4
& 5.5.18.1.10

// Establish ACL connection

report( )
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report(Establishing ACL connection)

WAITEVENT($03,60000, TestError])
report(ACL connection established from master!)

report( )

WAITEVENT($1B,5000,[ TestError])
report(Connection packet type changed from master)

report( )

// Set some payload

SETPAYLOAD(49 66 20 79 6F 75 20 63 61 6E 20 72 65 61 64 20 74 68 69 73
20 74 68 65 6E 20 79 6F 75 20 68 61 76 65 20 73 65 74 20 74 68 65 20 66 6F
72 6D 61 74 20 6F 66 20 74 68 65 20 70 61 79 6C 6F 61 64 20 74 6F 20 62 65
20 64 69 73 70 6C 61 79 65 64 20 69 6E 20 41 53 43 49 49 2E 20 53 6F 6D 65
74 69 6D 65 73 20 74 68 65 20 50 43 20 67 75 79 73 20 66 6F 72 67 65 74 73
20 74 6F 20 77 72 61 70 20 74 68 65 20 70 61 79 6C 6F 61 64 20 73 6F 20 79
6F 75 20 63 61 6E 20 6E 6F 74 20 73 65 65 20 69 74 20 61 6C 6C 20 61 74 20
6F 6E 65 20 74 69 6D 65 20 74 68 65 6E 20 79 6F 75 20 77 69 6C 6C 20 68 61
76 65 20 74 6F 20 63 68 6F 73 65 20 48 45 58 20 76 69 65 77 20 74 6F 20 73
65 65 20 69 74 20 61 6C 6C 2E 20 49 20 74 68 69 6E 6B 20 74 68 69 73 20 73
68 6F 75 6C 64 20 62 65 20 63 68 61 6E 67 65 64 20 61 73 20 73 6F 6F 6E 20
61 7320 70 6F 73 73 69 62 6C 65 2C 20 68 6F 77 65 76 65 72 20 69 66 20 79
6F 7520 63 61 6E 20 72 65 61 64 20 74 68 69 73 20 6C 69 6E 65 20 74 68 65
2070 72 6F 62 6C 65 6D 20 69 73 20 66 69 78 65 64 20 21)

// Test DM1, DH1, DM3, DH3, DMS5, DHS packets
label: NoSCO

REPORT (Testing for DM1, DH1, DM3, DH3, DM5, DHS packets)
report( )

TXDATA((hCon:0,bc:0,pb:2,Len:1,cnt:500,Random:0)
TXDATA((hCon:0,bc:0,pb:2,Len:2,cnt:500,Random:0)
TXDATA((hCon:0,bc:0,pb:2,Len:3,cnt:500,Random:0)
TXDATA((hCon:0,bc:0,pb:2,Len:4,cnt:500,Random:0)
TXDATA(hCon:0,bc:0,pb:2,Len:5,cnt:500,Random:0)
TXDATA(hCon:0,bc:0,pb:2,Len:6,cnt:500,Random:0)
TXDATA((hCon:0,bc:0,pb:2,Len:7,cnt:500,Random:0)
TXDATA(hCon:0,bc:0,pb:2,Len:8,cnt:500,Random:0)
TXDATA((hCon:0,bc:0,pb:2,Len:9,cnt:500,Random:0)
TXDATA(hCon:0,bc:0,pb:2,Len:10,cnt:500,Random:0)

report()
report(Packets size = 1..10 ’passed”)

report()
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// Wait for master to disconnect ACL connection

WAITEVENT($05,60000, TestError])
report(ACL connection disconnected from master)

report( )

label: TestSuccess
report(Test passed!)
jump(end)

label: TestError
report(Test failed!)
label: end
REPORT(DONE!)

Sniffer Test Script for ~ Report(BPA100 Connection test script [Master])
Master Connection Packet  report()

Types RESET(ALl)
SETDEBUGLEVEL(81)
SETMAXLOOPCOUNT(5000)
WAITCOMPLETE_ENABLED
//TIMESTAMPS_ENABLED

// Write Scan enable
// Set Event Filter
// Change connection packet type

TXCMD 1A 0C 01 00
WAITEVENT($0E,5000,[ TestError])
TXCMD 05 0C 03 02 00 02
WAITEVENT($0E,5000,[ TestError])

// Establish ACL connection

report( )
report(Establishing ACL connection)

label: Establish_one_connection
label: create_connection_retry#1

// NOTE:

// change the Bluetooth address in this command

// if you BD_Addr is 00 50 CD 00 93 11 then it should be reversed as 11 93 00
CD 50 00

// Its starts | | it is reversed
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TXCMD 05 04 0C 11 93 00 CD 50 00 18 CC 00 00 00 00
WAITEVENT($03,20000,[ TestError])

if byte[2] = $04 jump(create_connection_retry#1)

if byte[2] = $10 jump(create_connection_retry#1)

report(ACL connection established!)
report( )

//ITXCMD OF 04 04 00 00 18 CC
//WAITEVENT($1D,5000,[ TestError])

report(Connection packet type changed)
report( )

// Set some payload

SETPAYLOAD(49 66 20 79 6F 75 20 63 61 6E 20 72 65 61 64 20 74 68 69 73
20 74 68 65 6E 20 79 6F 75 20 68 61 76 65 20 73 65 74 20 74 68 65 20 66 6F
72 6D 61 74 20 6F 66 20 74 68 65 20 70 61 79 6C 6F 61 64 20 74 6F 20 62 65
20 64 69 73 70 6C 61 79 65 64 20 69 6E 20 41 53 43 49 49 2E 20 53 6F 6D 65
74 69 6D 65 73 20 74 68 65 20 50 43 20 67 75 79 73 20 66 6F 72 67 65 74 73
20 74 6F 20 77 72 61 70 20 74 68 65 20 70 61 79 6C 6F 61 64 20 73 6F 20 79
6F 75 20 63 61 6E 20 6E 6F 74 20 73 65 65 20 69 74 20 61 6C 6C 20 61 74 20
6F 6E 65 20 74 69 6D 65 20 74 68 65 6E 20 79 6F 75 20 77 69 6C 6C 20 68 61
76 65 20 74 6F 20 63 68 6F 73 65 20 48 45 58 20 76 69 65 77 20 74 6F 20 73
65 65 20 69 74 20 61 6C 6C 2E 20 49 20 74 68 69 6E 6B 20 74 68 69 73 20 73
68 6F 75 6C 64 20 62 65 20 63 68 61 6E 67 65 64 20 61 73 20 73 6F 6F 6E 20
61 7320 70 6F 73 73 69 62 6C 65 2C 20 68 6F 77 65 76 65 72 20 69 66 20 79
6F 75 20 63 61 6E 20 72 65 61 64 20 74 68 69 73 20 6C 69 6E 65 20 74 68 65
2070 72 6F 62 6C 65 6D 20 69 73 20 66 69 78 65 64 20 21)

REPORT (Testing for DM1, DH1, DM3, DH3, DM5, DHS packets)
report( )

TXDATA((hCon:0,bc:0,pb:2,Len:1,cnt:10,Random:0)
TXDATA((hCon:0,bc:0,pb:2,Len:2,cnt:10,Random:0)
TXDATA(hCon:0,bc:0,pb:2,Len:3,cnt:10,Random:0)
TXDATA((hCon:0,bc:0,pb:2,Len:4,cnt:10,Random:0)
TXDATA((hCon:0,bc:0,pb:2,Len:5,cnt:10,Random:0)
TXDATA(hCon:0,bc:0,pb:2,Len:6,cnt:10,Random:0)
TXDATA((hCon:0,bc:0,pb:2,Len:7,cnt:10,Random:0)
TXDATA(hCon:0,bc:0,pb:2,Len:8,cnt:10,Random:0)
TXDATA((hCon:0,bc:0,pb:2,Len:9,cnt:10,Random:0)
TXDATA((hCon:0,bc:0,pb:2,Len:10,cnt:10,Random:0)

report()
report(Packets size = 1..10 ’passed”)

report()
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// Disconnect ACL connection

TXCMD 06 04 03 00 00 13
WAITEVENT($05,10000, TestError])
report(ACL connection disconnected)

report( )

label: TestSuccess
report(Test passed!)

report( )
jump(end)

label: TestError
report(Test failed!)
label: end
REPORT(DONE!)

C-8 BPA100 Series Bluetooth Protocol Analyzer User Manual



<
Appendix D: Trigger Loopback Test

NOTE. This test is valid for Bluetooth Protocol Analyzers using the BPA105
Airprobe only.

Use the Trigger Loopback Test to verity the that Trigger In and Trigger Out
hardware functions are operating properly.

To run the test do the following:

1. Connect the Trigger Out connector to the Trigger In connector on the rear of
the BPA105 Airprobe. Use the SMB-to-BNC cables and the BNC female-to-
female adapter supplied with the analyzer.

2. In the Bluetooth Protocol Analyzer menu bar, select System > Trigger
Loopback Test.

3. Follow the on-screen instructions.

The Trigger Loopback Test takes approximately 30 seconds to complete.
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Glossary

ACL
An acronym for Asynchronous Connection-Less Link, this provides a
packet-switched connection (master to any slave).

Active Member Address (AM_ADDR)
The Active Member Address is a 3-bit number. This address is allocated by
the master to each active slave in the piconet. The address is used to identify
the specific slave for which a packet is intended.

Authentication
Security mechanism that prevents access to critical data and makes it
impossible to falsify the origin of a message. Authentication is performed for
devices. In Bluetooth, this is achieved by the authentication procedure based
on the stored link key or by pairing (entering a PIN).

AUX
An ACL (asynchronous connectionless) link packet type for data. An AUX1
packet resembles a DH1 packet except it has no CRC code. As a result it can
carry up to 30 information bytes.

Baseband
The baseband describes the specifications of the Bluetooth link controller,
which carries out the baseband protocols and other low-level link routines.

BD_ADDR
The Bluetooth Device Address is a unique, 48-bit number used to identify a
Bluetooth device. The Bluetooth device address is also used in encryption

and in generation of frequency hop sequences. It is similar to an Ethernet
MAC address.

Bluetooth
An open specification for wireless communication of data and voice. It is
based on a low-cost, short-range radio link facilitating protected ad hoc
connections for stationary and mobile communication environments.

Bluetooth Clock
Every Bluetooth unit has an internal system clock that determines the timing
and hopping of the transceiver. It can be implemented as a 28-bit counter,
with the LSB ticking in units of 312.5 us, giving a clock rate of 3.2 kHz.

Bluetooth Device Class
A parameter that indicates the type of device and the types of services that
are supported. The class is received during the device discovery procedure.
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Glossary-2

Bluetooth Host
This is a computing device, peripheral, cellular telephone, access point to
PSTN (public switched telephone network), etc. A host attached to a
Bluetooth unit may communicate with other Bluetooth hosts attached to their
Bluetooth units.

Bluetooth Neighborhood
A Bluetooth application created by Digianswer that provides an interface for
you to interact with Bluetooth systems. Its basic functions are to perform
device and service discovery and to enable you to make service-oriented
connections to other Bluetooth devices.

Bluetooth Service Type
One or more services a device can provide to other devices. The service
information is defined in the service class field of the Bluetooth device class
parameter.

Bluetooth Unit
A voice/data circuit equipment for a short-range, wireless communication
link. It allows voice and data communications between Bluetooth units.

Channel
A logical connection at the L2CAP level between two devices serving a
single application or higher layer protocol.

Channel (Hopping) Sequence
A pseudo-random sequence of 79 frequencies (23 for the 23MHz system).
The frequency is calculated using the BD_ADDR of the master of the
piconet. The phase in the sequence is derived from an estimate of the master
clock. The channel hopping sequence has a very long period that does not
show repetitive patterns over a short time interval, but which distributes the
hop frequencies equally over the 79 MHz (23 MHz for the 23 MHz system)
during a short time interval. See also Frequency sequence.

CID (Channel Identifier)
An abbreviation for Channel Identifier. Used to identify L2ZCAP connections.

CLK
An acronym for Clock, this is the master clock that defines the timing used
on a Bluetooth piconet.

CLKE
An estimate of the clock of another device.

CLKN
The native clock of a Bluetooth device. A slave device must add an offset to
its own CLKN to synchronize with the master clock (CLK).
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Coverage Area
The area where two Bluetooth units can exchange messages with acceptable
quality and performance.

Destination
The Bluetooth device receiving an action from another Bluetooth device.
The device sending the action is called the source. The destination is
typically part of an established link, though not always (such as in inquiry/
page procedures).

Device Discovery
Before a link can be established, a Bluetooth device needs to discover the
other Bluetooth devices that are active within the range. The mechanism to
request and receive the Bluetooth address, clock, class of device, used page
scan, and names of devices is referred to as device discovery.

Device Name
The name that a Bluetooth device presents when supplying identity
information to another device.

DH (Data-High Rate)
An ACL link data packet type for high-rate data. DH1 packets are similar to
DM1 packets, except that the information in the payload is not FEC
encoded. This means the DH1 packet can carry up to 28 information bytes
and covers a single time slot. The DH3 is the same, except it can cover up to
3 time slots and contain up to 185 information bytes. The DHS packet is the
same again except it can cover up to 5 time slots and contains up to 341
information bytes.

Discoverable Device
A Bluetooth device in range that will respond to an inquiry message.

DM (Data-Medium Rate)
An ACL link data packet type for medium rate data. DM1 packets carry
information data only, containing a 16-bit CRC code and up to 18 info bytes.
They are encoded using 2/3 FEC and the packet can cover up to a single time
slot. DM3 packets are the same except they can cover up to 3 time slots, and
can carry up to 123 information bytes. DMS5 packets are the same again
except they can cover up to 5 time slots and can hold up to 226 information
bytes.

DV (Data Voice)
A SCO (synchronous connection oriented) link data packet type for data and
voice. It is divided into a voice field of 80 bits and a data field of 150 bits.
The voice field is not covered by FEC, but the data field is covered by 2/3
FEC. The voice and data fields are treated completely separate. The voice
field is handled like normal SCO data and is never retransmitted; that is, the
voice field is always new. The data field is checked for errors and is
retransmitted, if necessary.
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Encryption

Security mechanism that prevents eavesdropping and maintains link privacy.

FEC (Forward Error Correction)

The purpose of the FEC scheme on the data payload is to reduce the number
of retransmissions. Within Bluetooth, there are 2 versions of FEC: 1/3 FEC
and 2/3 FEC. 1/3 FEC is a simple, 3-times repetition of each information bit.
2/3 FEC is a (15,10) shortened Hamming code.

Frequency Hopping

Bluetooth is characterized by its system of fast frequency hops. Ten different
types of hopping sequences are defined, five of the 79 MHz range/79 hop
system and five for the 23 MHz range/23 hop system. The two range system
hopping sequences differ only in frequency range (79 MHz or 23 MHz) and
segment length: 32 hops (79 MHz system) or 16 hops (23 MHz system).

The individual hopping sequences include the page sequence and the page
response sequence. These are used in the page procedure. Used in the inquiry
procedure are the inquiry sequence and the inquiry response sequence.
Finally the main hopping sequence used in the Bluetooth system is the
channel-hopping sequence.

Frequency Hopping Synchronization (FHS) Packet

This a special control packet revealing, among other things, the BD_ADDR
and the clock of the source device. It contains 144 information bits and a
16-bit CRC code. The payload is coded with 2/3 FEC, which brings the total
payload length to 240 bits. The FHS packet covers a single time slot.

Gateway

A Bluetooth enabled device that is connected to an external network.

Hold Mode

Devices synchronized to a piconet can enter power-saving modes in which
device activity is lowered. The master unit can put slave units into HOLD
mode, where only an internal timer is running. Slave units can also demand
to be put into HOLD mode. Data transfer restarts instantly when units
transition out of HOLD mode. It has an intermediate duty cycle (medium
power efficient ) for the 3 power-saving modes (sniff, hold, and park).

Host Controller Interface (HCI)

Allows higher layers of the stack, including applications, to access the
baseband, link manager, and other hardware registers through a single,
standard interface.

HYV (High Quality Voice)

A SCO link voice packet. HV1 packets carry 10 information bytes, which
are protected by 1/3 FEC. HV2 packets carry 20 information bytes and are
protected by 2/3 FEC. HV3 packets carry 30 information bytes and are not
protected by FEC. HV packets do not have a CRC or payload header.
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Inquiry
A Bluetooth unit transmits inquiry messages to discover the other Bluetooth
units active within the coverage area. Units that capture inquiry messages
may send a response to the inquiring Bluetooth unit. The response contains
information about the Bluetooth unit and its inquiring host.

Isochronous User Channel
A channel used for time-bounded information such as compressed audio
(ACL link).

L2CAP
Acronym for Logical Link Controller and Adaptation Protocol.

LAN
Acronym for Local Area Network.

LMP
Acronym for Link Manager Protocol. The LMP is used for link setup and
control. The LMP PDU signals are interpreted and filtered out by the Link
Manager on the receiving side and are not propagated to higher layers.

Logical Channel
The different types of channels on a physical link.

Master Device
The device that initiates a connection and, during this connection, controls
all traffic in a piconet. The clock and hopping sequence of the master are
used to synchronize all other devices in the piconet.

Name Discovery
The mechanism to request and receive a device name.

OBEX
An abbreviation for OBject EXchange protocol. The OBEX tab displays
file-transfer and business card data.

NULL packet
A 126-bit packet consisting of the CAC (channel access code) and packet
header only. It is used to return link information to the source. The NULL
packet does not have to be acknowledged.

Packet
Format of aggregated bits that can be transmitted in 1, 3, or 5 time slots.

Paging
A Bluetooth unit transmits paging messages to set up a communication link
to another Bluetooth unit that is active within the coverage area.

Park Mode
In the PARK mode, a device is still synchronized to the piconet but does not
participate in the traffic. Parked devices have given up their MAC
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(AM_ADDR) address and occasionally listen to the traffic of the master to
resynchronize and check on broadcast messages. This mode has the lowest
duty cycle (power efficiency) of the three power-saving modes (sniff, hold,
and park).

PDU
Acronym for Protocol Data Unit (that is, a message).

Physical Channel
Synchronized RF hopping in a piconet.

Physical Link
Connection between devices.

Piconet
A wireless network formed by two or more Bluetooth devices.

POLL Packet
Similar to the NULL packet, except it requires a confirmation from the
destination. Upon reception of a POLL packet, the slave must respond with a
packet.

Profile
Application that a Bluetooth device facilitates. For one device to communi-
cate with another, the two devices must have a shared profile. For example,
to transfer files from one computer to another, both computers must feature
the file transfer profile.

Protocol Stack
Allows devices to locate, connect to, and exchange data with each other and
to execute interoperable, interactive applications against each other. The
stack is logically partitioned into three groups: transport protocol, middle-
ware protocol, and application group.

RFCOMM
Serial Cable Emulation Protocol based on ETSI TS 07.10. (European
Telecommunications Standards Institute).

RX
Abbreviation for receive.

Scatternet
Multiple independent and nonsynchronized piconets form a scatternet.

SDP (Service Discovery Protocol)
SDP is a Bluetooth-defined protocol provided for or available through a
Bluetooth device. This protocol essentially is a means for applications to
discover which services are available and to determine the characteristics of
those available services.
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Slave
A device in a piconet controlled by another device (the master).

Sniff Mode
Devices synchronized to a piconet can enter power-saving modes in which
device activity is lowered. In the SNIFF mode, a slave device listens to the
piconet at reduced rate, thus reducing the duty cycle. The SNIFF interval is
programmable and depends on the application. It has the highest duty cycle
(least power efficient ) of all 3 power saving modes (sniff, hold and park).

Source
The Bluetooth device initiating an action to another Bluetooth device. The
device receiving the action is called the destination. The source is typically
part of an established link, although not always (such as in inquiry/page
procedures).

Time Slot

A time slot is the time it takes to send one packet from one Bluetooth device
to another. A single time slot in a Bluetooth system lasts 625 us.

TCS

Acronym for Telephony Control (protocol) Specification. The TCS tab
displays protocol discriminator, message type, and other data (depending
upon the message type).

TX
Abbreviation for transmit.
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A

Access code, inquiry, 1-14
Accessories

optional, B-1

standard, B-1
Acquisition

data, 1-3

set up, 1-11

window, 1-6

status bar, 1-7
sync bar, 1-13

Active member address, Glossary-1
Address, Tektronix, viii
Air probe

dimensions, A-3

specifications, A-1
Analysis window, 1-36

tabs, 1-43
Analyze, packet data, 1-35
Application programming interface, 1-1
Authentication, 1-16, Glossary-1
AUX, Glossary-1

Baseband, Glossary-1
BD_ADDR, Glossary-1
Bit errors
introduce into packet data, 2-6
view details, 2-10
Bluetooth, Glossary-1
clock, Glossary-1
device class, Glossary-1
host, Glossary-2
neighborhood, Glossary-2
reference guide, vii
service type, Glossary-2
unit, Glossary-2
Bookmarks, 1-45
how to use, 2-1
measure time, between, 2-2
remove, 2-2
Button, toolbar, 1-6, 1-37

C

CD part number, B-1
Certifications
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EC, A-2
EMC, A-2

Channel, Glossary-2
hopping sequence, Glossary-2
identifier, Glossary-2

CLK, Glossary-2

CLKE, Glossary-2

CLKN, Glossary-2

Columns, 1-45

Contacting Tektronix, viii

Context menu, 1-45

Correlation value, 1-19

Coverage area, Glossary-3

Custom error, 2-11

Customize pattern dialog box, 1-25, 2-11
AM address field, 1-26, 2-13
ARON field, 1-27, 2-13
data mask field, 1-27, 2-14
description field, 1-27, 2-14
estimated clock field, 1-26, 2-13
flow field, 1-27, 2-13
L_CH field, 1-27, 2-13
length field, 1-27, 2-14
name field, 1-26, 2-12
SEQN field, 1-27, 2-13
status field, 1-26, 2-12
stop frequency field, 1-26, 2-13
type field, 1-27, 2-13

D

Data
acquisition, 1-3
filter setup, 1-20
independent mode, 1-4
piconet mode, 1-4
collection, overview, 1-4
encryption, 1-19
filter, 1-40
whitening, 1-19
window, 1-11
Decryption, 2-18
dialog box, 1-16
enabling procedure, 1-16
key, 2-19
Dedicated IACs, 1-14
Destination, Glossary-3
Device discovery, Glossary-3
Device name, Glossary-3
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DH (Data—High Rate), Glossary-3
Dimensions

air probe, A-3

external, A-3
Discoverable device, Glossary-3
Discovery, device, 1-14

DM (Data—Medium Rate), Glossary-3

Drift compensation, 1-1, 1-17
DV (Data Voice), Glossary-3

E

Electrical specifications, A-1
Enable

error generation, 2-6, 2-16

high level trigger, 1-31

low level trigger, 1-29
Enable decryption procedure, 1-16
Encryption, Glossary-4

set up, 2-20
Encryption, data, 1-19
Environmental specifications, A-1
Error, insert into packet data, 2-7
Error generation, 2-6

example of, 2-17
Error packet generation, 1-41
Error types, generated

custom error, 2-11

header error, 2-10
Export

audio file, 2-5

file, 2-4

spreadsheet, 2-4

text, 2-4

F

FEC (Forward Error Correction), Glossary-4

File
* wav, 1-2
export, 2-4
open, 1-35
Filter
data, 1-40
packets, 1-20
Free run display, 1-20
Frequency, range, A-1

Index-2

Frequency hopping, Glossary-4
Frequency Hopping Synchronization (FHS) Packet,
Glossary-4

G

Gateway, Glossary-4
General IAC, 1-14
Generate error packets, 2-6

H

HCI terminal
how to create HCI scripts, 1-34
purpose, 1-33
reference guide, vii
sample scripts, C-1
Header error, 2-10
Hex - ASCII view, toggle format, 1-39
Hexadecimal view, 1-46
High level trigger setup, 1-30
Hold mode, Glossary-4
Hopping mode, 1-19
Host Controller Interface (HCI), Glossary-4
HV (High Quality Voice), Glossary-4

Independent mode
piconet data acquisition, 1-4
set up, 1-12
sync to piconet using fake connection response, 1-12
sync to piconet using master inquiry, 1-12
sync to piconet using slave inquiry, 1-13
Inquiry, Glossary-5
Inquiry access code, 1-14
Inquiry timeout, 1-14
Installation manual, part number, B-1
Isochronous User Channel, Glossary-5

K

Key
decryption, 2-19
link, 2-19
PIN, 2-18
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L

L2CAP, Glossary-5

LAN, Glossary-5

Link key, 1-17, 2-19

List view, 1-44

LMP, Glossary-5

Load
error packet generation file, 2-6, 2-16
trigger setup file, 1-29

Log statusbar, analysis window, 1-44

Logging mode
set up, 1-12
sync to piconet using fake connection response, 1-12
sync to piconet using master inquiry, 1-12
sync to piconet using slave inquiry, 1-13

Logical channel, Glossary-5

Low level trigger setup, 1-21

Low level trigger setup window, 1-21
customize pattern, 1-25, 2-11
name field, 1-22, 2-8

Manual part number, B-1
Master, select, 1-14
Master device, Glossary-5
Menu
bar, 1-6
data acquisition, 1-6
context, 1-45
descriptions, 1-7
Mode, operating
independent, 1-4
piconet, 1-4

Name discovery, Glossary-5
NULL packet, Glossary-5

0]

OBEX, Glossary-5
Open file, 1-35
Operating mode, 1-4
Output, to log file, 1-20

P

Packet
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definition of, Glossary-5
filtering, 1-20
information view, 1-45
Paging, Glossary-5
Pairing, 1-16
Park Mode, Glossary-5
Part number
custom USB cable, B-1
installation manual, B-1
product software, B-1
Patterns in hardware, displaying, 1-28, 2-14
PDU, Glossary-6
Phone number, Tektronix, viii
Physical
channel, Glossary-6
link, Glossary-6
Piconet, definition of, Glossary-6
Piconet mode
data acquisition, 1-4
set up, 1-12
PIN, 1-17
key, 2-18
POLL packet, Glossary-6
Post-trigger buffer size, 1-31
Pre- post-trigger setup, 1-31
Pre-trigger buffer size, 1-31
Product support, contact information, viii
Profile, Glossary-6
Protocol Stack, Glossary-6

R

Radio specifications, A-1

Range, operating, A-1

Resync value, 1-19

Resynchronization, set the resync drift, 1-19
RFCOMM, Glossary-6

RX, Glossary-6

S

Save
current log session, 1-33
error packet generation file, 2-16
trigger setup file, 1-29
Scatternet, Glossary-6
Scripts, sample, C-1
SDP (Service Discovery Protocol), Glossary-6
Search
advanced, 2-3
criteria, 2-3
Selecting master or slave, 1-14
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Sequences, names of, 1-22, 2-8
Service discovery, Glossary-6
Service support, contact information, viii
Set up
acquisition, 1-11
data filter, 1-20
encryption, 2-20
error packet generation, 2-6
synchronization wizard, 1-32
trigger
buffer, 1-31
high level, 1-30
low level, 1-21
Single frequency mode
power reduced, 1-19
Rx/Tx, 1-19
selecting, 1-19
Slave, Glossary-7
select, 1-14
Sniff mode, Glossary-7
Software, upgrade, vii
Source, Glossary-7
Specifications
air probe, A-1
altitude, A-2
Bluetooth radio, A-1
electrical, A-1
environmental, A-1, A-2
humidity, A-1
temperature, A-1
Starting a log session, 1-33
Statusbar, 1-6
acquisition window, 1-7
analysis window, 1-44
Stopping a log session, 1-33
Sync bar, 1-13
Sync indication panel, 1-13
Synchronization
bar, 1-13
set resync drift, 1-19
to device, 1-14
wizard, 1-1

T

Tabs, in analysis window, 1-43
TCS, Glossary-7
Technical support, contact information, viii

Index-4

Tektronix, contacting, viii
Test, trigger loopback, D-1
Time slot
Bluetooth, 1-23, 2-9
definition of, Glossary-7
Timeout
error packet generation, 2-8
low level trigger, 1-23
field, 1-15
inquiry, 1-14
Time tick, 2-2
Toolbar, 1-6
button, 1-37
data acquisition, 1-6
go one level back, 1-38
go to next level, 1-38
Trigger
high level, 1-30
low level, 1-21
set up, 1-21
Trigger in, test, D-1
Trigger out, test, D-1
Trigger loopback test, D-1
Trigger out, 2-8
TX, Glossary-7

U

Upgrade software, Tektronix website, vii
URL, Tektronix, viii

vV

View
hexadecimal, 1-36, 1-46
list, 1-36, 1-44
packet information, 1-36, 1-45

w

Web site address, Tektronix, viii
Weight, A-3
Whitening, data, 1-19
Window
acquisition, 1-6
analysis, 1-36
data, 1-6, 1-11
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