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Trademarks
Tektronix, the Tektronix logo, and Consul are trademarks of Tektronix, Inc.

Contacting Tektronix
Tektronix, Inc.

14150 SW Karl Braun Drive
P.O. Box 500

Beaverton, OR 97077

USA

For technical support:
Sentry Technical support is available on Business Days from 6:00 AM to 5:00 PM Pacific Time and 9:00
AM to 5:00 PM Indian Standard Time on the following numbers:

US/Canadatoll-free 1-844-219-5329

Indiatoll-free 1800-3000 4835

Russiatoll-free 810800-22554411

United Kingdom 44 1344 39 2541

Europe* toll-free 00800-22554411
* Austria, Belgium, France, Germany, Ireland, Italy, Netherlands, Spain, Sweden,
Switzerland, UK

Worldwide, please email videosupport@tektronix.com

About This Document

Audience

Thisuser manual isintended for service providers who use Tektronix Consul for monitoring, historical
reporting, and alerting from MPEG-2, H.264 AV C, MPEG-4 part 10, and V C-1 transport streams. We
assume that you understand the concepts and tool s used in a head-end environment. We assume that you
arefamiliar with basic computer operations such as click, drag and drop, and that you are also familiar
with the operation of an internet browser.

Purpose
The Tektronix Consul User Manual introduces you to the Consul Digital Content Monitor, and describes
in detail Consul’ features.

This user manual shows you how to configure, control, and use Tektronix Consul. This user manual also
describes the Consul hardware installation.

Screen Shot Note
While all screen shot sin this document are accurate and truthful representations of the product, some may
have been edited to remove information that could pose a security risk.
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Sentry Family Product Matrix

This Sentry product manual contains technical information on the Sentry family of video quality
monitors. Information for the Sentry Edge products can be found in Appendix B of the Sentry Series User
Manual.

Some of the features and purchasable options described in this manual are not supported on al of the
products. For a breakdown of features and options by product, please refer to the table below.

Service | Sentry Sentry Verify | Sentry ABR

Comprehensive MPEG Quality of Experience (QoE) Monitoring

Video QoE real time monitoring | Optional
Video eMOS/PVQ real time monitoring Optional Optional
Audio QOE real-time monitoring [ ] Optional
Audio loudness & AC-3 Dialnorm (ITU-R BS.1770) .
monitoring " Optional
Video freeze detection | Optional
Audio Silence detection | Optional

Comprehensive MPEG Quality of Service (QoS) Monitoring

Transport Stream QoS Monitoring
IP (UDP) statistics
HTTP Statistics

Optional

Closed captioning (708, 608, SCTE-20), DVB Subtitle, .
) [ | u Optional
Teletext reporting
Error Seconds and Program Availability Reporting [ | | Optional
GOP length reporting [ | | Optional
Video and Audio PID metadata [ | | Optional
Program/PID discontinuity [ | [ ] Optional
Program/PID/Transport Stream/Program Group .
. . u n Optional
bandwidth graphing
PCR interval & jitter [ | _ Optional
MPEG-PSI, DVB-SI, ATSC-PSIP table detect, bit rate, cycle .
_ [ | u Optional
time
TR 101 290 (priority 1, 2, 3) reporting [ | [ |
Scalable RF Monitoring (16/64/256 QAM A, B, or C) Optional Optional
8 Consul User Manual
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Service Sentry Sentry Verify Sentry ABR
Purchasable Software Options
QoE Monitoring [ | Optional
Carousel monitoring (tru2way / OCAP/MHP / DSM-CC) Optional Optional
Ad Insertion/Digital Program Insertion Optional Optional
Advanced Closed Caption Analysis Optional Optional
EBIF Monitoring Optional Optional
SA-BFS Monitoring Optional Optional
Perceptual Video Quality (eMOS) on MPEG-2, AVC/H.264, ) )
HEVC/H.265 Optional Optional
Audio Loudness Monitoring (includes CALM Compliance) | Optional Optional
IDR/EBP Alignment Optional
Video & Audio
Video: UHD/4K, HD, SD, MPEG-2, MPEG-4 AVC (H.264), - - -
VC1, JPEG2000
Audio: Dolby AC-3, MPEG-1 Layer Il, AAC, HE-AAC, n - -
HE-AAC v2
Audio: Dolby E-AC-3 Optional Optional Optional
Interfaces
ASI Optional Optional
Gigk | |
Dual Gigk Optional Optional
10G Single-Mode or Multi-Mode LC SFP+ Optional Optional Optional
8VSB & QAM-B Optional Optional
QAMA, B, or C Optional Optional
QAM A/B/C RF Measurements: Level, EVM, MER, CNR, . .
Pre-RS BER, Post-FEC Erred Packets, Carrier Offset Optional Optional
DVB-S/S2 Optional Optional
DVB-T/T2 Optional Optional
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Preface

This user manual describes Consul and its web browser-based interface. This manual introduces the
components and features of Consul, so you can begin using the device.

Who Should Use This Manual

This manual isintended for service providers who use Tektronix Consul for monitoring, reporting and
alerting from MPEG transport streams. Y ou should understand the concepts and tools used in a headend
environment. Y ou should also be familiar with basic computer operations such as click, drag and drop, as
well as the operation of aweb browser.

What is Tektronix Consul?

The Consul is an aggregation device that provides a central |ocation to view important alert information
for al of your Medius units.

The Consul allows you to compare like programs across multiple Medius units to correlate reports for
anomalies and view trending data for all of your services.

10 Consul User Manual
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Getting Started

Requirements

Y ou will need aweb connection accessible via any modern web browser. We recommend Mozilla Firefox
asthe browser.

NOTE: Before installing the system in an equipment rack, make sure that:
* The operating temperature is between 0 °C (32 °F) and 35 °C (95 °F).
» The operating relative humidity is between 0% and 80%.
» Thereissufficient airflow around the unit.
= Theéelectrical circuits are not overloaded.
= Theequipment is properly grounded.
* No objects are placed on top of the unit.

Setting up the System

To set up Consul, you need:
= A 10Base-T network connection
= Network parametersincluding address of DNS and NTP servers on your network. (Refer to the

section Configure: System Settings.)

12 Consul User Manual
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Making the Connection

1. On the management port, connect one end of a Cat5 Ethernet cable to the LANZ2 connector on the

Consul unit and the other end to the network socket that connects to the LAN network.

2. Connect the power cord(s) to the system and plug it in to an electrical outlet.
3. Turnon the main power switch on the front of the system.

2016 to present models

of ["-"IIStMIIBIINISIONND gy BESEREED

(1 . ;
a ! N— :
o - !ﬂlllllllll:l:::::;l A 4

o O i
1 [

2009 to 2016 models
i---m_--“n
“ e —| T o ||
@ L_ ) - o e eo,oco.lgogoqo'o'o.e:o'

Figure 1: Making final connections
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Front Panel Functions (2016 to present models only)

The following applies only to units made in 2016 to present.

These models are able to provide the following functions:

"  |Paddressreadout on LCD display
®  Manua Reboot option from front panel
®  Hard drive installation or replacement

Navigation
buttons

LCD display  (donotuse)  USB ports Status LEDs On/Standy button

3526-011

Figure 2: Sentry front panel (2016 to present models only)

IP address on the front panel
The LCD (Loca Control Display) is a 16-character, one-line display with two backlight colors:
®  Green. The LCD backlight is green under normal operating conditions.

"  Amber. If ahardware problem is detected with the server, the LCD backlight turns amber. When
the problemis cleared, the backlight returnsto green.

Under normal operation, the readout will display the IP address of the Management Port in the form
“Tektronix Sentry IP: xxXX.Xxx.xxx.xxx.” The factory default |P addressis 10.0.10.200.

Depending on the status of the instrument, you may see additional status messages such as Rebooting,
Shutdown, Stopped, etc. When errors are encountered, associated error messages may be displayed.

14 Consul User Manual
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Navigation buttons

Do not use the navigation buttons. The navigation buttons can be used to access and navigate an internal
menu system provided by the manufacturer of the Sentry chassis.

CAUTION: To prevent operational problemswith the instrument, do not attempt to make any changes

: to the menu settings.

USB ports

Use the two USB 2.0 ports to connect external USB devices to the instrument.

Status LEDs
The status L EDs indicate the following information about the state of the instrument:

Item Description
ID System ID button with LED
d) On/Standby button illuminates when the instrument is powered on
2&% I1luminates when activity occurs on the Management Port (1) and on the IP Video
1 port (2)
M [lluminates when there is drive activity
f System status LED

Consul User Manual
August 2017 15




Power-off procedure
The preferred method for rebooting or powering off a Sentry is through the web interface.

WARNING: When moving a Sentry, it is very important to properly power off the Sentry via the web

interface.
A Never unplug a Sentry without performing the Power-off procedure. | mproper shutdown
may cause file corruption and failure of the Sentry.

Perform the following steps to power-off the instrument:

1. Usethe Configure > Power Off menu option from the user interface to start the power-off
process.

2. Inthe event that you cannot access the user interface, press the front panel On/Standby button
once to power off the instrument.

NOTE: TheLCD display does not indicate that the instrument has begun a Safe
Power Off process. Please wait more than 30 seconds for the instrument to
visibly start to power-off.

3. Tocompletely remove power from the instrument after a safe power-off, disconnect both power
cords from the rear of the instrument.

16 Consul User Manual
August 2017



Front Panel Functions (2009 to 2016 models only)

Consul units are able to provide the following functions:
= |Paddressdisplay on LED
= Manua Reboot option from front panel
= LED Brightness control

LCD Display

a Enter button

39D "'.'.l-

Left button . ” Right button

Figure 3: Consul front panel (2009 to 2016 models)

IP address on the front panel

To see adisplay of the IP addresses of both of the system network interfaces on the front panel LCD
display:

1. Pressand hold Enter (green check mark) on the front panel.
2. The address displayed on the top line corresponds to the Management interface and the lower
line corresponds to the MPEG/IP input.

Manual power down from front panel

In addition to powering down through the Consul interface, you may also use the front panel button.
1. Start the power down of the unit by pressing the front panel power button two times quickly
within 2 seconds.
2. Within moments, the LCD display will indicate that the unit has begun the Safe Power Off
process, and severa seconds following, the unit will power down completely.

LED Brightness

1. The brightness of the LCD display backlight can be changed by selecting either the left arrow or
right arrow buttons on the front panel. The left button will dim the display while the right will
brighten it.

2. Changesto the brightness level persist until the unit is rebooted or powered down.

Consul User Manual
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Starting the Web-Browser Interface

1. Start your web browser.
2. Enter the IP address assigned to Consul in the web browser’ sURL field.

For example, if the Consul |P addressis 192.168.1.1, you would enter the following:

©) Google - Mozilla Firefox Q@@
Fle Edt View Higtory Bookmarks Tools Help
@ - - & & || mwinszassaa 1 &/ |G-

] Customize Links | | Free Hotmal |_| Windows Marketplace | | Windows Media | | Windows || (Untitled)
Web Images Maps News Shopping Gmail more v iGoogle | Sign in 4

Figure 4: IP Address Entry

NOTE: Consul isfully functional if JavaScript is disabled in your browser, however
thelook and feel of the Ul may differ in some areas from that presentedin
thisUser Manual.

3. Loginwiththe user name and password for the account.

TEktmn/ixn Welcome to consul9

Login

Welcome to Consul, please login:
Username:

Password:
Login

Figure 5: Consul Log In Screen

18 Consul User Manual
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4. The Consul opensto the Program Alert Dashboard view.

3 Well ¢ 19, Administrats
Tektml]./lx’ elcome to consu ministrator [Logout] Consul™

Program Alert Dashboard

Status | Configure | Reports | About :

Page will refresh in (secs): 00:00:45 | Stop || Start All Medius Units status last checked: 11:49:22 AM (every 5 min.) Oonline M unreachable | Check now [ Hide Criteria

Filter Criteria: | Medius All Medius Units Alert Types All Types

By Medius  Find: x Program Name: Include resolved alerts in open count Submit | | Clear

C—— W S

Figure 6: The Dashboard

NOTE: Theremay be a few seconds delay while the Dashboard screen collects data.
Do not stop the browser whileloadingisin progress

Consul User Manual
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Status

From the Main Menu, select Status then select the particular status view you want to see. All pages are
set to automatically refresh themselves making monitoring almost real time.

Program Alert Dashboard

Program Alert Dashboard gives you a quick overview of all open and recently triggered alerts by
program.

Access Program Alert Dashboard

Select Status from the main menu and then select Program Alert Dashboard.

Configure | Rep{

||

Figure 7: Selecting Program Alert Dashboard

Interface Components

_ | — Login Info
Teklml]./lx’ Welcome to consulg, Administrator [Logout] Consul™

Program Alert Dashboard Navigation Bar

Consul Status Info

Refresh Page will refresh in (secs): 00:00:45 | Stop || Start All Medius Units status last checked: 11:49:22 AM (every 5 min.) L] online Bl Unreachable | Check Now| [ Hide Criteria

options Filter Criteria: | Medius | All Medius Units Alert Types | All Types
—

| Submit | Clear

. ) Program Mame: Include resolved alerts in open count
By Medius [Find: X

Alert Filter

S s Global Program search [ S - S - .

Z N - N - .
[ T - R - T I S R R
o2 E'veomussl  / Chineseaviec : DicoveryChon o WL Homeshopno . LONoGGN ks (NeC)
[ E—") | PSS [ S E— | p—— | s - S
[V ass L CNN(EVeros  OVE(EVCoror 1 302WISTORYE | HGIVOWGIVIL | FoodWD | 1 30LFOODHD | Anmolplanet
(S [ NS [ WSS [ O [ RS [ RO o .- e

View

H@NDName

Color Coded Alerts for
Individual Consul units

Figure 8: Program Alert Dashboard
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Login Information
The Login Information area displays the username of the logged on user and provides alink to log out of
Consul.

Click Logout to log out of the system. The username and date and time of the most recent refresh of the
screen are al so shown.

Navigation bar
The Navigation bar provides the main navigation for the Consul. It includes drop-down menu items for
Status, Configure, Reports, and About.

Consul Status Information
When viewing the Medius tab, the header of each Medius box will be color coded to Online (white) or

REEEEHABE \hich meansit is off-line (red).

Alert Filter
Alert Filter allows you to refine the search criteriafor alerts, including the checkbox option. Includes
resolved alerts in open count.

View tabs
View tabs alow you to view the current status by Combined or By Medius view.

Refresh options
All viewsin Program Alerts Dashboard will refresh every 60 seconds without moving the page or
scroll position.

Global Program Search
From the Find box, you may search programs across al devices. Example: A search for Discovery
Channel will bring up all instances of Discovery Channel on all connected Medius units.

Color Coded Alerts

This section shows the current alert status of each program.

. Rl open adlert

. NEBEERIREEIRIE \umber of alertsin the last hour

. Green: No derts

. Yellow: Cleared aerts triggered in the configured period

Consul User Manual
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Combined view tab

The programs and alert count values in the Combined view combine all alert counts across all registered
Medius units.

Drill down to see Alert Details
To see the details of where the programs that generate the alerts reside, click on the programin any cell.

If the program is being monitored on more than one registered Medius, this will take you to the By
Medius tab. Otherwise, it will take you directly to the Medius Program Alert Dashboard for further
analysis. You must log into that Medius to complete the analysis.

By Medius view tab
You may also view all of the above information by the individual Consul unit by selecting the By Medius
tab.

Program Alert Dashboard

Status | Configure | Reports | About |

Page will refresh in (secs): 00:00:56 | Stop || Start All Medius Unit

Filter Criteria:

Program Name:

Combined Find: X

)

medius11-10 (10.0.11.10)

=

4

Figure 9: By Medius tab

Drill Down to see Alert Details

To see the details of where the programs that generated the alert reside select the program name in any
cell. Thiswill take you directly to the Medius Program Alert Dashboard for further analysis. You
must log in to the new Medius to complete the analysis.

22 Consul User Manual
August 2017



Dashboard

The Dashboard view allows you to see the Medius units by Region and Location.

Access Dashboard

Select Dashboard from the Status main menu.

Figure 10: Select Dashboard

Status'| Configure | Reports | About |

e Welcome to consul9, Administrator [Logout]

Status: Dashboard: Region Location View

List Medius by Region. then Location ¥ |

Displaying Medius 1to 1 of 1

Video

Showing current status by Region, then Location, then Medius: (]
- = Last
Perceptual video Audio Hour Changes From Total
Region Location Medius Medius IP n QOE n quality (eMOS) n Silence | Alerts Previous Hour | Retrieval
0 10 o 1732 39 n/a ICTON -
0 10 0 1732 39 current [T
0 10 0 1732 39 current [ S

[ Los Angeles
medius11-10 10.0.11.10

Figure 11: Dashboard view
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Region Location View

The Region Location View tab allows you to sort your view by the following options:

List Consul
List Consul by Region, then Location
List Consul by Location

List Consul by Region

Status: Dashboard: Region Location View

Status | Configure | Reports | About

Region Location View

List Medius by Region, then Location ¥

-Select--
List Medius
List Medius by Region, then Location

List Medius by Location

List Medius bg Region I Ji

Displayin

cation, then Medius:

Video P

Region Location Medius Medius IP n QOE = |

Figure 12: Select Location view
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Medius Data Retrieval Status

Medius Data Retrieval Status alows you to view the status of the alert dataretrieval for each registered
Medius.

Every 15 minutes, Consul will retrieve the aggregated alert data from each Medius for the Alert Analysis
reports.

Thisreport will enable you to seeif the retrieval process for any of the Medius unitsis delayed.

Additionally when a new Medius unit is registered, the results are pulled over from the most recent to the
oldest until all two months of history has been retrieved. This report will enable you to determine how far
back the results have been pulled.

. - shows that no data has been retrieved for that block of time for that Medius.
e Green shows that all data has been retrieved for that block of time for that Medius.
e Yellow shows that some of the data has been retrieved for that block of time for that Medius.

Access Medius Data Retrieval Status
Select from the Status menu

status N

Frogram Alert Dashboard
[-Bushhuu..:

Medius Data Retrieval Status

Figure 13: Selecting Medius Data Retrieval Status

B ® Welcome to consul9, Administrator [Logout]

Medius Data Retrieval Status

Status | Configure | Reports | About !

e — R —(
09:15:00 AM © 10:15.00 AM () (hhimm:ss)
v

¢ (or) |1Hour

Refresh

B Al data present  [] Some data missing
B Al data missing

1 block = 00:15:00 (hr:min:sec)

medius11-10 (10.0.11.10)

Figure 14: Medius Data Retrieval Status
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Configure

The Configure menu section is used to configure and set parameters that stay constant throughout Consul
reports and forms.

Registered Medius Units

The Registered Consul Units section allows you to Register a New Consul and Move/Edit or Remove
the IP address for an existing Consul.

Select Registered Consul Units from the main menu.

Figure 15: Accessing Registered Consul Units

Register New Medius
Select Register New Medius

Teklmn- L] Welcome to consul9, Administrator [Logout]
/lx March 10, 2015 10:29:48 AM PDT Consuf"‘
Registered Medius Units
epo ADO
Help Changing IPs
medius11-10 (10.0.11.10) [ Move/Edit ] [ Remove ]

Figure 16: Register New Consul button
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Next, enter the |P address of the Consul you are registering and click Get Medius Info. If that IP address
pointsto avalid Medius unit, you may proceed. Otherwise, you will get an error message.

-

Register Medius

Status i Configure | Reports | About |

Enter the IP address of the Medius you wish to register:
Get Medius Info

Unit Name:

Region:

Location:

Address:  unspecified.

Figure 17: Enter IP Address

Select Save when finished.

Move/Edit a Medius

The process for changing one or more system | P addresses involves using the System Setting on Medius
to change a Medius | P address, or using the Consul System Setting page to change the Consul |P address
(or both).

If the Medius and the Consul can reach each other over the network at their new addresses, they will
communicate their new |P addresses to each other automatically and no further action is required.

If the Medius and Consul do not connect to each other due to address change

However, if the new addresses result in the units not being able to communicate (because the addresses
are being changed in anticipation of a physical relocation of both the Consul and Medius or because of a
substantial network change), the following steps are recommended:

1. Onthe Medius System Settings page, change the |P address for the desired Medius units.
Because communication between the Medius and Consul will be temporarily unavailable, each
Medius will be unable to inform Consul of its new IP.

2. Navigate to the Consul System Settings page, change the | P address for the Consul unit. Consul
will be unable to inform each of the Medius units of its new IP address because it still has the old
I P addresses for those units.
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3. Finadly, from the Consul Register New Medius page, when the systems are reconnected in their
new configuration, use the Move/Edit link below for each moved Medius to inform Consul of the

Medius units new |P addresses.

'I‘eklmnixa Welcome to consuld, Administrator [Logout]
4 March 10, 2015 10:29:48 AM FOT COﬂSUFM

Registered Medius Units

Status I Configure | Reports @ About |

Register New Medius

Help Changing IPs

[ Move/Edit J§f Remove ]

medius11-10 (10.0.11.10)

Figure 18: Select Move/Edit

Edit Medius
Status i Configure | Reports | About

10.0.11.10 | Update Medius Info |

Change IP
Medius configuration information:

|Thi5 infermation reflects the settings from the Medius configuration.

Unit Mame: medius11-10

Region: CA

Location: Los Angeles

Address:  El Segundo, California

save | fCancel

Figure 19: Enter IP Address

4. Select Save.
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Remove a Consul
L ocate the Consul you wish to remove and select Remove from that line

'I‘ektmnixn Welcome to consul9, Administrator [Logout]
/ March 10, 2015 10:29:48 AM PDT

Registered Medius Units

Consul™

Status I Configure’| Reports @ About |

Register New Medius

Help Changing IPs

[ Move/Edit ]

medius11-10 (10.0.11.10)

Figure 20: Remove Option

A warning message will appear.

To proceed, select Yes, remove the Consul.

Registered Medius Units

Status : Configure | Reports | About

Removal of a Medius will remove all alert information related to that
Medius from Consul. Creation/restoration of this information can be a
lengthy process. If you register the same Medius again, the alert
information will have to be pulled over again.

Are you certain you want to remove the Medius (medius11-10)?

| No, go back. | [I Yes, remove the Medius.

Figure 21: Consul removal warning message

The Registered Consul list will return showing that the selected Consul has been successfully removed.
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Consul Users

Consul supports any number of users. Users are defined by two categories of privileges: Administrator
and Regular User.

An Administrator can make system wide configuration changes and is the only one who can create user
accounts.

A Regular User cannot add users, set alerts or make any changes to the system wide settings.

Access Consul Users
Select Consul Users from the Configure menu.

Configure

| Consul Users l

Figure 22: Selecting Consul Users

Add New User
1. Select Add New User.

Ews® Welcome to consul9, Administrator [Logout]

Consul Users
Status I Configure | Reports : About !

Username [Full Name __|Privileges __|lastiogin | |
Administrator Administrator 10:03 AM

Figure 23: Add New User
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2. Enter the new user’sinformation.

3. Any information that is highlighted in red is required.

Consul Users

Status I Configure | Reports | About !

*Username: Primary Phone: ( 3
*Password: Secondary Phone: ( )
*Confirm Password: Location:
*Email:

Administrator? No v
First Name:
Last Name:

Address:

City:
State: - Select state —- v

Zip Code:

Add User

“The red fields are required, everything else is optional.

Figure 24: Configure User screen

4. Seect Add User when finished.

A CAUTION: All Administrator passwords must be kept in a secure location.
If you forget your Administrator password, contact Tektronix Customer Support
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Delete a User

A CAUTION: Once users are deleted, there is no recovery.
To reinstate a user, you must manually add them back to the system.

1. Todelete auser select Delete located to the right of a user name.

Consul Users

Status I//Configure | Reports |

Administrator £
Test1 Regular User Never [ Delete ]

Add New User

Figure 25: Select Delete

Select Yes, delete this user to completely remove the user from the system.

Consul Users

Status ;| Configure | Reports | About

Are you certain you want to delete this user?

Mo, go back. Yes, delete this user.

Figure 26: Confirm deletion of the user

The following message will display if removal was successful.

Consul Users

Status ' Configure | Reports | About |

|User (Test1) deleted successfully.

Administrator Administrator

Add New User

Figure 27: Confirmation of deletion
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Consul System Preferences

An administrator can set the default setting for how long to display yellow blocks on the Program Alert
Dashboard for cleared aertstriggered in that time interval.

° = =
Tektronlx :‘\’fﬂigﬂ;gﬁooﬁsazclfggﬂﬁ?Dev132, msiadmin [Logout]

Configure: Consul System Preferences

. Program Alert Dashboard Settings
Show yellow for alerts triggered in last so  minute(s)

Save Settings

Figure 28: Consul System Preferences
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Consul System Settings

Users may change a host of basic settings on Consul such as Network, Time, and Locale.

Access System Settings
1. Select Consul System Settings from the Configure menu.

Configure

| | Consul System Settings |

Figure 29: Select System Settings

Select the tab of the function you wish to review or change.

2 wel 1 19, Administrat
Tektmll}xn e corrle 0 consu ministrator [Logout] Consul™

Consul System Settings
Status : Configure | Reports | About :

Settings last updated 04/16, 05:06:53 PM PDT.

[r ] Time Locale

Enter the fully qualified domain name that has been assigned Email Setup

to the Consul in the Hostname field. Consul will atternpt to deliver alert emails directly to the recipient's mail server. If your site requires
) that outgoing email be sent through an email gateway, then enter the gateway info below. If your
Hostname: gateway requires authentication, enter the approriate gateway name/password, otherwise leave it
blank.
Enter a unit name for the Consul. This name appears on Gateway: (e.g. mail.mys#te.ccm)
every page and can be used as a means of identification for
the machine. Port: (default 25)
Unit 9 Username: Administrator (Leave blank if none)
consu
Name: Password: |sssses

Ethernet Network Settings SNMP System Settings

LAN 2 IP: Enable:
Netmask: Location: i
Gateway: 10.0.10.1 Administrator: i

. Community name: consulro
Domain Name System (DNS) servers Y

If registered Medius units should access this Consul via a
different IF address than the LAN 2 1P, enter it below.

Firewall Override:
Enable:
IP:Port:

save Settings | (will take a few seconds)

Figure 30: System Settings
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Network

Settings tab

1. From the Network tab, review or change the information as needed.

Tekl:mnixn Welcome to consul9, Administrator [Logout]
/ :

Consul System Settings

Status I Configure | Reports | Aboul

Settings last updated 04/16 05:06:53 PM PDT.

Consul™

—

Time Locale

Enter the fully qualified domain name that has been assigned Email Setup
to the Consul in the Hostname field.

Consul will attempt to deliver alert emails directly to the recipient's mail server. If your site requires

. that outgoing email be sent through an email gateway, then enter the gateway info below. If your
Hostname: gateway requires authentication, enter the approriate gateway name/password, otherwise leave it
blank.

Enter a unit name for the Consul. This name appears on Gateway: (e.g. mail.mysite.com)

every page and can be used as a means of identification for L .

the machine. Port: (default 25)
Unit 9 Username: |Administrator (Leave blank if none)

consul

Name: Password; |-

Ethernet Network Settings

LAN 2 IP: Enable:
Netmask: Location: £
Gateway: 10.0.10.1 Administrator: F

Domain Name System (DNS) servers

SNMP System Settings

Community name: consulro

If registered

different IP address than the LAN 2 IP, enter it below.

Medius units should access this Consul via a

Enable:
IP:Port:

Firewall Override:

Save Settings

will take a few seconds)

-

igure 31:

Network System Settings

2. Select Save Settings when finished.
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Time Tab
1. From the Time tab, enter or review the information as needed.
2. Select Save Date and Time Settings when finished.
Tekrronix !‘:’E‘Iclgngéc;‘;fzrl;giszﬁébwuz, msiadmin [Logout] Consul™
Configure: Consul System Settings Help
Status  [Configurs || Reports | About
——
Network Time Protocol (NTP) Setup Manual Time Setup
NTP ensures that the Medius internal clock is automatically synchronized. The use of NTP is strongly ] [Thu option should only be used if an NTP server is not avadable on the network. Manually setting the system's dock is
recommended. discouraged.
© Enable NTP Enable Manual Time Input
NTP Server 1: 0.uspoointpog 1] 1 Bl
NTP Server 2: A |

Time Zone Setup

lchanqmc the time zone takes effect immediately. The web interface will experience a short interruption in service for all users, but data collection will not be affected. l

Time zone currently set to: US/Pacific

Select New Time Zone:  usPucitc B

Time Format Settings

Changing the time format takes effect immediately.

Time format currently set to: AM/PM

Select Time Format: 24 Hour © AM/PM

[ Save Date and Time Settings.

Figure 32: Time Settings

The time page alows you to enter the | P addresses for the NTP server(s) and to manually set the Time if
an installation does not have NTP servers.

36

Network Time Protocol (NTP) Setup: Sentry synchronizesitsinternal clock with external time
servers to insure a high degree of accuracy. Specify the fully qualified domain name or IP address
of at least one NTP server.

Manual Time Setup: For installations that do not have NTP servers, the time page provides the
capability to set the Time manualy.

Time Zone: Choose the system time zone.

Time Format Settings: Choose whether times are displayed on a 24-hour basis or a 12-hour
basis, with AM/PM.
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Locale Tab
Locale is used for STD auto-naming function as well as XDS display. This allows you to choose what
character set to usein the interface. Example:  Western alphabet or Chinese Kanji.

1. From the Locale tab, complete or review the information as needed.

Consul System Settings

Status Configure’! Reports | About |

Settings last updated 04/16 1 05:06:53 PM PDT.

Network Time \]

Locale Setup

Changing the locale takes effect immediately. |

Charset currently set to: Western (IS0-8859-1) (iso-8859-1)

Select New Charset: | Western (1IS0-8859-1) (is0-8859-1) v

Save Locale Settings

Figure 33: Locale Settings

2. Select Save Locale Settings when finished.
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SSL Settings

SSL (Secure Sockets Layer) ensures that all data passed between the Consul web application and
browsersis encrypted and secure. The SSL tab allows you to configure your Consul to be SSL enabled.

Network Time Locale ¢ . )|

S5L Setup
All units in a Consul cluster (Sentry, Medius, Consul) must have the same S5L configuration for communication between all units to work. Changing the S5L setting will break communication with the Medius

units.
After changing the setting, access all other Medius units directly to update their SSL settings. All SSL communication will occur on port 443, So, if you wish to enable S5L, ensure that this port is not blocked.

Communscation between the Consul and its Medius units can be chécked by visiting the Program Alert Dashboard.

Updating the S5L mode will require a system reboot for the changes to take effect.

©Enable Disable

Save SSL Settings

All unitsin a Sentry cluster (Sentry, Medius, Consul) must have the same SSL configuration for
communication between all units to work. Changing the SSL setting will break communication with all
other units until their settings are changed as well. After changing the setting, access all other units
directly to update their SSL settings. All SSL communication will occur on port 443. If you wish to
enable SSL, ensure that this port is not blocked.

Communication between the Medius and its Sentrys can be checked by visiting the Medius Program Alert
Dashboard. Similarly, communication between Consul and its Medius units can be checked by visiting

the Consul Program Alert Dashboard/By Medius tab.

To change the setting, choose Enable or Disable and click Save SSL Settings.

Saving the SSL setting will require a system reboot for the changes to
take effect. Do you want to continue?

Cancel OK

Changing the SSL settings requires a system reboot. Y ou will be prompted, and must choose OK to
continue, or Cancel to cancel the changes without rebooting.
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Consul uses a self-signed certificate. Although all data between the web applications and the browser are
secure and encrypted, the certificates are not verified by atrusted certificate authority. Signed certificates

are domain-name based and generally serve the purpose of ensuring a consumer can trust a public web
site. These concerns do not apply to employees using an application in a corporate intranet. However,
your browser will generally warn you the first time you access each unit. The warning depends on the
browser you are using, but contain awarning like:

'wj There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server,

We recommend that you close this webpage and do not continue to this website.
& Click here to cose this webpage.

& Continue to this website (not recommeanded),

= More information

Rest assured that the data transmitted to and from your browser is secure and encrypted.

Consul User Manual
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Consul System Diagnostics
System Diagnostics allows you to perform basic tests for connectivity and communications between
Consul and other devices.

Select Consul System Diagnostics from the Configure menu.

Consul System Diagnostics l

Figure 34: Access System Diagnostics

Email Diagnostics
e Send: Send atest email
e View Email Log: View the email serverslog file
e (Clear Email Queue: Delete unsent emails on the email queue

Configure: Consul System Diagnostics
Status | Configure | Reports | About !

Network Connectivity

— Email Diagnostics

| Select.. v View the gmail log:

[ View Email log

Send Test Email: Delete pending emails:

| Send _l | Clear Email Queus

Figure 35: Email Diagnostics tab
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Status

Configure

Email Diagnostics

Configure: Consul System Diagnostics

z Network Connectivity

Reports | About

Select. . v View the gmail log:
View Email log
Send Test Email: Delete pending emails:
Send Clear Email Queus
Ll
rR&sult: 0K
2015-93-12 07:01:18.960241560 end msg 52366285
2@15-83-1€ ©7:81:18.9608241500 status: local @/18 remote @/28
2015-03-1¢ @7:01:18.960238500 delivery 23: success: 72.51.43.188_accepted_message./Remote_host_said:_250_2.0.0_Ok:_queued_as_CBCBF441028/
2015-83-19 07:01:04.992902500 status: local @/19 remote 1/28
2015-93-10 ©7:01:04.90289950@ delivery 24: success: 72.51.43.188_accepted_message./Remote_host_said:_250_2.0.0_Ok:_gueued_as_C1DB87441028/
2015-93-12 97:01:03.503574500 status: local ©/10 remote 2/20
2@15-83-1€ @7:81:03,583573580 starting delivery 24: msg 52366285 to remote mliberman@mixedsignals.com
2@15-83-1@ @7:081:03.503572502 status: local @/10 remote 1/20
2015-983-10 @7: .583570500 starting delivery 23: msg 52366285 to remote rmaurino@mixedsignals.com

52366285

Figure 36: Results of email diagnostics

Consul User Manual
August 2017

41



Network Connectivity

e Ping Server: ICMP ping to validate connectivity
e Traceroute: Perform a path trace to host
e Check Web Response: Performs WGET to the host specified on TCP port 80

o DNS Verification: Checksto seeif DNS servers are reachable and working

Status Reports

| Configure

Configure: Consul System Diagnostics
i About |

Email Diagnostics

— Network Connectivity
Enter IP address or Host name:

Ping
Fing Server
Verify web server response

Check Web Response

Traceroute

T!'a ceroute
DNS Verification Type:|a v

DNS Verification

Figure 37: Network Connectivity tab

Status

Configure

Reports

Email Diagnostics |

Configure: Consul System Diagnostics

About

— Network Connectivity

Enter IP address or Host name:
Ping
Ping Server
Verify web server response
Check Web Response

www.google.com
Traceroute
Traceroute
DMNS Verification Type:  a

DN 3 Verification

L

Result: OK
PING www.google.com (216.58.216.4)

64 bytes from lax@2s21-in-f4.lel@d

--- www.google.com ping statistics
3 packets transmitted, 3 received,

64 bytes from lax@2s21-in-f4.lel@a.
.net (216.58.216.4):
64 bytes from lax@2s21-in-f4.lel@a.

56(84) bytes of data.

net (216.58.216.4): icmp_seg=1
icmp_seq=2
net (216.58.216.4): icmp_seqg=3

@% packet loss, time 28@3ms

rtt min/avg/max/mdev = 18.897/12.757/16.995/3.838 ms

ttl=54 time=16.9 ms
ttl=54 time=11.1 ms
ttl=54 time=18.8 ms

Figure 38: Diagnostic results for Ping
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Configure: Consul System Diagnostics

Status | Configure | Reports

Email Diagnostics |

Network Connectivity
Enter IP address or Host name: www.goagle.com
Ping Traceroute
Ping Server | Traceroute
Verify web server response DNS Verification Type: | a v
Check Web Response | DMS5 Verification

(' Result: OK

traceroute to www.google.com (216.58.216.4), 38 hops max, 48 byte packets
1 gw-12-8-18.msi.local (18.8.18.1) @.719 ms @.711 ms 1.837 ms
msi.local (18.8.1.1) @.298 ms ©.295 ms ©.289 ms

brasl3-18.1sanca.sbcglobal.net (151.164.186.13) 28.209 ms 29.300 ms 31.078 ms
12.83.97.9 (12.83.97.9) 41.848 ms 42.318 ms 42.311 ms

crl.laZca.ip.att.net (12.123.132,129) 54.865 ms 54.647 ms 54.6309 ms
12.252.12.22 (12.252.12.22) 45.584 ms 43.672 ms 43.663 ms

209.85.248.185 (289.85.248.185) 9.849 ms 18.457 ms 12.998 ms

2@9.85.142.91 (289.85.142.91) 14.394 ms B8.999 ms 12.833 ms
1ax@2s21-in-f4.1e109,net (216.58.216.4) 12.397 ms 14.69@ ms 15.332 ms

LRI . PR B ST X )

=

ads1-76-227-115-46.dsl.1san@3.sbcglobal.net (76.227.115.46) ©.986 ms @.983 ms 2.142 ms

Figure 39: Results for traceroute

Configure: Consul System Diagnostics

Status | Configure | Reports

— : r .
Email Diagnostics | |

— Network Connectivity
Enter IP address or Host name: www_google.com
Ping Traceroute
Ping Server Traceroute
Verify web server response DNS Verification Type: | a
Check Web Response DM S Verification

L

Result: OK

Spider mode enabled. Check if remote file exists.

--2015-83-18 18:54:53-- http://wew.google. com/

Resolving www.google.com... 216.58.216.4, 26@87:f8b@:48087:8689: ;2604
Connecting to www.google.com|216.58.216.4):8@8... connected.

HTTP request sent, awaiting response... 288 0K

Length: unspecified [text/html]

Remote file exists and could contaim further links,

but recursion is disabled -- not retrieving.

Figure 40: Results for web server response
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Configure: Consul System Diagnostics
Status Configure Reports ' '
~ \
Email Diagnostics | |
— Network Connectivity
Enter IP address or Host name: www.google.com
Ping Traceroute
Ping Server Traceroute H
Verify web server respense DNS Verification Typd: g
Check Web Response DM S Verification
any
ns —
X
ptr
Tt
Result: WARNING f';a
Exec failed for command "dnsqr”, did you specify full path namd | sig

key
aaaa
| axfr

Figure 41: Options for DNS Verification

Health Check

The Health Check tab allows you to generate a system health check file to provide to Tektronix VNM
Technical Support on request.

Email Diagnostics | Network Connectivity | |

[~ Health Check

flun Heaith Check Now The health cr_w.eck report will take a few minutes to generate. You can download the
report when it's complete.
Download Health Check Report Last Successful Execution On: Today 5:56 PM PDT

The health check report is an encrypted file that you can provide to Tektronix VNM Technical Support and Service for
analysis.

This takes several minutes to generate, so click Run Health Check Now, which will change the Last
Successful Execution time to “In Progress’. When thisis done you can download the file to send to
Tektronix VNM Technical Support. Thisisan encrypted file, so your system information is secure.
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System Upgrade

System Upgrade alows system Administrators to remotely upgrade their Consul units to the latest
software releases. The upgrade can be performed by anyone with administrator access.

System Upgrade will also allow you to view alog of past updates, including their name and date applied
viathe History tab.

If your support contract is current, you can perform a Consul system upgrade. To get started, you must
first obtain an upgrade package from Tektronix. Please call your Tektronix Service Representative for
more details.

A WARNING: During a Consul upgrade, all monitoring will be suspended and userswill not be
able to access the Consul pages. Choose your upgrade time accordingly.

Consul System Upgrade Procedure

Select System Upgrade from the Configure menu.

Configure

Status | Conhgure: Reports | About

( | History

o @ Please select a Consul upgrade package to upload.
Upload an upgrade package: Choose File | No file chosen

Upload Package

& Upgrade Consul

Mo upgrade package found. Upload a Consul upgrade package first.

Figure 42: Upgrade tab

1. From here, you may either Upgrade or see a History of past upgrades for both the Consul unit
and all Consul assigned to it.

2. For this procedure, select Upgrade.
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Section o
3.

Once you have received a valid Consul upgrade package from Tektronix, navigate to this
file by clicking the Browse button and selecting your upgrade package file from its
current location.

Next, click Upload Package to upload the upgrade package file to Consul.

Consul will perform an automatic check to make sure thisis avalid upgrade for the system. Once
it has been validated, the following screen will appear:

( ™ History

o ' A package has been uploaded. This Consul can be upgraded now. /
| ifferen nsul r:

O Upgrade Consul

From: 2015-001 (9.2.2)

To: 2015-030 (9.3)
Filename: consul-update-2015-030(2009-002)

Upgrade Consul /

Figure 43: Upgrade package confirmation and Upgrade Consul button

Section o

6.
7.

46

Upon returning to the System Upgrade screen, you should see another ¥ next to Section o .
Section 0 will show the upgrade information and an arrow leading from the old version to
the new version. Select Upgrade Consul to continue.

The next screen will warn you that during a Consul system upgrade, all monitoring will be
suspended and userswill not be able to access the Consul pages. If you wish to continue with
the upgrade, click Yes, Upgrade Consul.
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Status Configure

During the upgrade, data retrieval from all Medius units will be stopped and the Consul will not be available.
After the upgrade is done, data retrieval will be automatically resumed.

Are you certain

No, go back. Yes, Upgrade Consul.

Figure 44: Upgrade confirmation

9. Youwill then be routed to the Upgrade Status page. From here, you will be able to monitor

the progress of the Upgrade. A ¥ will appear next to each completed Section. The
number of steps varies from upgrade to upgrade.

s |

Upgrade Manager: Upgrade Status

Pre-Verification

Verifying system settings...
Done.

System Upgrade

Upgrading upgrade framework...
Done.

Qv Post-verification

Validating upgrade framework configuration...
Done.

Package Validation

Verifying system settings...
Done.

System Upgrade

Upgrading necessary components...
Upgrading Consul web pages ...
Upgrading Consul database...
Current version: 9.2.2 (updated on: 2015-06-12 12:00:53-07)
Upgrade version: 9.3
Starting upgrade on Fri Jun 12 13:35:11 2015 ...
Upgrade to version 9.2.3 complete on Fri Jun 12 13:35:12 2015
Upgrade to version 9.3 complete on Fri Jun 12 13:35:12 2015
Consul upgrade complete
0S already upgraded...
Done.

l -av Validation

validating system configuration...
Done.

Upgrade successfully completed.

Return to Consul

Figure 45: Successful Upgrade

10. The system will begin upgrading and will display the status. If the system upgrades
successfully, al system monitoring will resume automatically and users will be able to access
the Consul pages.

11. Click Return to Consul to return to the main Consul pages.
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Upgrade Errors for Consul

If any type of error occurs during the upgrade or the pre-verification steps of the upgrade, you will
see the following:

Rogorts
Upgrade Manager: Upgrade Status

»
»

e packageValidation

Verifying syste= settings...
ERROR: There are database schema variances prior to the upgrade.

There was an error upgrading Consul.

Please download the upgrade log file and send it to Mixed Signals Inc. at VNM-support@tektronix.com. This will enable Mixed Signals to provide you with a patch file to resolve the problem.
Download Log

You can restore the system to the previous state and continue using It now. To upgrade later, you will need an appropriate patch file from Mixed Signals.

k Restore System ‘

Upload Patch File: | Browse.. | No file sebected
Uplaad

»

Figure 46: Upgrade Error

Y ou will need to contact a Tektronix Support representative to troubleshoot and resolve the issue.

In order to help your support representative resolve the problem, you will need to download the
upgradelog and provideit to Tektronix. Thislog fileisan encrypted file with detailed information
that is critical to Tektronix to being able to diagnose your problem.

1. Click Download Log to save the upgrade log file.

There are two types of errors you might encounter:

Recoverable error

Thisis generally an error that happens in the pre-verification step. Such errors are recoverable, in that

you can roll back the upgrade and return to the pre-upgrade state. If the error is Recoverable, you can
click the Restore System button.

For such an error, providing the upgrade log to your Tektronix representativeis still crucial, because
Tektronix will still need to provide you with a patch in order for you to complete your upgrade.

Error Requiring a Patch

If the error is not arecoverableerror, it will require a patch from Tektronix to resolve. At this point, you
must provide your Tektronix support representative with the upgrade log file. After diagnosing the
problem, Tektronix will provide you with an upgrade patch file.
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Upload Error Patch File
1. Toupload the patch file click Browse and select thefile.

Upgrade Manager: Upgrade Status

)

Verifying system settings...

ere are database schema variances prior to the upgrade.
Aborting upgrade.

There was an error upgrading Medius.

Please download the upgrade log file and send it to Mixed Signals Inc. at support@mixedsignals.com. This will enable Mixed Signals to provide you with a patch file to
resolve the problem.

Download Log

You can restore the system to the previous state and coan it now. To upgrade later, you will need an appropriate patch file from Mixed Signals.

Restore System |

Upload

»
»

Upload Patch File: " Browse... | |

Figure 47: Uploading the patch

2. Next, click Upload.

3. If thisisavalid patch for this Sentry at thistime, you can click Apply Patch to apply the
patch and resume the upgrade.

NOTE: If you didn’t download the upgrade log from this page, you can do so later by clicking the
History tab on the System Upgrade page.
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History tab
The History tab on the System Upgrade page will display a history of all system upgrades performed.

To access, select System Upgrade from the Configure drop down menu and then select the history tab.

! Configure | Reports | About !

Package Version (DB Ver.)
2015-001 (9.2.2)
2014-081 (9.2.1)
2014-080 (9.2)
2014-051 (9.1.1)
2014-050 (9.1)
2014-001 (9.0.1)
2014-001 (9.0.1)
2013-100 (9.0)
2013-014 (8.0.23)
2013-013 (8.0.22)
2013-012 (8.0.21)

03/03/2015 05:
11/07/2014 03:
11/06/2014 03:
06/16/2014 03:
06/06/2014 09:
03/12/2014 04:
03/12/2014 04:
12/04/2013 05:
11/25/2013 02:
10/15/2013 03:
04/17/2013 08:

07:13 PM PST
50:35 PM PST
49:21 PM PST
00:58 PM PDT
51:58 AM PDT
36:40 PM PDT
34:48 PM PDT
05:00 PM PST
04:10 PM PST
57:56 PM PDT
44:17 AM PDT

Figure 48: Upgrade history log

If there are any errors with the current upgrade, you can access the upgrade log from this page.
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Power off
Consul allows usersto do aremote Restart or Power Off of any Consul unit.

Y ou cannot Power Off or Restart a Consul unit from a Consul. That action must be done from
the Consul itself.

WARNING: When moving a Consul, it is very important to properly power off the Consul.
Never unplug a Consul without performing the Power Off procedure.

I mproper shutdown may cause file corruption and failure of the Consul.

NOTE: A Restart or Power Off may make it difficult to troubleshoot the cause of the problem
later on aslog information has the potential to be permanently lost.

To navigate to the Remote Restart and Power Off page, go to the main menu and select Configure and
then Power Off.

To Power Off a unit:

1. Select Power Off.

-~ configure NN
Consul

Registered Medius Units
Consul Users

Consul System Settings
Consul System Diagnostics

Power Off

Figure 49: Access Power off

1. Select Submit.

2. The next screen will show a conformation.

3. Select No if you wish to cancel the action or Yes if you wish to continue with the power off.
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Restart a unit
In the unlikely event that the Consul is not behaving as expected, as last resort, you may attempt a

Restart.

1. Select Restart.
2. Select Submit.

Configure: Power Off

Status : Configure | Reports | About

Warning: Clicking submit will restart/power off the entire system.

* Restart
Power Off

Submit

Figure 50: Restart button

3. Thenext screen will show aconformation.
4. Select No if you wish to cancel the action or Yes if you wish to continue with the restart.

Welcome to consul9, msiadmin [Logout]

Temmn}x. Aprii 8, 2015 05:54:30 PM POT

Configure: Power Off

IThis will physically power off the system. I

Are you certain you want to power off the system?

Yes, power off the system.

No, _g_o back.

Figure 51: Restart Confirmation
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Reports

Alert Analysis provides an easy to use graphic analysisto visually represent alerts. These representations
can be useful to track trends and to display a variety of information for any viewer, regardless of their
technical experience.

Access Alerts Analysis
Select Alert Analysis from the Reports drop-down menu.

Alert Analysis

Figure 52: Selecting Alert Analysis

The summary screen consists of the following areas:
® Report Navigation tabs takes user to new reports.
®  New Report icons allows user to select type for new report.
® Existing Reports list allows user to choose existing public and private reports.

Consul Alerts: Alert Analysis

Status | Configure I Reports | About !

Report Navigation tabs

Counts Trends Trend Details | Di

T

Select type for new report:

Counts Trends Trend Details Distribulinn# New Report icons

ﬁ!-ll'ﬂl f“l

Or choose an existing report:
Delete Selected | Disable Selected| Enable Selected | Existing Reports

Private Reports

IIIIIIIIIIIIIIIIIWIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIEEHIIIIIIIIIIIIIIIIIIIIIII

Private Administrator 03/28/2014 01:46:53 PM PDT

i[_le_let;, »-'Aal il]|_sah|e':' ‘| “En.a‘hl;,"_' ‘|

Public Reports

I B

- Ererer Fublic Administrator 03/28/2014 01:47:05 PM PDT

Figure 53: Alert Analysis screen
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Report Navigation tabs and New Report icons
The Report Navigation tabs contain most of the same areasthat the New Report iconsdo. Either
may be used according to your preference.

54

Summary
Create anew report or view or modify an existing report.

Counts

Showsthe user atop 10 (20 or 30) count report group for a given time period.

Trends

Totalsthe alert count over timefor all or selected ports.

Trend Details

Allows user to create a more detailed Trend report.

Distribution

Creates a pie chart showing total alerts by type for a given time period
History

(Not included on the New Report icons) Selecting the History tab above the New Report icons

will take the user to a history of what alerts were emailed and when.
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Work with Existing Reports
When working with existing reports, you may select various functions from either Private Reports or

Public Reports. In either case, you may Delete Selected reports, Disable the delivery of selected reports

or Enable the delivery of selected reports.

Consul Alerts: Alert Analysis
Status : Configure i Reports | About

Counts Trends Trend Details | Distributions History

Select type for new report:

Counts Trends Trend Details Distributions
- ~T—
= R
- 1 =
= kil
Find:|
n—m—— __
Private Administrator 03/28/2014 01:46:53 PM PDT
| Delete Selected| | Disable | Enable
Public Reports Find:
Modified Scheduled Next Delivery
1 ErErer Public Administrator 03/28/2014 01:47:05 PM PDT 3
Delete a Saved Report

Select the checkbox for the reports you wish to delete and then select Delete Selected reports.  Select
Yes to continue.

g ' E Are you sure you wish to delete the selected
= reports?

[Yes | | Cancel |

Figure 54: Delete Reports confirmation

Disable Delivery of Emailed Reports

Select the reports you would like to temporarily suspend and then select Disable Selected reports. Select

Yes to continue.

' E Are you sure you wish to disable delivery for
= the selected reports?

| Yes |} Cancel |

Figure 55: Disable Delivery confirmation
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Enable Deliver of Emailed Reports
Select the disabled reports you would like to start sending out again and then select Enable Selected
reports. Select Yes to continue.

'E Are you sure you wish to enable delivery for
= the selected reports?

Yes Cancel

Figure 56: Enable Delivery confirmation

56 Consul User Manual
August 2017



Counts Tab

The Counts tab shows the user atop 10 (20 or 30) count by
M edius/Sentry/Region/L ocation/program/program group for a given time period.

Consul Alerts: Alert Analysis

Status | Configure I Reports’| About |

e N

Summary | | Trends Trend Details | Distributions History
Report Type: Counts by Region v Alert Types: Select| All Types, All Sources
From: | |3 Tos: | |3 mmiddtyy) S ENErys: select| All Sentrys
[10:00:00 AM |4 [11:00:00 AM | () thnsmensss Program Group: all Choose One | select
o) o) 1 Hour = Results per page: 10 ¥

Generate Report
Save Report| Mame the Report:

* Private use only Share with others

Generate PDF | | Export As CSV

Alert Counts by Region
Alert sources: All, Alert types: All

Mar 10 10:00 AM PDT - Mar 10 11:00 AM PDT

Displaying regions 1 to 1 of 1

CA

T T T 1
1] 600 1,200 1,800 2,400

Legend
W closed Caption
O PCR Arrival Interval
B PCR Jitter
[ Perceptual video quality (eMOS)
B video Freeze

Copyright € 2006-2015 Tektronix

Figure 57: Counts tab

How to create a sample Counts report

Thisfunction allows you to set your countsto count by program for specified time frame. Selecting Top
10 will generate the top 10 alert counts by program.

Thisis used to see what your problem channels are.

1. Set Report Type to Count’s by Program.
2. Setthe datesfor aone week period.
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3. Set Alert Type to one of the following: al aerts port/all program group/all limit top 10.
4. Select Generate Report.

NOTE: Thebottom of thereportisatabular view of the programsin chart form. Click on thelink
to go to the specified time period for that particular Program Detail Report.

Saving a report

Onceyou have areport the way you likeit, saveit so that you can run it again without having to
reconfigureit. If you makeit public, others userswill be ableto useit aswell. Selecting Private will
make it only viewable for your specific login.

You can also set it to email you automaticaly.

Name the Report.

Select either Private/Share with others.
Select Save report.

Select OK.

L

Schedule a Report
Y ou can schedule areport to run automatically and email a PDF of the results.

1. Select the Schedule button that appears after the report has been saved.

Status Configure Reports Alerts| Program Groups

Medius Alerts: Alert Analysis

. .’—‘\
Summary | Trends Trend Details| Distributions History
Report Typa: | Counts by Sentry 2.2 Alert Types: Select | All Types, All Sources
- - — Sentry:

O From: | =) Tos = ¥ Select | All Sentrys

| _ Program Group:

[1240:42PM &  p140a2PM @ .

Limnit:
& (or) 1 Hour v
Generate Report
_Save Report | © Hame the Repori [Reporttestone or O save as: Reporttest one (copy)

& private use only O Share with others

Generate PDF | Export As CSV |

Report saved successfully.

Alert Counts by Sentry

Alert sources: All, Alert tun~
P

Figure 58: Selecting Schedule
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2. TheScheduling options page will automatically load.

Medius Alerts: Alert Analysis

Summary Counts

Trends Trend Details| Distributions History

© Deliver via email to:

@ Report Scheduling Frequency] Houry v

Every 1 hour(s)

Scheduling options for Report test one:

O Do not schedule this report
© Schedule this report

Cliname [Email

[J'Administrator mediusadmin@example.com e
[ Tempadmin

O

O

O

O

— 3 v

Email subject:

Email body:

Attachment(s):

Attachment
name:

& No end date

Medius Alert Analysis Report

[“IPDF (Report results sent as PDF file)

The subject will read 'Medius Alerts Report: your text’

[Jcsv (Report results sent in a comma separated values file)

MediusAlertCounts PDF and CSV file attachments will have the same filename prefix.

© Schedule report until;

O 5l
CJTemporarily suspend delivery

Update Schedule I Can:nll

Figure 59: Scheduling Options page

3. Section 0: Select the Frequency.

Summary Counts Trends Trend Details| Distributions History

Scheduling options for Test 2:

ODo not schedule this report
® schedule this report

© Report Scheduling Frequency: Houry v

Every 1 hour(s)

“emagil to

Figure 60: Select the Frequency
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4. Section 0: Select recipients and format the email (Subject, Email body, etc.)

5. Select whether you want Mediusto attach the report asa PDF or CSV file.

- _/ ____ _/_/ ‘‘‘‘‘ =

© Deliver via emaii to:

[|name |Email

[J Administrator mediusadmin@example.com f

[J Tempadmin

O

O

O

O

Flias et TR i

Email subject: | The subject will read 'Medius Alerts Report: your text’
Hedius Alert Analysis Report

Email body:
[“]PDF (Report results sent as PDF file)

Attachment(s):

) [Jcsv (Report results sent in a comma separated values file)

Attachment MediusAlertCounts PDF and CSV file attachments will have the same filename prefix.

/ ‘/ j//,— """ =

Figure 61: Section 2-Email Settings

6. Section e Schedule the delivery termination
7. Youmay setit to only email you onetime, every time or to end on a particular date.

8. You may aso temporarily suspend delivery (for vacations, etc.)
/""I’F&ﬂ'm. /" _____ /"
© schedule repo'r-t until: - i

& No end date
(@) £=)

CTemporarily suspend delivery

Update Schedule | Cancel |

Copyright @ 2006-2009 Mixed Signals,

Figure 62: Update Schedule

9. Select Update Schedule.
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Trends tab

The Trends tab totalsthe alert count over timefor al or selected Sentrys. Thisreport will generatea
line graph of the number alertsfor atime period per Medius, Sentry, Region and Location.

Consul Alerts: Alert Analysis
Status | Configure ['Reports’| About

Summary Counts " Nlrend Details| Distributions History
Report Type: | Trends by Region ¥ Alert Types: select| All Types, All Sources
From: | |ﬂ Tor | |H" Sentrys: select| All Sentrys
[10:00:00 AM | [11:00:00 AM | (@) (e Results per page; 10 ¥

o [or) 1 Hour v

Generate Report |

Save Report | Mame the Report:

* Private use only Share with others

Generate PDF | | Export As CSV

Alert Count Trends by Region
Alert sources: All, Alert types: All
Mar 10 10:00 AM PDT - Mar 10 11:00 AM PDT

Displaying regions 1 to 1 of 1

500
450 -
300 4

150 -

T T 1
10:15 AM 10:30 AM 10:45 &M 11:00 AM

Legend

O ca
Copyright & 2006-2015 Tektronix

Figure 63: Trends tab

Set a Trends report
1. Choosetime framefor the report.

2. Select dert typesyou wish to view.
3. Select which Sentry/Sentrysyou wish to view.
4. Select Generate Report.
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Trend Details

Trend Details allows you to create an expanded Trend report. Thisisahandy report to run if you
want to further investigate something from the Trend report.

1. Select Trend Details.

Consul Alerts: Alert Analysis

Status | Configure {/Reports’| About |

Summary Counts Trends |"F TS ™ Distributions History
Report Type: | Trends for Selected Sentrys (combined) v Alert Types: select | All Types, All Sources
From: | |E To: | |3 immddnyyy)  SENLIYS: select | All Sentrys
A Program: Medius:
00000 AM | [IT00:00AM | (@) o= Sentry:
e for) 1 Hour v Part: TSID: Pgm:

ct| Name:

Program Group: | Select

Generate Report |
Sa_we Report| Mame the Report:

*® Private use only ' Share with others

Generate PDF || Export As CSV

Alert Count Trends

Alert sources: All, Alert types: All

Mar 10 10:00 AM PDT - Mar 10 11:00 AM PDT
GO0
=0 R
] == P

300
150

0 T 1 1 1

10:15 AM 10:30 AM 10:45 AM 11:00 AM
Legend

M Closed Caption

[ PcR Arrival Interval

B PCR Jitter

[ Perceptual video quality {eMOS)
M video Freeze

Figure 64: Trend Details tab

2. Select the Report type (ex. Trends for Selected Sentrys (combined)) from the drop-down menu.
3. Set thetime period.
4. Select the Alert Type.
5. Depending on the report type you need, select which Sentry/Sentrys program you wish to view.
6. Select Generate Report.
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Distributions tab
Distributions will give you a pie chart graphic that shows the break out of all the different types of aerts.

Consul Alerts: Alert Analysis

Status | Configure U Reports’| About |

Summary Counts Trends Trend Details | History
Report Type: | Distribution for Selected Sentrys (combined) ¥ Alert Types: select| All Types, All Sources
& From: | |3 To | |3 mmiiy) | SEntrys: Select| All Sentrys
A Program: Medius:
[10:00:00 AM (] [11:00:00 AM | =2y e o
Port: TS5ID: Pgm:

{or) 1 Hour v
Gelect | NMame:

Program Group: | Select

Generate Report
Save Report| Name the Report:

* Private use only Share with others

Generate PDF | | Export As CSV

Alert Type Distribution

Alert sources: All, Alert types: All
Mar 10 10:00 AM PDT - Mar 10 11:00 AM PDT

A.'

1,509

Legend
B Closed Caption
O Pcr Arrival Interval
B FCR Jitter
[ Perceptual video guality (eMOS)
B video Freeze

Copyright ® 2006-2015 Tektronix

Figure 65: Distributions tab

Use thisto see adistribution summary of al of your aertsfor agiven time period. This could be
handy to know what percentage of all your aerts are of a certain type.

Select the Report Type.
Select the required time period.

1.
2.
3. Select Alert Type.
4. Depending on the report type you need, select which Sentry/Sentrys program you wish to view.
5.

Select Generate Report.
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History tab

The History tab allows the user to see a schedule of reportsthat have been mailed. Itisprimarily
used to see who is receiving which reports and when they are receiving them.

Scheduled Report History - Alert Analysis

Status | Configure | Reports | About |

Summary Counts Trends Trend Details | Distributions
¢ From: | | 72| To: | | Ca] (mmidddyyyy)
[zo000AM | [T1922 AM | (%) (hhimm:ss)
(or) |60 Days v

PR—
' | Refresh | l
— g

The following Alert Analysis reports have been emailed to the specified recipients: Find:_

Report e seniTime | stus | Acces | rete oy | Freavency | Gmai Recpints | e |

No results were returned for tl%te_d_
Reports will be generated here

Figure 66: History tab

1. Select the time range of the reports you wish to see.

2. Sdlect Refresh.
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Selecting Sentrys to Limit Search
From the Counts, Trends, Trend Details and Distributions tabs, you can narrow down any report to
include only certain Sentrys.

1. Click on Sentrys: Select.

Consul Alerts: Alert Analysis

Status | Configure I'Reports’| About |

Summary Counts Trends Trend Details {55151

Report Type: | Distribution for Selected Sentrys (combined) ¥

e From: | |H TD‘.| |E’"““f'°“'w’ I_SE_IE?_;A” Sentrys
20000 AM __ |(9) [IT0000AM _ J(o)tmmmes  © 000 imtis,

fer) 1"HOUI' v Port: T5ID:| Pgm:

|E5:t_ | Namea:

Program Group: | Select|

| Generate Report |
| Save Report| Name the Report:

® Private use only  Share with others

| Generate PDF || Export As CSV|

2. Thiswill present you with two options: Choose Sentrys by Region/Location or Choose
Sentrys by their Associated Medius Units.

How do you want to limit your Sentrys?

(=) Choose Sentrys by Region/Location

/Choose Sentrys by their Associated Medius Units

Cancel

Figure 67 Limiting your Sentrys by Region

Consul User Manual
August 2017 65



Choose Sentry by Region/Location
To choose specific Sentrys by Region and/or Location:

1. Select Choose Sentrys by Region/Location.

2. Select Next.

3. Youwill now be able to use the Region/Location hierarchy to choose which Sentrys appear in

your report.

() All Sentrys

OcAa
[_JEl Segundo

(1 El Segundo Pre Mux Sentry (10.0.11.16)
|_| El Segundo Post-Acquisition Sentry (10.0.11.15)
|_ISentry 11-11 -Acquisition (10.0.11.11)
[_)sentry11-18 (10.0.11.18)

[ Los Angeles

| <Back | | Accept | | Cancel |

Figure 68: Select a Sentry

4. Select Accept when done.

Choose Sentry by Associated Medius
To choose specific Sentrys by their Medius:
1. Select Choose Sentrys by their Associated Medius Units.

2. Select Next.

' Choose Sentrys by Region/Location

® Choose Sentrys by their Associated Medius Units

Figure 69: Limit Sentrys by Associated Medius Units

3. You are now able to choose which Medius units to include in the report.
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Select Medius Units

™ All Medius Units

CA
Los Angeles
medius11-10 (10.0.11.10)

Accept

Figure 70: Select a Medius

4. Select Accept when done.

Choose a Program Group
The program level reports allow you to choose a program group to limit the programs that show up in
your report.

1. Select your Report Type. (If the Program Group button is grayed out, you will need to select
from thelist below.)
You may select aProgram Group from the following Report Types:
e Counts by Program Group
e Counts by Program
e Trends for Selected Program Group
¢ Distribution for Selected Program Group

2. Toselect aprogram group, select Program Group: Select.

Consul Alerts: Alert Analysis
Status | Configure ['REports | About !

Summary Counts Trends Trend Details | i ] History

Report Type: | Distribution for Selected Program Group v | Alert Types: | Select| All Types, All Sources
o o [ [ tm[ e S [seelAlSeniye
nn- Ty i Program: Medius:
12:00:00 AM ) 11:00:00 AM [ ) S,
{or) 1 Hour ¥ Port: T5ID: Pgm:

Program Group: | Select|

| Generate Report |
Save Report| Name the Report:

® Private use only  Share with others

|Ecosaale BOEREXpott Ao CaY)

Figure 71: Select a Program Group
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3. Because Program Groups are defined at the Medius level, you will first be prompted to select
the Medius on which your specific program group resides.

Ca
Los Angeles

' medius11-10 (10.0.11.10)

Figure 72: Select Medius

4. Choose the Medius and select Next.

Medius: medius11-10 (10.0.11.10) Program Grourr -- Select Program Group - v \
Select Program Group —

Ad CUE Program Group

All Programs

All programs without OCAP BFS
All_SentryABR_11-19

Automated PG

Automated test]

BIO Program Group
Ca_lab_ETV_Carousel_Program Group
Ca_lLab _BackBone_ Video_Program Group
Ca_Lab OCAP_Program Group
Ca_lab_S-A-BFS Program Group
CALM-ACT-THUMBMNAILS

Figure 73: Select Medius

5. Select Accept when done.
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About

The About menu gives you the option to view information about the identity and upgrade package of the
Consul.

About
About Consul

Figure 74: Access About Consul

v Welcome to consul9, Administrator [Logout]
Tek[ron/lx Consul™

About Consul

Status | Configure | Reports | About |

System
Package |2015-001
Version:

Consul:

System ID: [0019db2cdd1e0019db2cddif]

For technical assistance:

Tektronix
222 N. Sepulveda Blvd., Suite 1750
El Segundo, CA 90245

Consul technical support is available on Business Days from 6:00 AM to 5:00 PM Pacific Time and 9:00 AM to 5:00 PM Indian
Standard Time at the following numbers:

US/Canada toll-free 1-844-219-5329

India toll-free 1800 3000 4835
Europe* toll-free 00800-22554411
Russia toll-free 810800-22554411

United Kingdom 44 1344 39 2541
*Austria, Belgium, France, Germany, Ireland, Italy, Netherlands, Spain, Sweden, Switzerland, UK

Alternatively we can be contacted through e-mail at the following address:
Email vnm-support@tektronix.com

Figure 75: About page
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