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HARDWARE WARRANTY

Tektronix warrants that the products that it manufactures and sells will be free from defects
in materials and workmanship for a period of three (3) years from the date of shipment. If a
product proves defective during this warranty period, Tektronix, at its option, either will
repair the defective product without charge for parts and labor, or will provide a
replacement in exchange for the defective product.

In order to obtain service under this warranty, Customer must notify Tektronix of the
defect before the expiration of the warranty period and make suitable arrangements for the
performance of service. Customer shall be responsible for packaging and shipping the
defective product to the service center designated by Tektronix, with shipping charges
prepaid. Tektronix shall pay for the return of the product to Customer if the shipment is to
a location within the country in which the Tektronix service center is located. Customer
shall be responsible for paying all shipping charges, duties, taxes, and any other charges for
products returned to any other locations.

This warranty shall not apply to any defect, failure or damage caused by improper use or
improper or inadequate maintenance and care. Tektronix shall not be obligated to furnish
service under this warranty a) to repair damage resulting from attempts by personnel other
than Tektronix representatives to install, repair or service the product; b) to repair damage
resulting from improper use or connection to incompatible equipment; c) to repair any
damage or malfunction caused by the use of non-Tektronix supplies; or d) to service a
product that has been modified or integrated with other products when the effect of such
modification or integration increases the time or difficulty of servicing the product.

THIS WARRANTY IS GIVEN BY TEKTRONIX IN LIEU OF ANY OTHER
WARRANTIES, EXPRESS OR IMPLIED. TEKTRONIX AND ITS VENDORS
DISCLAIM ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR
FITNESS FOR A PARTICULAR PURPOSE. TEKTRONIX’ RESPONSIBILITY
TO REPAIR OR REPLACE DEFECTIVE PRODUCTS IS THE SOLE AND
EXCLUSIVE REMEDY PROVIDED TO THE CUSTOMER FOR BREACH OF
THIS WARRANTY. TEKTRONIX AND ITS VENDORS WILL NOT BE LIABLE
FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL
DAMAGES IRRESPECTIVE OF WHETHER TEKTRONIX OR THE VENDOR
HAS ADVANCE NOTICE OF THE POSSIBILITY OF SUCH DAMAGES.



SOFTWARE WARRANTY

Tektronix warrants that the media on which this software product is furnished and the
encoding of the programs on the media will be free from defects in materials and
workmanship for a period of three (3) months from date of shipment. If a medium or
encoding proves defective during the warranty period, Tektronix will provide a
replacement in exchange for the defective medium. Except as to the media on which this
software product is furnished, this software product is provided “as is” without warranty of
any kind, either express or implied. Tektronix does not warrant that the functions contained
in this software product will meet Customer’s requirements or that the operation of the
programs will be uninterrupted or error-free.

In order to obtain service under this warranty, Customer must notify Tektronix of the
defect before the expiration of the warranty period. If Tektronix is unable to provide a
replacement that is free from defects in materials and workmanship within a reasonable
time thereafter, Customer may terminate the license for this software product and return
this software product and any associated materials for credit or refund.

THIS WARRANTY IS GIVEN BY TEKTRONIX IN LIEU OF ANY OTHER
WARRANTIES, EXPRESS OR IMPLIED. TEKTRONIX AND ITS VENDORS
DISCLAIM ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR
FITNESS FOR A PARTICULAR PURPOSE. TEKTRONIX’ RESPONSIBILITY
TO REPLACE DEFECTIVE MEDIA OR REFUND CUSTOMER’S PAYMENT IS
THE SOLE AND EXCLUSIVE REMEDY PROVIDED TO THE CUSTOMER
FOR BREACH OF THIS WARRANTY. TEKTRONIX AND ITS VENDORS WILL
NOT BE LIABLE FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR
CONSEQUENTIAL DAMAGES IRRESPECTIVE OF WHETHER TEKTRONIX
OR THE VENDOR HAS ADVANCE NOTICE OF THE POSSIBILITY OF SUCH
DAMAGES.
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Preface

This is the Programmer Manual for the BPA100 Series Bluetooth
Protocol Analyzer. This manual provides information about the
application programming interface of the BPA100 Series Bluetooth
Protocol Analyzer.

Related Manuals

Table i: Related manuals

Language | Type Part number
English BPA100 Series Bluetooth Proto- | 071-1121-00
Chinese col Analyzer Installation Manual
Japanese
English BPA100 Series Bluetooth Proto- | 071-1128-00
col Analyzer Software Version
2.3 User Manual
English BPA100 Series Bluetooth Proto- | 071-1129-00

col Analyzer Software Version
2.3 Application Programming
Interfacer Manual
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Contacting Tektronix
Phone 1-800-833-9200%

Address Tektronix, Inc.

Department or name (if known)
14200 SW Karl Braun Drive

P.O. Box 500
Beaverton, OR 97077
USA
Web site www.tektronix.com
Sales 1-800-833-9200, select option 1*

support

Service sup- 1-800-833-9200, select option 2*
port

Technical Email: techsupport@tektronix.com

support
PP 1-800-833-9200, select option 3*
6:00 a.m. - 5:00 p.m. Pacific time

*  This phone number is toll free in North America. After office
hours, please leave a voice mail message.
Outside North America, contact a Tektronix sales office or
distributor; see the Tektronix web site for a list of offices.
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Introduction

The Application Programming Interface (API) of the BPA100 Series
Bluetooth Protocol Analyzer is based on the Microsoft Component
Object Model (COM). The API allows you to control the protocol
analyzer with a user program on the Server or Remote Client.
Figure 1-1 depicts various ways the protocol analyzer can be
controlled.

PC with Windows

Server PC 98/NT2000/ME/XP
CASE2: Using DCOM

-| User .ﬁ.pplic.lati-:n
(Rermaote Client)

L

BPA Application
(Server) -

&

CASE1: Using COM

Uniz Workstation
Y

Ugfr #lillélipatitg'l‘l g User Application
ocal Clien 1
CASE3: Using third party COM iRemoteclient)

Figure 1-1: Controlling BPA100 Series Bluetooth Protocol Analyzer

Protocol analyzer Server: Computer where Tektronix Bluetooth
Protocol Analyzer device is connected and Tektronix Bluetooth
Protocol Analyzer application is installed.

Remote Clients: Computer that tries to connect to the Tektronix
Bluetooth Protocol Analyzer device connected to the Protocol
analyzer Server.

The Protocol analyzer application is called the server and the user
program is called the client.
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The following three cases are shown in Figure 1-1:

®m  Case 1 shows the user program running on the server and
communicating with the Protocol analyzer application using
Microsoft COM.

®m  Case 2 shows the user program running on another computer and
communicating with the Protocol analyzer using Microsoft
DCOM (Distributed COM).

®m  Case 3 shows the user program running on a UNIX workstation
and communicating with the Protocol analyzer application using
DCOM provided by a third party vendor.

The user program can be written in any language or programming
environment that supports the Microsoft Component Object Model
(COM). Some examples are Visual C++, Visual Basic, and LabView.

General Characteristic

1-2

The following is a list of the general characteristics of the API:

®m APl is consistent with programming interfaces exported by other
Windows applications.

m  All interfaces exported by the server are dual interfaces, which
supports static and dynamic binding.

®m  The Protocol analyzer application must be initialized before a
client tries to connect. This includes dismissing any errors that
occur at startup time.

NOTE. If a client attempts to connect before the application is
initialized, an error message appears indicating access is denied.

®m A client either launches a session automatically or connects to an
existing session of the server, if there is one.

®  You must launch the server before the remote client can connect
because Microsoft Windows 98 does not allow a client running
on a remote host to launch a session on the server automatically.
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®m  Clients hide the server’s window using the programming
interface. If the window is displayed, you can directly interact
with the server and the status bar of the main window displays
the connection status.

®m  The Protocol analyzer server continues to run after a client has
disconnected. The server window is always visible even when
clients are not connected.

B API operates within the main thread of the application.

®  API supports multiple clients. Ensure that the clients do not
interfere with one another.

®m  There is no provision for an API client to block other clients.

Software Requirements

API is supported by Tektronix Bluetooth Protocol Analyzer V2.2.1
or higher. If you have an older version of the Tektronix Bluetooth
Protocol Analyzer application, you must upgrade to a recent version.
You can download the new version of the Tektronix Bluetooth
Protocol Analyzer application from the Tektronix Web site:
http://www.tektronix.com/bpa_support.
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Objects and Interfaces

Overview

The application programming interface for the Protocol analyzer
consists of the following objects:

BPAApplication. You can create a BPAApplication object to
connect to the application and obtain a reference to additional
objects. The BPAApplication object exports a single interface
called IBPAApplication.

BPASystem. The BPASystem object provides methods for
controlling most of the functionality in the Tektronix Bluetooth-
Protocol Analyzer GUI. The BPASystem object exports a single
interface called IBPASystem.

BPASystemEvents. The BPASystemEvents object provides
methods for capturing events fired by the BPA application. The
BPASystemEvents object exports a single interface called
IBPASystemEvents.

BPAAnalyzer. The BPAAnalyzer object provides methods for
analyzing the log file provided by the Protocol analyzer

Analyzer. The BPAAnalyzer object exports a single interface
called IBPAAnalyzer.

BPAHCISimple. The BPAHCISimple object provides methods
for sending or receiving HCI command. The BPAHCISimple
object exports a single interface called IBPAHCISimple.

BPAHCISimpleEvents. The BPAHCISimpleEvents object
provides methods for capturing events fired by the Protocol
analyzer hardware. The BPAHCISimpleEvents object exports a
single interface called IBPAHCISimpleEvents.

By default, all methods are synchronous and return the values after
completing an operation.

BPA100 Series Bluetooth Protocol Analyzer Programmer Manual
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The object hierarchy is depicted by Figure 1-2.

(BPMppli-:ation)

7 1\

E: BPASystem ) E: EPMnalvzer) (EPﬂHClSimPIE)

| |

(_BPASystemEvents ) (BPAHCISimpleEvents)

Figure 1-2: Object hierarchy
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Setting Up the API

In the following procedures, <install directory> refers to the
directory where the API client application has been installed on your
client machine. The install directory is C:\Program Files\Tektronix
Bluetooth Protocol Analyzer by default.

The type library to be used with the API is BPA100.tlb. After you
finish the following setup procedure, this file is located in C:\Pro-
gram Files\ Tektronix Bluetooth Protocol Analyzer\System\API
and in the <install directory>\System\API on your API client.

You have two methods of using the API with your client application:

®  You can run the client application locally on the server where
your Protocol Analyzer application is running. No special
setup is required once the Protocol Analyzer application is
installed. The following section, Running a client application
on the server machine, shows how you can run a client
application on the server.

B You can run your client application remotely across the
network. In this case, both the server and the remote client
require special setup procedures. Refer to the section,
Running a Client Application across the Network, on
page 2-3.
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Running a Client Application on the Server Machine

If you are running a client application on the Server, no special setup
is required if the Tektronix Bluetooth Protocol Analyzer application
has already been installed. You can just run the client application
that you have created.

To verify that a client application can connect to the Protocol
Analyzer Server, do the following steps:

1. Start the Protocol Analyzer application on the computer where
the Protocol Analyzer device is connected.

2. Run testclient.exe from <install directory>\Samples\API
Samples\VC++\test client.

g1 Tektronix Test API Client X|

i Lonnect i BRATAO T

E it |

Client connected successfully

3. Click the connect button to check whether the client application
connects to the Protocol Analyzer Server.

4. Click Exit.
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Running a Client Application across the Network

If you want to run the client application remotely across the network,
you must set up the API on the server machine and the client
machine. Use the following procedures as appropriate:

B Setting up the API on the Server Machine page 2-3

m  Setting up the Client Machine on Windows 2000/NT page 2-20
B Setting up the Client Machine on Windows 98 page 2-37
m  Setting up the Client Machine on Windows 95 page 2-46

®m  Setting up the Client Application on Other
Platforms page 2-54

Setting up the API on the Server Machine

Follow these steps to set up the API on the server:

1. Install and configure TCP/IP.

NOTE. If you have difficulty in configuring the network setup, contact
your system administrator.

2. Select the appropriate access type. You may choose share-level
access (page 2-4) or user-level access (page 2-12) to the server
as provided by Microsoft Windows.

NOTE. For the API to work with share-level access, authentication is
turned off and any COM client application can call in to a COM
server running on the server.
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Share-Level Access

Follow these steps to set up the server to be shared among different
users on a network:

1. Click Start> Run. The Run dialog box appears.

BN

Type the name of & program, fakler, document, or
Irternet raspurce, and Wendows will o £ for e,

Pal= 1 rl\:nrn-rnl:g l]

2. Type dcomenfg in the Open field and click OK. The Distributed
COM configuration properties box appears.
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Distributed COM Configuration Properties X

Apphcations | Default Plnpertiesl DefauItSE:E:ulit_l,II D efault F'rulnn:ulsl

dpplications:

sl _reslntegrationbanager d
resProgressDialog.rmesProgre ssDialaghPl

SDISERYRA0OSDIEVENT

SEMS Logon Events

CEMS Metwark Events

SENS OrMow Events

SEMNS Subscriber bor EwentSystemn Eventd biectChange events
SetuplogServices: Class

Sound Recorder

Stirnuluz Editar Cliznt Inkerface

Tektroms BRA & pplication

TlrSwr

WEB T-50L Debugger Ohjsct

YisData D atabase Utility

Yaice Dickation Manager

Windows Management |hetrunentation
Windows Media Player

WwordPad D ocument
'S erver e
Properties.
0K Cancel Spply
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3. Click the Default Properties tab.

Distributed COM Configuration Properties x|

Applications  Defaulk Properties | Difault Security | Default F'ml-:u:nlsl

¥ Enable Distributed COM ot this computer

¥ Epable COM Inbemet Services on this computer

— Default Dishibuted COM communicahion properties

The Authentication Level specilies secunty at the packet level

Drefault Authentication Leswel:

The Imperzonation Level specities whether applizations can
determing whao s caling therm, and whether the application can do
operations uzing the client's identity.

Crefault Impersonation Level
[ deriiy |

[T Provide additional security far reference tracking

] 4 Carncel Lpply

4. Select None in the Default Authentication Level drop down list.

5. Click the Applications tab and select the Tektronix Bluetooth
Protocol Analyzer Application in the Applications list.

a. Click the Properties button to display the Tektronix BPA
Application Properties window as shown in the following
figure.
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Tektronix BPA Application Properties : 2| x|

General | Lu:uc:atiu:unl Sec:urit_ul Identit_ul Endpuinlsl

— Eeneral properhies of thiz DCOM apphcation
Bpplication name: Tektronix BPE Application
Application type: rernate or hocal server
duthentication Level  [J[¥lags) ;l
Local path: CAPmogra™1,T ekbro™14Blueto ™1, S ystem B P4
Hemote computer; kystima
ok Cancel Lpply

b. Select None in Authentication Level drop down list.
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c. Click the Location tab.

Tektronix BPA Application Properties i 2] x|

Gereral Location I SEsc:urit_l,JI Identityl Endpl:-inlsl

The fallowing settings allow DCOM to locake the comect computer for this
application. | you make mare than one zelection, then DCOM uzes the first
applicable one. Client applications may overide your selections.

[T Bun application on the computer where the data 15 locahed

v Fun application on this computer

I~ Fun application arm the fallowing computer:

Browse,.,

Cancel Apply

d. Ensure that Run application on this computer check box is
selected.
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e. Click the Security tab.

Tektroniz BPA Application Properties ﬂﬁl
Generall Location  Sectty |||:|E=ntit_l.J| Endpc-intsl

" Use default access permissions

—f* lse custom access permissions
‘o may edit who can access this application.
Edit .
" Use default |aunch permissions
- % Use custom launch permissions
ou may edit who can launch this application,
Edi...

% Uze default configuration pemissions

— " Use custom configuration permissions

Yo may edit who can change the canfiqueation infarmation far this
applicahion.

Edi . |

] Cancel | Apply

f. Select the Use custom access permissions check box.
®  (Click Edit to open Registry Value Permissions window.
B (Click Add to display Add Users and Groups window.

m  Sclect Everyone in the Names list.

B (Click Add and then click OK.
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g. Select the Use custom launch permissions check box.
Click Edit to open Registry Value Permissions window.

B (Click Add to display Add Users and Groups window.

m  Sclect Everyone in the Names list.

B (Click Add and then click OK.

h. Click the Identity tab.

Tektronix BPA Application Properties : 2]x|

Generall Lu:n:alic-nl Security  dentiy I Endpoints

Which uzer accaunt do pow want to uze taorun iz application?
(& The interactive Use

" The launching user

" This user
Uzen Erovize, |
Fazzword:

[Eanfimn Password:

{1 The Spstemdccount [zemvices anly)

ak. | Caticel Lpply

i. Select The interactive user check box.

j- Click Apply and then click OK.
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6. Exit the Protocol Analyzer application and restart. Do not
attempt to make any connections before restarting the Protocol
Analyzer application.

This completes the Protocol Analyzer Server setup for operation
with a remote client application using share-level access.

NOTE. You can switch between user-level access and share-level
access later by repeating the procedure starting from step 2 of
Setting up the API on the Server Machine on page 2-3.

Next, you need to set up the client application to connect to the
Protocol Analyzer Server. Select the appropriate setup:

B Setting up the Client Machine on Windows 2000/NT, see
page 2-20

B Setting up the Client Machine on Windows 98, see page 2-37
m Setting up the Client Machine on Windows 95, see page 2-46

m  Setting up the Client Application on Other Platforms, see
page 2-54
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User-level access

The default network setup for the Protocol Analyzer under Windows
is compatible with clients operating with user-level access. With
these settings, the client machine and server must be logged in to the
same account and domain to make a connection. If this is too
restrictive, use share-level access (see page 2-4) or talk to your
network administrator.

To set up the Protocol Analyzer Server for user-level access (default
settings), follow these steps:

1. Click Start > Run. The Run dialog box appears.
R c i ll_xl

Tywpe the name of a program, folder, documens:, or
Triker rt resouree, and Sindeaes will open it For you

Cipery; Il‘l;rmm:g j

2. Type dcomenfg in the Open field and click OK. The Distributed
COM configuration properties box appears.
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Distributed COM Configuration Properties B

Applications | Defaul F'rc-pertiesl Default Secunty | Default F'n:h:l:o|$|

Apphications:

rvsl b sl ntegrationtd anager ﬂ
regFrogreseDialog.rveFrogressDialogaF|
SDISERYRE0.SDIEVENT

SEMS Logon Events

SEMS Metwork Events

SEMS OnMaw Events

SEMS Subscrber for EventSwstem EventObectChangs events
SetuplogServices Class

Sound Reconder

Shimulus Editar Cliett Interface

Tektronis BPA Application

TintSwr

WE T-S0L Debugger Dbject

WizData Database Utility

Yaoice Dictation Manager

Wlindows Management [netrum entation

Windows Media Player

whordPad Document

Serwer

Properties... |

K I Cancel I Bpplp
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3. Click the Default Properties tab.

Distributed (OM Configuration Properties Il x
Applcations  Defeul Froperties | Dafault Secuity | Defaul Protocols |
[+ Erable Distibuted COM on ik comnpubst
[+ Enable DOM Intemet Services on this compubes

— Defauk Digdtnbuted COM comemunication propaitias 1
The Authantication Leval spacifies secuty ot the packet level
Diefauk Autharkication Levet

Fornec K1

The Impersonaton Level speciies whether applcatons can |
dedesming whao 15 caling tham, and whether the applcabon can do |
operahors weing e chent’s identiy.

Diefzulk |mperzanation Lewel:
[ 1deniiy =]

T Provide additional security for refararcs biacking

| 0K ] Cancel

4. Select Connect in the Default Authentication Level drop down
list.

5. Click the Applications tab and select the Tektronix Bluetooth
Protocol Analyzer Application in the Applications list.

a. Click the Properties button to display the Tektronix BPA
Application Properties window as shown in the following
figure.
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Tekbronis BPA Applicaticn Properties e Fl=l

General | Location | Security | Identity | Enclpoints |

iF Geraial propedties of thiz DCOM application -

Apphcabor name: Tekkons BPA Appheaton

Applieatiom lyps: lamote o leeal salser

butrerizsn et [T RREGGG— -
Local path: C:\Progra™ 1 vTekino ™ \Blueto™1\Sustem\BRA"

|  Femobe computer KpsLma

R Corcel | dpoh |

b. Select Default in Authentication Level drop down list.
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c. Click the Location tab.

Tekbronis= BPA Application Properbies b 2 x|

General  Locslicn | Securiy | | dentity | Endpoirts |

The fallawing ceflimge alew DOOM 1o lseate the coneet sompuls for this
apphcation. W you make mare than one selection, then DCOM uses the first

applcahble ame Chenl spplizalions may eveinde poue selsctiors
I” Fun application an the computer where the data i jocated
[¥ Fun applicatiorn an this compuber

I™ Bun application on the follosing computbar

| Browie |

Carcel Sipply

d. Ensure that the Run application on this computer check
box is selected.
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e. Click the Security tab.

Tektronix BPA Application Properties . ﬂﬁl

Generall Location Security |||:|enlity| E ndpaints

% se default access penmizsions

~ ¢ |Jse custom access permissions
“r'ou may edit who can access thiz application,
Edit...
f* |ze default launch pemissions
~ " |Jse custom launch permizsions
“Y'ou may edit who can launch thiz application.
Edi. ..

'ou may edit who cat changes the configuration infarmation far thiz
application.

Edli |

f. Follow these steps:
B Sclect Use default access permissions check box.
B Sclect Use default launch permissions check box.

B Seclect Use default configuration permissions check box.
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g. Click the Identity tab.

Tektronix BPA Application Properties e Bt

Generall analiunl Securby  [dentiy | Endpuintsl

Wwehich uzer account do vouwant fo use to run thiz application?

= The jnterackve user

= This yser:
zern Erowize |
Fasaword:

Eontirmn Fasswond;

{1 Tihe Syestem Sccount [serices ol

1] I Carcel I 2pply

h. Select The launching user check box.

i. Click Apply and then click OK.
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6. Exit the Protocol Analyzer application, and restart. Do not
attempt to make any connections before restarting the Protocol
Analyzer application.

This completes the setup of the Protocol Analyzer Server for
operation with a remote client application using user-level access or
Windows 2000/NT user authentication.

NOTE. You can switch between user-level access and share-level
access later by repeating the procedure starting from step 2 of
Setting up the API on the Server machine on page 2-3.

Next, you need to set up the client application to connect to the
Protocol Analyzer Server. Select the appropriate setup:

m Setting up the Client Machine on Windows 2000/NT, see
page 2-20

m Setting up the Client Machine on Windows 98, see page 2-37
B Setting up the Client Machine on Windows 95, see page 2-46

B Setting up the Client Application on Other Platforms, see
page 2-54
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Setting up the Client Machine on Windows 2000/NT

After you set up the Protocol Analyzer Server, you must set up the
client application using the following procedure:

1. Install and configure TCP/IP.

2. Load the Tektronix Bluetooth Protocol Analyzer application
software CD.

3. Double-click on API client SW\Disk1\Setup.exe.

4. Select the appropriate access type, share-level access (page 2-20)
or user-level access (page 2-29). You must set up the client
application to match the access level you chose for the Protocol
Analyzer Server:

NOTE. You can switch between user-level access and share-level
access later by repeating the procedure from Step 4 onwards.

Share-level Access for Windows 2000/NT

To set up a client application to access a Protocol Analyzer server
that is set up for share-level access, do the following procedure:

NOTE. You must have administrative permissions on your computer.

1. Click Start > Run. The Run dialog box appears.

Rl i llil

Type thes nama of a program, foldes, dooument, o
Trkerral redniarcs, and windeid vl open it for yau

Cipen: i-'|.'rmrn:-;| j
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2. Type dcomenfg in the Open field and click OK. The Distributed
COM configuration properties box appears.

Distributed COM Configuration Properties 2

Apphcations | Diefault Plnpartiasl Defaultﬁat;ulit_pl [ efault F'rulnn:ulsl

dpplications:

rvslM_reslntegrationbanager d
reProgressDialog.resProgre szDialaghPl
SDISERYRA0OSDIEVENT

SEMS Logon Events

SEMS Metwork Events

SENS OrMow Events

SEMNS Subscnber bor EwentSystemn EventdbectChange events
SetuplogSeraces: Class

Sound Recorder

Stimuluz Editer Client Interface

Tektroni= BPA dpplicabion

TIAtSwr

WEB T-50L Debugger Ohbjsct

YizData D atabase Utility

Yaice Dictation Manager

Windows Management [nstrunentation

Windows Media Plawer

WordPad Document

'S erver

Properties. ..

8 Cancel Spply
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3. Click the Default Properties tab.

Distributed COM Configuration Properties 7] x|
Applications  Detault Froperes | Default S ecurity I Default Protoccols I

¥ Enable Distibuted COM on this computer

W Enable COM Intemnet Services on this computer

— Default Distributed COM communication propertiss

The Authentication Level specifies secunty at the packet |evel,

Default Authenbication Lewel:

The Imperzonation Level specifies whether application: can
determing vha iz caling them, and whether the application can da
operations wsing the client's identty,

Default Impersonation Level:
| dentity i

[~ Provide additional security for reference hacking

0k Cancel Spply

4. Select None in the Default Authentication Level drop down list.

5. Click the Applications tab and select the Tektronix Bluetooth
Protocol Analyzer Application in the Applications list.

a. Click the Properties button to display the Tektronix BPA
Application Properties window as shown in the following
figure.
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Tektronise BPA Application Properties el S

Gernaral ]Lu.;gmnl Eutuiyl il:lmh'h.l-] Encﬁ:rl:irlsl

General properties of thes DCOM application
Bppliealion name Tekkiary BPA Appheslion

Application byoe: emobe or local sarved
Suhenicaion Level. TSR
Local pathc C:\Progra™ 1\ Tekbho™ 1 Blusto™1 3 uHdem VR4

Hemobe computer kigiima

[ ox ] coesl | acon

b. Select None in Authentication Level drop down list.
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c. Click the Location tab.

Tektronix BPA Application Properties ilﬁl

Gereral  Location | Se-:urityl Ider'utit_ul Endpaints

The fallawing zettings allaw DCOM ba lacats the corect conputer Far this
applicatiane IF wau make mare than ane selection, then DCOM uzes the first
applicable one. Client applications mayp owemde vour selechons.

[T FBurm application on the cormputen wihere the data is located
[T HRun application an this compuber

¥ sppication on the lolewing computer:

we-test Browse.

1] 8 Cancel spply

d. Clear the Run application on this computer check box.

e. Select the Run application on the following computer
check box and type the name of the Protocol Analyzer
Server in the adjacent field.
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f. Click the Security tab.

Tektronix BP& Application Properties ﬂﬁl
General l Location  Security I | dentity I E ndpoirits I

" Use default access pemissions

— & |lze custom access permiszions
You may edt who can access this apphcahon.
Edit...
{7 Use default Jaunch permissions
'ou may edit who can launch this application.
Edt._.

= |lse default configuration permis sions

= € Uze cystan confiquiation permissiaons

ou may edit who can change the configuration information for this
applizatian,

Edt. |

| 1] I Carcel | Bpply I

g. Seclect the Use custom access permissions check box.
Click Edit to open Registry Value Permissions window.

®  Click Add to open Add Users and Groups window.

®  Sclect Everyone in the Names list.

® Click Add and then click OK.
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h. Select the Use custom launch permissions check box.
®m  Click Edit to open Registry Value Permissions window.
®  Click Add to open Add Users and Groups window.

m  Sclect Everyone in the Names list.

B (Click Add and then click OK.

2-26 BPA100 Series Bluetooth Protocol Analyzer Programmer Manual



Setting Up the API

i. Click the Identity tab.

Tektronix BPA Application Properties 2x]

Generall Ln-:atinhl Cecurty  |dentity | Endpairts

Which uzer account do vou want bo uze to run thig application’?

' The laurching user

= Thig user:
IJzer: I Bromee, |
Pazawond: I

Eanfirm Fasswaornd: I

" The SyatemAcocount [services only]

0k I Cancel &pply

j- Select The Interactive user check box.

k. Click Apply and then click OK.
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6. To verify that the setup is complete:

B Run <install directory>\Samples\API Samples\VC++\test
client\testclient.exe on the client.

B/ Tektronix Test API Client x|

[ Eenneci o BFATHT T

Exit |

‘Client connected succeszsfully

m  Click the connect button to check if the client application can
connect to the Protocol Analyzer Server.

This completes the set up of the Protocol Analyzer Server and the
client machine for running your client application across the
network.

2-28 BPA100 Series Bluetooth Protocol Analyzer Programmer Manual



Setting Up the API

User-Level Access for Windows 2000/NT

The default network settings are compatible with clients operating
with user-level access. With these settings, the client machine and
server must be logged in to the same account and domain to make a
connection. If this is too restrictive, use share-level access

(page 2-20) or talk to your network administrator.

To set up a client application to access a Protocol Analyzer server
that is setup for user-level access, do the following procedure:

1. Click Start > Run. The Run dialog box appears.

R : : 2 x|

Type the nama of a program, folders, document, o
Trksrrae rednirce, and windeid vl open it far yau

Sipmn: I-'|.;rmrn:|;| j

e

2. Type dcomenfg in the Open field and click OK. The Distributed
COM configuration properties box appears.
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Distributed COM Configuration Properties x|

Apphcations | Diefault Properties I Default 5ecLnty I Default Protocols I

dpplications:

resl il _reslntegrationbanager d
resProgressDislog.resProgressDialoghPl

SDISERYRA0 SDIEVENT

SEMS Logon Events

CEMNS Metwark Events

SENS OnMHow Ewvents

SEMNS Subscnber for EwentSystem EventObjectChange events
SetuplogServices Class

Sound Recorder

Stimulug Editar Cliznt [mterface

Tektroms BRA &pplication

ThtSwr

WB T-S0L Debugger Object

YisData D atabase Ltility

Waice Dictation b anager

Windows banagement [nstrurmentation
Windows bedia Plaver

WwiordPad D ocunent
TS erver e
Properties .
oK. Cancel Epply
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3. Click the Default Properties tab.

Distributed COM Configuration Properties 2lx
Appications  Defeul Propeities | Dafault Security | Defaul Protocols |
[+ Erable Distibuted DO on this compubst
[+ Enable DOM Inlemet Services an this compuber

— Defauk Disibuted COM commmunication propeartias 1
The futhentication Leval spacifies secuity at the packet level
Diefaul Authartication Levet

Fornee K1

The Impersonabon Lewel speciies whether appications can |
detesming wio iz caling them. and whether the applcabon can do |
operabors weaing bhe chent’s identify.

Diefaulk |mperzanation Lewel:
| ideniity =]

T Provide additional security for refererce backing

|l]Fl]l3aﬂ-::Ei|

4. Select Connect in the Default Authentication Level drop down
list.

5. Click the Applications tab and select the Tektronix Bluetooth
Protocol Analyzer Application in the Applications list.

a. Click the Properties button to display the Tektronix BPA
Application Properties window as shown in the following
figure.
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Tekbronis BPA Applicaticn Properties 2 7=

General | Locaion | Security | 1dentity | Enclpints |

iF Gereral propediec of Wi DCOM application -

Apphcabon name: T ekbronin BPA Apphcaton

Appliceatiom lups Iamole o leeal sever

barer i Levet [T -
Local pathe: C\Progra™11Tekio™1\Blueto™1 \System\BRA”

| Femobe compter kpsuma

R Coreel | apoh |

b. Select Default in Authentication Level drop down list.
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c. Click the Location tab.

Tektroniz BPA Application Properties i

Gereral Location | Se-:urityl Ider‘.tityl Ehdp-:-ihtsl

The tallowitg settings allaw DCOM ba lacats the corect conapuber for Hhis
application | pau make mare than one selection, then DCOM uzes the first
applicable one. Client applications may owemnde pour selechons

[T Rum application on the cormputern where the data is located

[T Bun application an this computer

¥ fiun sppication on the lolowing computer:

we-test Browsee.

oK Cancel Spply

d. Clear the Run application on this computer check box.

e. Select the Run application on the following computer
check box and type the name of the Protocol Analyzer
Server in the adjacent field.
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f. Click the Security tab.

Tektronix BPA Application Preperties : ﬂﬁl

Generall Location  Security ||dentit_l,1| Endpaints

% Use default access pemissions

~ © |Use custom access permissions
“r'ou may edit who can access thiz application.
Edit...
' Lsge default Jaunch permizsions
~ " |Jse custom launch permissions
“rou may edit who can launch thiz application.
Edi...

~ & Use custom configuration permissions

“ou may edit who can change the configuration infarmation for thiz
application.

Edi . |

g. Follow these steps.
B Sclect Use default access permissions check box.
m  Sclect Use default launch permissions check box.

B Seclect Use default configuration permissions check box.
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h. Click the Identity tab.

Tektronix BPA Application Properties 7%

Generall anatiunl Securiby  Identiy | Endpuinlsl

Y'hich user account do vouwant ko use ko run this application™

= The nterackive Lser

@ {The Jaunchir

= This yser
Izer; Brovise |
Eassword:

[Contirm Passwond:

{1 The Spstem dcoount [semices anlil

1] I Cancel I Anply

i. Select The launching user check box.

j. Click Apply and then click OK.
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6. To verify that the setup is complete:

®  On the client machine, run testclient.exe from the directory
<install directory>\Samples\API Samples\VC++\test client\.
The Tektronix Test API client application window appears.

E1 Tektronix Test APL Client x|

i Lonnect i BRATAOT""

E it |

Client connected successfully

®  Click the Connect button to check if the client application can
connect to the Protocol Analyzer Server.

This completes the setup of the Protocol Analyzer Server and the
client machine for running your client application across the
network.
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Setting up the Client Machine on Windows 98

After you set up the Protocol Analyzer Server, you must set up the
client application using the following procedure:

1. Install and configure TCP/IP.

2. Load the Tektronix Bluetooth Protocol Analyzer application
software CD.

3. Double-click on API client SW\Disk1\Setup.exe.

4. Download and install the following from the Microsoft Web site.
Restart the computer after each of these installations.

®  Distributed COM (DCOM) for Windows 98 (DCOM 98,
version 1.1)

®m  dcomenfg (DCOM configuration utility)

NOTE. The dcomcnfg utility runs only if user-level access is enabled.
See step 5.

S. Select the appropriate access type, share-level access (page 2-37)
or user-level access (page 2-41). You must set up the client
application to match the access level you chose for the Protocol
Analyzer Server.

NOTE. You can switch between user-level access and share-level
access later by repeating the procedure from Step 5 onwards.

Share-Level Access for Windows 98

To set up a client application to access a Protocol Analyzer server
that is setup for share-level access, do the following procedure:

1. Click Start> Settings> Control Panel to open the Control Panel
window.

2. Double-click Network to open the Network window as shown in
the following figure.
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3. Click the Access Control tab.

4. Select the Share-level access control check box.
5. Click OK.

NOTE. If prompted, insert the Windows 98 disk or provide a file path
to the stored Windows 98 files.

6. The System Settings Change dialog box appears. Click Yes.

7. Restart the client machine.
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8. Go to the directory <install directory>\System\API and run
Share level Access Client.reg. A dialog box appears, indicating
successful registration. Click OK.

9. Restart the client machine.
10. Click Start > Run.
11. Either locate the regedit file using Browse or type regedit.

12. Click the following registry key: HKEY_CLASSES _ROOT\Ap-
pID\{141DF06A-04FA-11d6-B2DC-00062912F3D2}

13. Click Edit > New > StringValue, add a named value -
RemoteServerName.

14. Click the new value - RemoteServerName and select Edit >
Modify. The Edit String dialog box appears.

15. Enter the computer name of the Protocol Analyzer Server. This is
the name used to identify the Protocol Analyzer Server on the
network. Click OK.

16. To verify that the setup is complete:

®  On the client machine, run testclient.exe from the directory
<install directory>\Samples\API Samples\VC++\test client\.
The Tektronix Test API client application window appears.

E1| Tektronix Test API Client x|

i Lonnedt o BREATOO T

E it |

Client connected succezstully

®m  Click the connect button to check if the client application can
connect to the Protocol Analyzer Server.
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This completes the setup of the Protocol Analyzer Server and the
client application for running a client application across the network.

NOTE. You can switch between user-level access and share-level
access later by repeating the procedure from step 2 of Setting up the
Client Machine on Windows 98 on page 2-37.
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User-Level Access for Windows 98

To set up a client application to access a Protocol Analyzer server

that is setup for user-level access, do the following procedure:

1. Click Start > Settings > Control Panel to open the Control

Panel Window.

2. Double-click Network to display the Network window.

3. Click the Access Control tab.

4. Select the User-level access control check box.

MNetwork EE

Enhfiguratiuhl Idertification  Access Conbrol |

— Control access to shared resources using;

™ Share-level access contral
FEEOLICE,

& iserlevel access conirof
access to each shared resource.

Obtain list of uzers and groups from:
FBD IND L2

Enables youto supply a pazsward for each shared

Enables pou to specify uzers and groups who have

)8

Caricel
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S. In the Obtain list of users and groups from field, type the name of
the domain to validate user access.

6. Click OK.
7. Restart the client machine.

8. Go to the directory <install directory>\System\API and run User
level Access Client.reg.

9. Restart the client machine.
10. Click Start > Run.
11. Either locate the dcomenfg file using Browse or type dcomenfg.

12. Click OK. The Distributed COM Configuration Properties
window appears as shown in the following figure.
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Distributed COM Configuration Properties X

Apphcations | Default Plnpertiesl DefauItSE:E:ulit_l,II D efault F'rulnn:ulsl

dpplications:
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SDISERYRA0OSDIEVENT

SEMS Logon Events

CEMS Metwark Events

SENS OrMow Events

SEMNS Subscriber bor EwentSystemn Eventd biectChange events
SetuplogServices: Class

Sound Recorder

Stirnuluz Editar Cliznt Inkerface

Tektroms BRA & pplication

TlrSwr

WEB T-50L Debugger Ohjsct

YisData D atabase Utility

Yaice Dickation Manager

Windows Management |hetrunentation
Windows Media Player

WwordPad D ocument
'S erver e
Properties.
0K Cancel Spply

13. Double-click Tektronix BPA Application in the Applications
tab.
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14. Click the Location tab.
m  Clear the Run application on this computer check box.

m  Select the Run application on the following computer check
box and type the name of the Protocol Analyzer Server in the
adjacent field.

Tektronix BPA Application Properkties ﬂﬁl

Gereral Location | Se-:urityl IdE:ntit_l,JI Endpaints

The fallawing settings allaw DCOM ba lacats the aorect conputer Far this
applicatione IF wau make more than ane selection, then DCOM uzes the first
applicable one. Client applications: map owemdes vour selechons.

[T Bum application on the cormputer wihere the data is located
[T HRun application an this compuber

™ Fun application an the following computer,

we-test Browise.

0k Cancel Bpply
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15. To verity that the setup is complete:

®  On the client machine, run testclient.exe from the directory
<install directory>\Samples\API Samples\VC++\test client\.
The Tektronix Test API client application window appears.

E1| Tektronix Test API Client x|

i Lonnedt o BRATO0T "

E it |

Clent connected successiully

®m  Click the connect button to check if the client application can
connect to the Protocol Analyzer Server. (The first time you
connect, it may take a few minutes.)

This completes the setup of the Protocol Analyzer Server and the
client machine for running a client application across the network.

NOTE. You can switch between user-level and share-level access
later by repeating the procedure from step 2 of Setting up the Client
Machine on Windows 98 on page 2-37.
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Setting up the Client Machine on Windows 95

After you set up the Protocol Analyzer Server, you must set up the
client application using the following procedure:

1. Install and configure TCP/IP.

2. Load the Tektronix Bluetooth Protocol Analyzer software CD.
3. Double-click API client SW\Disk1\Setup.exe.
4

. Download and install the following from the Microsoft Web site.
Restart the computer after each of these installations.

®  Distributed COM (DCOM) for Windows 95 (DCOM 95,
version 1.1)

®  dcomenfg (DCOM configuration utility)

NOTE. The dcomcnfg utility runs only if user-level access is enabled.
See step 5.

5. Select the appropriate access type, share-level access (page 2-47)
or user-level access (page 2-49). You must set up the client
application to match the access level you chose for the Protocol
Analyzer Server.

NOTE. You can switch between user-level access and share-level
access later by repeating the procedure from Step 2 onwards.
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Share-Level Access for Windows 95

To set up a client application to access a Protocol Analyzer server
that is setup for share-level access, do the following procedure:

1. Click Start > Settings > Control Panel to open the Control
Panel window.

2. Double-click Network to open the Network window.

3. Click the Access Control tab.

Metwork

L LT _|I'.:': o igers S 2Rk | PESS RN

e
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NOTE. If prompted, insert the Windows 95 disk or provide a file path
to the stored Windows 95 files.

Select the Share-level access control check box.
Click OK.
The System Settings Change dialog box appears. Click Yes.

Restart the client machine.

® NS » e

Go to the directory <install directory>\System\API and run Share
level Access Client.reg. A dialog box appears, indicating
successful registration. Click OK.

9. Restart the client machine.
10. Click Start > Run.
11. Either locate the regedit file using Browse or type regedit.

12. Click the following registry key: HKEY CLASSES ROOT\Ap-
pID\{141DF06A-04FA-11d6-B2DC-00062912F3D2}

13. Click Edit > New > StringValue, add a named value -
RemoteServerName.

14. Click the new value - RemoteServerName and select
Edit > Modify. The Edit String dialog box appears.

15. Enter the computer name of the Protocol Analyzer Server. This is
the name used to identify the Protocol Analyzer Server on the
network. Click OK.

To verify that the setup is complete:

®  On the client machine, run testclient.exe from the directory
<install directory>\Samples\API Samples\VC++\test client\. The
Tektronix Test API client application window appears.
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En| Tektronix Test API Client e

i Lonnect o HREATO0T"

E it |

Clent connected successfully

®m  Click the connect button to check if the client application can
connect to the Protocol Analyzer Server.

This completes the setup of the Protocol Analyzer Server and the
client application for running your client application across the
network.

NOTE. You can switch between user-level access and share-level
access later by uninstalling the Tektronix API client application and
DCOM 95 using the Windows Control Panel and repeating the
procedure from step 2 of Setting up the Client Machine on
Windows 95 on page 2-46.

User-Level Access for Windows 95

To set up a client application to access a Protocol Analyzer server
that is set up for user-level access, do the following procedure:

1. Click Start > Settings > Control Panel to open the Control
Panel window.

2. Double-click Network to open the Network window.
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3. Click the Access Control tab.

Hetwork HE

Enhfiguratiuhl Idertification  Access Conbol |

— Control access to shared resources using:

™ Share-level access contral

Enables you ta zupply a pazsward for each shared
FEsnLIrCe,

 Userlevel acoess controf
Enables wou to specify uzers and groups who have
access to each shared resource.

Obtain list of users and groups from:
tBD MDA

(1] 4 Cancel

4. Select User-level access control check box.

5. In the Obtain list of users and groups from field, type the name of
the domain to validate user access.

6. Click OK.
7. Restart the client machine.

8. Go to the directory <install directory>\System\API and run User
level Access Client.reg.
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9. Restart the client machine.
10. Click Start > Run.
11. Either locate the dcomenfg file using Browse or type dcomenfg.

12. Click OK. The Distributed COM Configuration Properties
window appears as shown in the following figure.

Distributed COM Configuration Properties x|

Applications | Diefault Plnpartiasl Defaultﬁat;ulit_pl [ efault F'rulnn:ulsl

dpplications:

rvslM_reslntegrationbanager d
reiProgressDialog.resProgre ssDialaghPl
SDISEFRYREBOSDIEVENT

SEMS Logon Events

SERS Mehwork Events

SENS OrMow Eveants

SEMNS Subscnber bor EvwentSysten EventdbectThange events
SetuplogSeraces: Class

Sound Recorder

Stimuluz Editer Client Interface

Tektronix BPA dpplicabion

TIAtSwr

WEB T-50L Debugger Ohbjsct

YizData D atabase Utility

Yaice Dictation Manager

Windows Management [nstrunentation

Windows Media Plawer

WordPad Document

'S erver

Properties. ..

;8 Cance Spply

13. Double-click Tektronix BPA Application in the Applications
tab.
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14. Click the Location tab.
m  Clear the Run application on this computer check box.

m  Select the Run application on the following computer check
box and type the name of the Protocol Analyzer Server in the
adjacent field.

Tektronix BPA Application Properties 2]

Gereral Location ISecurity| ||:Ientit_l,.l| Endpaints

The following settings allow DCOM ko locate the corect computer for this
application. 1 vou make more than one selection, Feen DCOM uses the first
applicable one. Clent applicabions may overide your selechons.

™ FRun application on the computer where the data iz located

[ Bun application on this compter

Iwc—te:st Browze. . |

]S I Catcel | Applhy

15. To verity that the setup is complete:

®  Run <install directory>\Samples\API Samples\VC++\test
client\testclient.exe on the client.
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E1| Tektronix Test API Client |

i Lonnect o HREATO0T"

E it |

Clent connected successfully

®m  Click the connect button to see if the client application can
connect to the Protocol Analyzer Server. (The first time you
connect, it may take a few minutes.)

This completes the set up of the Protocol Analyzer Server and the
client machine for running a client application across the network.

NOTE. You can switch between user-level access and share-level
access later by repeating the procedure from step 2 of Setting up the
Client Machine on Windows 95 on page 2-46.
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Setting up the Client application on Other Platforms

If the client application requires the type library, you can generate it
on your platform using BPA100.1dl in <install directory>\Sys-
tem\API\src.

Follow these steps:
1. Ensure that DCOM is working on your platform.

2. Merge <install directory>\System\API\Client.reg into your
registry.

3. Merge <install directory>\System\API\Share-level Access
Client.reg or User-level Access Client.reg into your registry,
depending on the type of access control you chose for the
Protocol Analyzer Server.

4. Add a string value named RemoteServerName to the key
HKEY_CLASSES_ROOT\Ap-
pID\{141DF06A-04FA-11d6-B2DC-00062912F3D2}

5. Enter the computer name of the Protocol Analyzer Server as this
string value. This is the name used to identify the Protocol
Analyzer Server on the network.

This completes the set up of the protocol analyzer for operating with
a remote client application using a platform other than Windows.
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Connecting to the Protocol Analyzer Server

Client applications connect to the Protocol Analyzer Server by
creating a BPAApplication Object. For example, in Microsoft Visual
Basic:

Example
"Establish Connection to BPA
Dim App As Object
Set App = CreateObject(”BPA100.BPAApplication”)

Once the Application Object is created, the client application can
call methods on it to get references to BPASystem and BPAAnalyzer
Objects.

Disconnecting from the Protocol Analyzer Server

A client application connected to the Protocol Analyzer Server can
disconnect by removing the reference to the BPAApplication Object.
For example, in Microsoft Visual Basic:

Example
’Disconnect from BPA.
Set App = Nothing

References to any BPASystem or BPAModule Objects that were
obtained must also be removed.
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-/
Programming Examples

The Protocol Analyzer Server exports dual interfaces with both
dispatch and vtable interface characteristics.The dispatch dual
interface uses run time (dynamic) binding to resolve method calls.
This type of interface is useful in interpretive and scripting
environments, where you cannot use header files and type libraries
for static binding.The vtable dual interface uses static binding to
resolve method calls using header files and type libraries.

For more information, see these examples on the pages to follow:
B Microsoft Visual Basic Client Using Dispatch Interfaces
B Microsoft Visual Basic Client Using VIABLE Interfaces

NOTE. You can use the dispatch dual interface for additional code
examples on specific methods.
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Microsoft Visual Basic Client Using Dispatch Interfaces

Dim Application As Object
Dim System As Object

Private Sub Form_Load()

"Create the COM interfaces required
Set Application = CreateObject(”BPA100.BPAApplication”)
Set System= Application.GetSystem

End Sub

Private Sub StartLogButton_Click()

’Start Acquisition

System.Start (”C:\API Log File.tbpa™)
End Sub

Private Sub StopLogButton_Click()
’Stop Acquisition
System.Stop

End Sub
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Microsoft Visual Basic Client Using VTABLE Interfaces

Dim Application As BPAApplication
Dim System As BPASystem

Private Sub Form_Load()

"Create the COM interfaces required
Set Application = New BPA100.BPAApplication
Set System = Application.GetSystem

End Sub

Private Sub StartLogButton_Click()

’Start Acquisition

System.Start ("C:\API Log File.tbpa™)
End Sub

Private Sub StopLogButton_Click()
’Stop Acquisition
System.Stop

End Sub
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Y 4
Status and Events

All methods in all interfaces of API return an HRESULT (or
SCODE). Refer to BPAErrors.h for possible error codes.

Additional error information is communicated as follows:

Objects that use the dispatch portion of the dual interface can use
the exception information argument of the Invoke method.

Objects that use the Vtable portion of the dual interface can use
error objects. When an HRESULT indicates an error, the client
can call the standard function GetErrorInfo() to get more detailed
information about the error.

When a method returns an error, output arguments are undefined
and should not be used.

Refer to the sample programs for examples on handling errors.

Error Handling

The API returns HRESULT (or SCODE) for all interface methods.
Refer to the file “bpaerrors.h” in <install directory>\Sys-
tem\API\Src\bpaerrors.h> for possible error codes.

Additional error information is communicated as follows:

B Objects that use the dispatch dual interface can use the exception

information argument of the IDispatch::Invoke method.

Objects that use the vtable dual interface can use error objects.
When an HRESULT indicates an error, the client can call the
standard function GetErrorInfo() for detailed information about
the error.

When a method returns an error, output arguments are undefined
and should not be used.
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Server Message Boxes

In the Protocol Analyzer graphical user interface, there are instances
where you are asked to confirm a particular operation. For example,
once the acquisition is stopped in log file mode, you are asked
whether to open the current log file.

Since it is not possible to ask questions through the API, the
application always proceeds with the original operation as though the
questions were never asked. In the previous example, the load
operation proceeds without asking any confirmation.

Modal message boxes that are normally displayed in the Protocol
Analyzer user interface will not be displayed when a client is
connected to the server.
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Command Groups

This section lists the commands organized by functional group. The
Command Descriptions section, starting on page 5-7, lists all

commands alphabetically.

The BPA100 Series application programming interface conforms to
Tektronix standard codes and formats excepts where noted.

BPAAplication Commands

BPAApplication commands connect to the application and obtain a
reference to additional objects. The BPAApplication object exports a
single interface called IBPAApplication.

Table 5-1: BPAAplication commands

Header Description

ShowWindow Shows/hides the BPA100 Series Server’s
main window

GetVersion Retrieves the current version of the
specified subsystem

GetBDAddress Retrieves the address of the attached
BPA100 Series device

GetAnalyzer Returns the interface pointer for the
BPAAnalyzer object

GetSystem Returns the interface pointer for the
BPASystem object

GetHCISimple Returns the interface pointer for the

BPAHCISimple object
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BPASystem Commands

BPASystem commands control most of the functionality in the
BPA100 Bluetooth Protocol Analyzer GUI. The BPASystem object
exports a single interface called the IBPASystem.

Table 5-2: BPASystem commands

Header Description

Start Sets the analyzer to start mode

Stop Sets the analyzer to stop mode

Pause Pauses logging of the acquired data

Resume Resumes logging of packet data from the
current Protocol Analyzer session

GetDeviceStatus Retrieves the sync status of the device

GetSessionInfo

Gets the session information for the current
log session

SetHoppingMode Sets the BPA100 Series hopping mode

GetHoppingMode Gets the current settings of the hopping
mode

SetCorrelation Sets correlation settings for the acquisition

GetCorrelation Gets correlation value from the acquisition
setup

SetResync Sets resync settings for the acquisition

GetResync Gets resync values from the acquisition
setup

SetDataWhitening Sets the data whitening flag for acquisitions

GetDataWhitening Gets the data whitening information from
the acquisitions settings

SetAcquisitionMode Configures the logging mode of the BPA100

Series
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Table 5-2: BPASystem commands (Cont.)

Header Description

GetAcquisitionMode Gets the current settings of the logging
mode in the acquisition settings

SetAcquistionDefault Sets the acquisition settings to factory
default values

SetLowLevelTrigger Sets the low level trigger values from a file

GetLowLevelTrigger Saves the current low level trigger values to
the specified file

ActivateLowLevelTrigger Activates or deactivates the current
low-level trigger setup

SetHighLevelTrigger Sets the high-level trigger values from a file

GetHighLevelTrigger Saves the current high-level trigger values
onto the specified file

ActivateHighLevelTrigger Activates or deactivates the current

high-level trigger setup

SetErrorPacketGeneration

Sets the error packet values from a file

GetErrorPacketGeneration

Saves the current error packet generated
values to the specified file

ActivateErrorPacketGeneration

Activates or deactivates the current error
packet generation setup

SetDataFilter

Sets baseband data filter

GetDataFilter

Retrieves the current baseband data filter
settings

ActivateDataFilter

Activates or deactivates the current
baseband data filter setup

SetDecryptionSettings Sets the decryption settings to specified
values

GetDecryptionSettings Gets the current decryption settings

ActivateDecryption Activates or deactivates decryption
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Table 5-2: BPASystem commands (Cont.)

Header Description

SetDecryptionDefault Sets the decryption settings to factory
default values

DoDeviceDiscovery Searches for neighbouring Bluetooth
devices

GetDeviceDiscoveryStatus Returns the device discovery operation
status

GetDevicesList Returns the list of devices found during
device discovery

BPASystemEvents Commands

BPASystemEvents commands capture events fired by the BPA
application.

Table 5-3: BPASystemEvents commands

Header Description

OnStateChange This event is invoked whenever the BPA100
changes state

OnTriggetin This event is invoked whenever the Trigger

In port is asserted

OnTriggerOut This event is invoked whenever the Trigger
Out port is asserted
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BPAAnalyzer Commands

BPAAnalyzer commands analyze a log file captured by the BPA100

Series.

Table 5-4: BPAAnalyzer commands

Header

Description

Open

Opens the log file

Close

Closes the log file

GetPacketCount

Retrieves the number of packets in the
specified protocol layer

GetPacket

Retrieves the specified packet for a given
protocol layer

GetPacketInfo

Retrieves the decoded information of a
specified packet depending on the specified
information type

GetPrevPacketNumner

Searches for the packet previous to the
specified packet and type in the Baseband
layer and returns the index of the matching
packet

GetNextPacketNumner

Searches for the packet next to the
specified packet and type in the Baseband
layer and returns the index of the matching
packet

Export

Exports the specified protocol layer’s
packets of the current log file to a CSV or
TXT or WAV file given beginning and ending
packet number

GetAcquisitionReport

Gets the acquisition report that was created
for the log file

SetL2CAPConnectionProperties

Assigns the L2CAP connection property
type for a given packet

GetL2CAPConnectionProperties

Retrieves the current L2CAP connection
property assignment for a given pac
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Table 5-4: BPAAnalyzer commands (Cont.)

Header Description

SetRFCOMMServerChannel Assigns the RFCOMM server channel
assignments for a specified packet.

GetRFCOMMServerChannel Retrieves the RFCOMM server channel
assignments for a specified packet

BPAHCISimple Commands

BPAHCISimple commands send or receive HCI commands.

Table 5-5: BPAHCISimple commands

Header Description
Send Sends an HCI message
Get Gets the last received HCI event message

BPAHCISimpleEvents Command

BPAHCISimpleEvents command captures events fired by the
BPA100 Series hardware.

Table 5-6: BPAHCISimpleEvents commands

Header Description

HCIEvent Captures events whenever the BPA100
receives an HCI event from the hardware
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IBPAApplication::ShowWindow

This command shows/hides the Protocol Analyzer Server’s main

window.
Syntax
HRESULT ShowWindow( [in] long Show )
Arguments
Show - This flag takes one of the following values:
Table 5-7: IBPAApplication::ShowWindow Show values
Value Description
BPA_HIDE_WINDOW (0) Hide the server window.
BPA_SHOW_WINDOW (1) Show the server window.
Returns

Table 5-8: IBPAApplication::ShowWindow Returns

Value Description

S_OK The operation was successful.
BPA E _INVALID_SHOW Invalid Show value.

BPA_E FAILED The operation was unsuccessful.

Examples (Visual Basic)
Dim App As Object
Set App = CreateObject(”"BPA100.BPAApplication )
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"Hide the window.
App.ShowWindow 0

Remarks

The application window is shown by default when a client connects
to the server.
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IBPAApplication::GetVersion

This command retrieves the current version of the specified
subsystem.

Syntax

HRESULT GetVersion( [in] long Subsystem, [out, retval] BSTR*
Version)

Arguments

Subsystem - Subsystem software version requested. This takes one
of the following values:

Table 5-9: IBPAApplication::GetVersion Sybsystem values

Value Description
BPA_SOFTWARE Software

BPA_FIRMWARE Firmware

Version - software version of requested subsystem.

Returns

Table 5-10: IBPAApplication::GetVersion Returns

Value Description

S OK The operation was successful.
BPA E_INVALID SUBSYSTEM Invalid Subsystem value.
BPA_E_FAILED The operation was unsuccessful.
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Examples (Visual Basic)

Dim App As Object
Dim SWVersion As String

Set App = CreateObject(”BPA100.BPAApplication”)
’Get software version.
SWVersion = App.GetVersion(BPA_SOFTWARE)

Remarks

The Protocol Analyzer Server will allocate the space for the returned
string. The client is responsible for freeing it when it is no longer in
use.
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IBPAApplication::GetBDAddress

This command retrieves the address of the attached Protocol
Analyzer device.

Syntax
HRESULT GetBDAddress( [out, retval] BSTR* Address)

Arguments

Address - Bluetooth address of attached Protocol Analyzer device.
Address is colon separated.
Example: 00:50:CD:00:92:B9

Returns

Table 5-11: IBPAApplication::GetBDAddress Returns

Value Description
S _OK The operation was successful.
BPA_E_FAILED The operation was unsuccessful.

Examples (Visual Basic)
Dim App As Object
Dim BDAddress As String

Set App = CreateObject(”BPA100.BPAApplication”)
’Get software version.
BDAddress = App.GetBDAddress

Remarks

The Protocol Analyzer Server allocates the space for the returned
string. The client is responsible for freeing it when it is no longer in
use.
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IBPAApplication::GetAnalyzer

This command returns the interface pointer for the BPAAnalyzer

object.
Syntax

HRESULT GetAnalyzer( [out, retval] IDispatch™* ppAnalyzer)
Arguments

ppAnalyzer - The interface pointer for the BPAAnalyzer object.
Returns

Table 5-12: IBPAApplication::GetAnalyzer Returns

Value Description
S OK The operation was successful.
BPA_E FAILED The operation was unsuccessful.

Examples (Visual Basic)

Dim App As Object
Dim Sys As Object

Set App = CreateObject(”"BPA100.BPAApplication”)

"Get Analyzer.
Set Sys = App.GetAnalyzer
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IBPAApplication::GetSystem

This command returns the interface pointer for the BPASystem
object.

Syntax
HRESULT GetSystem( [out, retval] IDispatch** ppSystem)

Arguments
ppSystem - The interface pointer for the BPASystem object.

Returns

Table 5-13: IBPAApplication::GetSystem Returns

Value Description
S OK The operation was successful.
BPA_E_FAILED The operation was unsuccessful.

Examples (Visual Basic)

Dim App As Object
Dim Sys As Object

Set App = CreateObject(”BPA100.BPAApplication™)

’Get system.
Set Sys = App.GetSystem
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IBPAApplication::GetHCISimple

This command returns the interface pointer for the BPAHCISimple
object.

Syntax
HRESULT GetHCISimple( [out, retval] IDispatch** ppHCISimple)

Arguments
ppHCISimple - The interface pointer for the BPAHCISimple object.

Returns

Table 5-14: IBPAApplication::GetHCISimple Returns

Value Description
S OK The operation was successful.
BPA_E FAILED The operation was unsuccessful.

Examples (Visual Basic)

Dim App As Object
Dim Hci As Object

Set App = CreateObject(”"BPA100.BPAApplication”)

’Get HCISimple.
Set Hci = App.GetHCISimple
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IBPASystem::Start

This command sets the Analyzer into Start mode. If the Logging
Mode in the Acquisition setup has been set to Piconet, the analyzer
now begins logging any future data. If the Logging Mode has been
set for Independent mode. Then the Protocol Analyzer tries to
synchronize to another piconet.

Syntax
HRESULT Start ([in] BSTR Filename)
Arguments
Filename - Filename on to which the data to be logged. If NULL
value is passed, use Freerun mode.
Returns
Table 5-15: IBPASystem::Start Returns
Value Description
S_OK The operation was successful.
BPA_E_INVALID FILE_NAME Invalid file name.
BPA_E FILE_OPEN_ERROR Unable to open specified file. Cannot
log data.
BPA_E_FAILED The operation was unsuccessful.
Examples
Dim App As Object

Dim System As Object

Set App = CreateObject( "BPA100.BPAApplication™)
’Get System

Set System = App.GetSystem

> Start acquisition
System.Start ”C:\LogFile.tbpa”
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Remarks

This method starts the acquisition operation. After calling this
method, the method IBPASystem::GetDeviceStatus() can be used to
find out the current run status of the system.
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IBPASystem::Stop

This command takes the Protocol Analyzer out of Start mode and
into Stop mode. If the unit is synchronized to another piconet, the
Protocol Analyzer is set to Idle state and closes the currently open

logging file.

Syntax
HRESULT Stop ()

Arguments
None.

Returns

Table 5-16: IBPASystem::Stop Returns

Value

Description

S OK

The operation was successful.

BPA_E_NOT RUNNING

The Protocol Analyzer Server is not
running.

BPA_E_FAILED

The operation was unsuccessful.

Examples
Dim App As Object

Dim System As Object

Set App = CreateObject( "BPA100.BPAApplication” )

"Get System

Set System = App.GetSystem

’Start acquisition

System.Start ”C:\LogFile.tbpa”

’Stop acquisition
System.Stop
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Remarks

This command stops the acquisition operation but does not wait for it
to complete before returning. After calling this command, the
command IBPASystem::GetDeviceStatus() can be used to find out
the current run status of the system.
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IBPASystem::Pause

This command pauses the data logging of the acquired data.

Syntax
HRESULT Pause ()

Arguments
None

Returns

Table 5-17: IBPASystem::Pause Returns

Value

Description

S OK

The operation was successful.

BPA_E_NOT RUNNING

The Protocol Analyzer Server is not
running.

BPA_E_FAILED

The operation was unsuccessful.

Examples
Dim App As Object

Dim System As Object

Set App = CreateObject( "BPA100.BPAApplication™)

"Get System

Set System = App.GetSystem

’Start acquisition

System.Start ”C:\LogFile.tbpa”

"Pause acquisition
System.Pause
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IBPASystem::Resume

This command resumes the logging of packet data from the current
Protocol Analyzer session. Either Independent or Piconet mode.

Syntax
HRESULT Resume()

Arguments
None

Returns

Table 5-18: IBPASystem::Resume Returns

Value Description

S OK The operation was successful.

BPA_E NOT PAUSED The Protocol Analyzer Server is not
paused.

BPA_E_NOT RUNNING The Protocol Analyzer Server is not
running.

BPA_E_FAILED The operation was unsuccessful.
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Examples

Dim App As Object
Dim System As Object

Set App = CreateObject( "BPA100.BPAApplication” )
"Get System

Set System = App.GetSystem

’Start acquisition

System.Start ”C:\LogFile.tbpa”

"Pause acquisition
System.Pause

’Resume acquisition
System.Resume
’Stop acquisition
System.Stop
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IBPASystem::GetDeviceStatus

This command retrieves the current software version of the specified

subsystem.
Syntax
HRESULT GetDeviceStatus([out, retval] long* State)
Arguments
State - Current state of the Protocol Analyzer. This takes one of the
following values:
Table 5-19: IBPASystem::GetDeviceStatus State Values
Value Description
BPA_NO_SYNC Protocol Analyzer is in idle state, not
synchronized.
BPA_SYNC Protocol Analyzer synchronized with
another Bluetooth device.
Returns

Table 5-20: IBPASystem::GetDeviceStatus Returns

Value Description
S OK The operation was successful.
BPA_E_FAILED The operation was unsuccessful.
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Examples
Dim App As Object
Dim System As Object
Dim Status As Long

Set App = CreateObject( "BPA100.BPAApplication” )
"Get System

Set System = App.GetSystem

’Start acquisition

System.Start ”C:\LogFile.tbpa”

’Get Protocol Analyzer Server status
Status = System.GetDeviceStatus
’Stop acquisition

System.Stop
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IBPASystem::GetSessioninfo

This command gets the session information for the current log

session.
Syntax
HRESULT GetSessionInfo( [in] long SessionInfoType, [out, retval]
BSTR* SessionInfo )
Arguments
SessionInfoType - This takes one of the following values:
Table 5-21: IBPASystem::GetSessioninfo SessioninfoType
Values
Value Description
BPA_SESSION_START_TIME Session start time.
BPA_SESSION_END_TIME Session end time.
BPA_SESSION_BYTES_ACQUIRED Number of bytes acquired.
BPA_SESSION_BYTES_LOGGED Number of bytes logged.
BPA_SESSION_PACKETS_ACQUIRED Number of packets ac-
quired.
BPA_SESSION PACKETS LOGGED Number of packets logged.
SessionInfo - The session information.
Returns

Table 5-22: IBPASystem::GetSessioninfo Returns

Value Description

S _OK The operation was successful.

BPA_E_INVALID_SESSION_INFO_TYPE | Invalid type of session information.

BPA_E_FAILED The operation was unsuccessful.
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Examples

Dim App As Object
Dim System As Object
Dim PacketsCount As String

Set App = CreateObject( "BPA100.BPAApplication” )

’Get System
Set System = App.GetSystem

’Set Data Filter Options

PacketsCount = System. GetSessionInfo(BPA_SESSION_PACK-
ETS_LOGGED)
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IBPASystem::SetHoppingMode

This command sets the hopping mode of the Protocol Analyzer.

Syntax
HRESULT SetHoppingMode ([in] long Pattern, [in] long Frequency)
Arguments
Pattern - Hopping pattern. This takes one of the following values:
Table 5-23: IBPASystem::SetHoppingMode Pattern Values
Value Description
BPA_NORMAL HOPPING Hopping pattern for Europe, USA,
France, Spain and Japan.
BPA SINGLE_FREQUENCY Rx/Tx on single frequency.
If Pattern is BPA_ NORMAL_ HOPPING, then Frequency is one of
the following values:
Table 5-24: IBPASystem::SetHoppingMode Pattern Frequency
Value Description
BPA_HOPPING _EUROPE-USA Hopping pattern for Europe and USA.
BPA_HOPPING_FRANCE Hopping pattern for France.
BPA_HOPPING_SPAIN Hopping pattern for Spain.
BPA_HOPPING JAPAN Hopping pattern for Japan.
If Pattern is BPA_SINGLE_FREQUENCY, then frequency value
range from 2402 - 2480 MHz.
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Returns
Table 5-25: IBPASystem::SetHoppingMode Returns
Value Description
S OK The operation was successful.
BPA_E INVALID PATTERN Invalid pattern value.
BPA_E INVALID FREQUENCY Invalid frequency.
BPA_E_FAILED The operation was unsuccessful.
Examples
Dim App As Object
Dim System As Object
Set App = CreateObject( "BPA100.BPAApplication™)
’Get System
Set System = App.GetSystem
’Set the Hopping Pattern to Spain
System.SetHoppingMode BPA NORMAL HOPPING, BPA HOP-
PING_SPAIN
Remarks

The new hopping pattern does not take effect until the next

acquisition.
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IBPASystem::GetHoppingMode

This command gets the current settings of the hopping mode.

Syntax
HRESULT GetHoppingMode ([out] long *Pattern, [out] long
*Frequency)

Arguments

Pattern - Hopping pattern. This takes one of the following values:

Table 5-26: IBPASystem::GetHoppingMode Pattern Values

Value Description

BPA_NORMAL HOPPING Hopping pattern for Europe, USA,
France, Spain and Japan.

BPA_SINGLE_FREQUENCY Rx/Tx on single frequency.

If Pattern is BPA_ NORMAL_HOPPING, then Frequency is one of
the following values:

Table 5-27: IBPASystem::GetHoppingMode Pattern Frequency

Value Description

BPA_HOPPING _EUROPE-USA Hopping pattern for Europe and USA.
BPA_HOPPING_FRANCE Hopping pattern for France.
BPA_HOPPING_SPAIN Hopping pattern for Spain.
BPA_HOPPING _JAPAN Hopping pattern for Japan.

If Pattern is BPA_SINGLE_FREQUENCY, then frequency values
range from 2402 - 2480 MHz.
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Returns
Table 5-28: IBPASystem::GetHoppingMode Returns
Value Description
S OK The operation was successful.
BPA_E _FAILED The operation was unsuccessful.
Examples
Dim App As Object

Dim System As Object
Dim Pattern As Long
Dim Frequency As Long

Set App = CreateObject( "BPA100.BPAApplication™)
’Get System
Set System = App.GetSystem

’Get Hopping Mode
System. GetHoppingMode Pattern, Frequency
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IBPASystem::SetCorrelation

This command sets the correlation setting for the acquisition.

Syntax
HRESULT SetCorrelation ([in] long Correlation)
Arguments
Correlation - Correlation value. This value can range from 40 - 64.
Returns
Table 5-29: IBPASystem::SetCorrelation Returns
Value Description
S OK The operation was successful.
BPA_E_INVALID _DATA Invalid correlation value.
BPA_E_FAILED The operation was unsuccessful.
Examples
Dim App As Object
Dim System As Object
Set App = CreateObject( "BPA100.BPAApplication™ )
’Get System
Set System = App.GetSystem
’Set Correlation value
System.SetCorrelation 54
Remarks

The new correlation value does not take effect until the next
acquisition.
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IBPASystem::GetCorrelation

This command gets correlation value from the acquisition setup.

Syntax
HRESULT GetCorrelation ([out, retval] long *Correlation)

Arguments
Correlation - Correlation value

Returns

Table 5-30: IBPASystem::GetCorrelation Returns

Value Description
S OK The operation was successful.
BPA_E_FAILED The operation was unsuccessful.
Examples
Dim App As Object

Dim System As Object
Dim CorValue As Long

Set App = CreateObject( ”"BPA100.BPAApplication” )
’Get System
Set System = App.GetSystem

’Get Correlation Value
CorValue = System. GetCorrelation
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IBPASystem::SetResync

This command sets the Resync setting for the acquisition.

Syntax
HRESULT SetResync ([in] long Resync)
Arguments
Resync - Drift value for resynchronizing. This value ranges from
0 - 500ppm.
Returns
Table 5-31: IBPASystem::SetResync Returns
Value Description
S OK The operation was successful.
BPA_E INVALID DATA Invalid resync value.
BPA_E FAILED The operation was unsuccessful.
Examples

Dim App As Object
Dim System As Object

Set App = CreateObject( "BPA100.BPAApplication™ )
’Get System
Set System = App.GetSystem

’Set Resync value
System.SetResync 40
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IBPASystem::GetResync

This command gets resync values from the acquisition setup.

Syntax
HRESULT GetResync ([out] long *Resync)

Arguments
Resync - Resync value.

Returns

Table 5-32: IBPASystem::GetResync Returns

Value Description
S OK The operation was successful.
BPA_E_FAILED The operation was unsuccessful.
Examples
Dim App As Object

Dim System As Object
Dim Resync As Long

Set App = CreateObject(”"BPA100.BPAApplication”)
’Get System
Set System = App.GetSystem

’Get Resync Value
Resync = System. GetResync
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IBPASystem::SetDataWhitening

This command sets the data whitening flag for acquisitions.

Syntax
HRESULT SetDataWhitening ([in] long Whitening)
Arguments
Whitening - This takes one of the following values:
Table 5-33: IBPASystem::SetDataWhitening Whitening Values
Value Description
BPA_WHITENING_ON Data Whitening On.
BPA_WHITENING_OFF Data Whitening Off.
Returns
Table 5-34: IBPASystem::SetDataWhitening Returns
Value Description
S OK The operation was successful.
BPA_E_INVALID_DATA Invalid data whitening value.
BPA_E FAILED The operation was unsuccessful.
Examples
Dim App As Object

Dim System As Object

Set App = CreateObject( "BPA100.BPAApplication” )
’Get System

Set System = App.GetSystem

> Set Data Whitening
System.SetDataWhitening BPA_ WHITENING_ON
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Remarks

The new resync does not take effect until the next acquisition.

BPA100 Series Bluetooth Protocol Analyzer Programmer Manual 5-35



Command Descriptions

IBPASystem::GetDataWhitening

This command gets the data whitening information from the
acquisition settings.

Syntax
HRESULT GetDataWhitening ( [out, retval] long *Whitening)

Arguments
Whitening - This takes one of the following values:

Table 5-35: IBPASystem::GetDataWhitening Whitening Values

Value Description

BPA_WHITENING_ON Data Whitening On.

BPA_ WHITENING_OFF Data Whitening Off.

Returns

Table 5-36: IBPASystem::GetDataWhitening Returns

Value Description

S OK The operation was successful.

BPA_E_FAILED The operation was unsuccessful.

Examples

Dim App As Object
Dim System As Object
Dim Whitening As Long

Set App = CreateObject( "BPA100.BPAApplication” )
’Get System
Set System = App.GetSystem

’Get Data Whitening
Whitening = System. GetDataWhitening
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IBPASystem::SetAcquisitionMode

This command configures the logging mode of the Protocol
Analyzer.

Syntax

HRESULT SetAcquisitionMode ([in] long Connect, [in] long
SyncOption, [in] long Timeout, [in] BSTR BDAddr)

Arguments

Connect - command of connection. This takes one of the following
values:

Table 5-37: IBPASystem::SetAcquisitionMode Connect Values

Value Description
BPA_CONNECT_PICONET Piconet Mode.
BPA_CONNECT _INDEPENDENT Independent Mode.

SyncOption - Synchronization Option. This is valid only in
Independent Mode. This takes one of the following values.

Table 5-38: IBPASystem::SetAcquisitionMode SyncOption Values

Value Description
BPA_IND_MASTER_INQUIRY Sync to piconet using master inquiry.
BPA_IND_SLAVE_INQUIRY Sync to piconet using fake connection
response.
BPA_IND_FAKE_CONNECTION Sync to piconet using slave inquiry.

Timeout - Time in seconds. Valid in Independent Mode only.

BDAddr - Bluetooth address of master or slave to whom you wish to
synchronize to. Valid in Independent Mode only.

BPA100 Series Bluetooth Protocol Analyzer Programmer Manual 5-37



Command Descriptions

Examples

Table 5-39: IBPASystem::SetAcquisitionMode Returns

Value

Description

S OK

The operation was successful.

BPA_E_INVALID_CONNECT MODE

Invalid mode of connection.

BPA_E_INVALID_SYNC_OPTION

Invalid synchronization option.

BPA_E_INVALID_TIMEOUT

Invalid timeout value.

BPA_E_INVALID_BDADDR

Invalid Bluetooth device address.

BPA_E_FAILED

The operation was unsuccessful.

Dim App As Object
Dim System As Object

Set App = CreateObject( "BPA100.BPAApplication” )

’Get System
Set System = App.GetSystem

> Set Acgsuisition log settings

System.SetAcquisitionLogging ( BPA_ CONNECT_INDEPEN-
DENT, BPA_IND_MASTER_INQUIRY, 4,0 00:50:CD:00:95:3E” )
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IBPASystem::GetAcquisitionMode

This command gets the current settings of the logging mode in the
acquisition settings.

Syntax
HRESULT GetAcquisitionMode ([out] long *Connect, [out] long
*SyncOption, [out] long *Timeout, [out] BSTR *BDAddr)
Arguments
Connect - command of connection. This takes one of the following
values:

Table 5-40: IBPASystem::GetAcquisitionMode Connect Values

Value Description
BPA_CONNECT_PICONET Piconet Mode.
BPA_CONNECT _INDEPENDENT Independent Mode.

SyncOption - Synchronization Option. This is valid only in
Independent Mode. This takes one of the following values.

Table 5-41: IBPASystem::GetAcquisitionMode SyncOption Values

Value Description
BPA_IND_MASTER_INQUIRY Sync to piconet using master inquiry.
BPA_IND_SLAVE_INQUIRY Sync to piconet using fake connection
response.
BPA_IND_FAKE_CONNECTION Sync to piconet using slave inquiry.

Timeout - Time in seconds. Valid in Independent Mode only.

BDAddr - Bluetooth address of master or slave to whom you wish to
synchronize to. Valid in Independent Mode only.
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Returns
Table 5-42: IBPASystem::GetAcquisitionMode Returns
Value Description
S OK The operation was successful.
BPA_E FAILED The operation was unsuccessful.
Examples
Dim App As Object

Dim System As Object

Dim ConnectMode As Long
Dim IndMode As Long
Dim Timeout As Long

Dim BDAddr As String

Set App = CreateObject( "BPA100.BPAApplication” )
"Get System
Set System = App.GetSystem

’Get Acquisition mode settings

System. GetAcquisitionMode ConnectMode, SyncOption, Timeout,
BDAddr
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IBPASystem::SetAcquisitionDefault

This command sets the acquisition settings to factory default values.

Syntax

HRESULT SetAcquisitionDefault ()

Arguments
None.

Returns

Table 5-43: IBPASystem::SetAcquisitionDefault Returns

Value

Description

S OK

The operation was successful.

BPA_E_FAILED

The operation was unsuccessful.

Examples

Dim App As Object
Dim System As Object

Set App = CreateObject( ”"BPA100.BPAApplication” )

"Get System

Set System = App.GetSystem

> Set Acquisition to factory defaults
System. SetAcquisitionDefault

Remarks

The new acquisition settings do not take effect until the next

acquisition.
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IBPASystem::SetLowLevelTrigger

This command sets the Low Level Trigger values from a file. This
command activates the low level trigger by default.

Syntax
HRESULT SetLowLevelTrigger([in] BSTR FileName)
Arguments
Filename - File name from which the low level triggers values are to
be loaded.
Returns
Table 5-44: IBPASystem::SetLowLevelTrigger Returns
Value Description
S OK The operation was successful.
BPA_INVALID FILE_ FORMAT File format has bad syntax.
BPA_E FAILED The operation was unsuccessful.
Examples
Dim App As Object
Dim System As Object
Set App = CreateObject( "BPA100.BPAApplication™ )
’Get System
Set System = App.GetSystem
"Load the Low Level Trigger values from a file.
System.LoadLowLevelTrigger ”C:\My Documents\Trigger.11t”
Remarks

Use ActivateLowLevelTrigger command to enable or disable the low
level trigger.

All file paths without machine qualifiers refer to drives mapped on
the Protocol Analyzer Server.
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IBPASystem::GetLowLevelTrigger

This command saves the current Low Level Trigger values onto the

specified file.
Syntax
HRESULT GetLowLevelTrigger([in] BSTR FileName)
Arguments
Filename - Filename onto which the low level triggers values are to
be saved.
Returns
Table 5-45: IBPASystem::GetLowLevelTrigger Returns
Value Description
S OK The operation was successful.
BPA FILE_SAVE_ERROR Unable to save specified file.
Examples
Dim App As Object
Dim System As Object
Set App = CreateObject( "BPA100.BPAApplication™)
’Get System
Set System = App.GetSystem
’Save the current Low Level Trigger values
System.GetLowLevelTrigger ”C:\My Documents\Trigger.l1t”
Remarks

All file paths without machine qualifiers refer to drives mapped on
the Protocol Analyzer Server.
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IBPASystem::ActivateLowLevelTrigger

This command activates or deactivates the current low level trigger
setup.

Syntax
HRESULT ActivateLowLevelTrigger([in] long Enable)

Arguments

Enable - Enable or Disable the current low level triggers. This takes
one of the following values:

Table 5-46: IBPASystem::ActivateLowLevelTrigger Enable
Values

Value Description
BPA_ENABLE Enable Low Level Trigger.

BPA DISABLE Disable Low Level Trigger.

Version - Software version of requested subsystem.

Returns

Table 5-47: IBPASystem::ActivateLowLevelTrigger Returns

Value Description
S OK The operation was successful.
BPA_E FAILED The operation was unsuccessful.
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Examples

Dim App As Object
Dim System As Object

Set App = CreateObject( "BPA100.BPAApplication” )
"Get System
Set System = App.GetSystem

’Activate Low Level Trigger
System. ActivateLowLevelTrigger BPA_ ENABLE
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IBPASystem::SetHighLevelTrigger

This command sets the High Level Trigger values from a file. This
command activates the high level trigger by default.

Syntax
HRESULT SetHighLevelTrigger([in] BSTR FileName)
Arguments
Filename - File name from which the high level triggers values are
to be loaded.
Returns
Table 5-48: IBPASystem::SetHighLevelTrigger Returns
Value Description
S OK The operation was successful.
BPA_INVALID FILE_ FORMAT File format has bad syntax.
BPA FILE LOAD ERROR Unable to load specified file.
Examples
Dim App As Object
Dim System As Object
Set App = CreateObject( "BPA100.BPAApplication™ )
’Get System
Set System = App.GetSystem
’Load the High Level Trigger values from a file.
System.SetHighLevelTrigger ”C:\My Documents\Trigger.hlt”
Remarks

Use ActivateHighLevelTrigger command to enable or disable the
high level trigger. All file paths without machine qualifiers refer to
drives mapped on the Protocol Analyzer Server.
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IBPASystem::GetHighLevelTrigger

This command saves the current High Level Trigger values to the

specified file.
Syntax
HRESULT GetHighLevelTrigger([in] BSTR FileName)
Arguments
Filename - Filename onto which the high level triggers values are to
be saved.
Returns
Table 5-49: IBPASystem::SetHighLevelTrigger Returns
Value Description
S OK The operation was successful.
BPA FILE_SAVE_ERROR Unable to save specified file.
Examples
Dim App As Object
Dim System As Object
Set App = CreateObject( "BPA100.BPAApplication™)
’Get System
Set System = App.GetSystem
’Save the current High Level Trigger values
System.GetHighLevelTrigger ”C:\My Documents\Trigger.hlt”
Remarks

All file paths without machine qualifiers refer to drives mapped on
the Protocol Analyzer Server.
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IBPASystem::ActivateHighLevelTrigger

This command activates or deactivates the current high level trigger
setup.

Syntax
HRESULT ActivateHighLevelTrigger([in] long Enable)

Arguments

Enable - Enable or Disable the current high level triggers. This takes
one of the following values:

Table 5-50: IBPASystem::ActivateHighLevelTrigger Enable Values

Value Description
BPA_ENABLE Enable High Level Trigger.
BPA_DISABLE Disable High Level Trigger.

Version - Software version of requested subsystem.

Returns
Table 5-51: IBPASystem::ActivateHighLevelTrigger Returns
Value Description
S OK The operation was successful.
BPA_E_FAILED The operation was unsuccessful.
Examples

Dim App As Object
Dim System As Object

Set App = CreateObject( "BPA100.BPAApplication” )
"Get System

Set System = App.GetSystem
’Activate High Level Trigger

System. ActivateHighLevelTrigger BPA_ ENABLE
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IBPASystem::SetErrorPacketGeneration

This command sets the error packet values from a file. This
command activates the error packet generation by default.

Syntax
HRESULT SetErrorPacketGeneration([in] BSTR FileName)
Arguments
Filename - File name from which the error packet values are to be
loaded.
Returns
Table 5-52: IBPASystem::SetErrorPacketGeneration Returns
Value Description
S OK The operation was successful.
BPA_INVALID_FILE_FORMAT File format has bad syntax.
BPA_FILE LOAD ERROR Unable to load specified file.
Examples
Dim App As Object
Dim System As Object
Set App = CreateObject( "BPA100.BPAApplication™)
’Get System
Set System = App.GetSystem
’Load the Error Packet values from a file.
System.SetErrorPacketGeneration ”C:\My Documents\Error.epg”
Remarks

Use ActivateErrorPacketGeneration command to enable or disable
the error packet generation.

All file paths without machine qualifiers refer to drives mapped on
the Protocol Analyzer Server.
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IBPASystem::GetErrorPacketGeneration

This command saves the current error packet generated values onto

the specified file.

Syntax

HRESULT GetErrorPacketGeneration([in] BSTR FileName)

Arguments

Filename - File name from which the error packet values are to be

saved.

Returns

Table 5-53: IBPASystem::GetErrorPacketGeneration Returns

Value

Description

S OK

The operation was successful.

BPA_INVALID_FILE_FORMAT

File format has bad syntax.

BPA_FILE_SAVE ERROR

Unable to save specified file.

Examples (Visual Basic)

Dim App As Object
Dim System As Object

Set App = CreateObject( ”"BPA100.BPAApplication” )

’Get System

Set System = App.GetSystem

’Save the Error Packet values from a file.
System.GetErrorPacketGeneration ”C:\My Documents\Error.epg”

Remarks

All file paths without machine qualifiers refer to drives mapped on

the Protocol Analyzer Server.
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IBPASystem::ActivateErrorPacketGeneration

This command activates or deactivates the current Error Packet

Generation setup.

Syntax

HRESULT ActivateErrorPacketGeneration([in] long Enable)

Arguments

Enable - Enable or Disable the current Error Packet Generation. This
takes one of the following values:

Table 5-54: IBPASystem::ActivateErrorPacketGeneration Enable

Values

Value

Description

BPA_ENABLE

Enable Error Packet Generation.

BPA_DISABLE

Disable Error Packet Generation.

Version - Software version of requested subsystem.

Returns

Table 5-55: IBPASystem::ActivateErrorPacketGeneration Returns

Value Description
S OK The operation was successful.
BPA_E_FAILED The operation was unsuccessful.
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Examples

Dim App As Object
Dim System As Object

Set App = CreateObject( "BPA100.BPAApplication” )
’Get System
Set System = App.GetSystem

’Activate Error Packet Generation
System. ActivateErrorPacketGeneration BPA ENABLE
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IBPASystem::SetDataFilter

This command sets baseband data filter. This command activates the
data filter by default.

Syntax
HRESULT SetDataFilter([in] long IDPacket, [in] long NULLPacket,
[in] long POLLPacket, [in] long ErrorPacket )

Arguments
IDPacket - Enable/Disable
NULLPacket - Enable/Disable
POLLPacket - Enable/Disable
ErrorPacket - Enable/Disable

All the arguments take on of the following values:

Table 5-56: IBPASystem::SetDataFilter Values

Value Description
BPA_ENABLE Enable Data Filter.

BPA_DISABLE Disable Data Filter.

Returns

Table 5-57: IBPASystem::SetDataFilter Returns

Value Description

S OK The operation was successful.
BPA E_INVALID DATA Invalid data filter values.

BPA_E FAILED The operation was unsuccessful.
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Examples

Dim App As Object
Dim System As Object

Set App = CreateObject( "BPA100.BPAApplication” )
’Get System
Set System = App.GetSystem

’Set Data Filter Options
System. SetDataFilter BPA_ENABLE, BPA ENABLE, BPA_ DIS-
ABLE, BPA ENABLE

Remarks

Use ActivateDataFilter command to enable or disable the data filter.
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IBPASystem::GetDataFilter

This command retrieves the current Baseband Data Filter Settings.

Syntax

HRESULT GetDataFilter([out] long* IDPacket, [out] long*
NULLPacket, [out] long* POLLPacket, [out] long* ErrorPacket)

Arguments

IDPacket - Enable/Disable

NULLPacket - Enable/Disable
POLLPacket - Enable/Disable
ErrorPacket - Enable/Disable

All the arguments take one of the following values:

Table 5-58: IBPASystem::SetDataFilter Values

Value

Description

BPA_ENABLE

Enable Data Filter.

BPA_DISABLE

Disable Data Filter.

Returns

Table 5-59: IBPASystem::SetDataFilter Returns

Value Description
S _OK The operation was successful.
BPA_E_FAILED The operation was unsuccessful.
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Examples
Dim App As Object
Dim System As Object
Dim IDPacket As Long
Dim NULLPacket As Long
Dim POLLPacket As Long
Dim ErrorPacket As Long

Set App = CreateObject( "BPA100.BPAApplication” )
’Get System
Set System = App.GetSystem

’Get Data Filter Options

System. GetDataFilter IDPacket, NULLPacket, POLLPacket,
ErrorPacket
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IBPASystem::ActivateDataFilter

This command activates or deactivates the current baseband data
filter setup.

Syntax
HRESULT ActivateDataFilter([in] long Enable)

Arguments
Enable - Enable or Disable the current baseband data filter setup.

Table 5-60: IBPASystem::ActivateDataFilter Values

Value Description
BPA_ENABLE Enable Data Filter.

BPA_DISABLE Disable Data Filter.

Version - Software version of requested subsystem.

Returns

Table 5-61: IBPASystem::ActivateDataFilter Returns

Value Description
S OK The operation was successful.
BPA_E_FAILED The operation was unsuccessful.
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Examples

Dim App As Object
Dim System As Object

Set App = CreateObject( "BPA100.BPAApplication” )
’Get System
Set System = App.GetSystem

’Activate Data Filter Options
System. ActivateDataFilter BPA ENABLE
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IBPASystem::SetDecryptionSettings

This command sets the decryption settings to specified values.

Syntax
HRESULT SetDecryptionSettings ([in] long type, [in] BSTR
masterAddr, [in] long session, [in] BSTR linkKey, [in] long
asciiFlag, [in] BSTR pairing, [in] BSTR slaveAddr, [in] long
amAddr)

Arguments

type - Authentication or Pairing type flag. This takes one of the
following values:

Table 5-62: IBPASystem::SetDecryptionSettings Type Values

Value Description
BPA_DECRYPTION_AUTHENTICATE Authentication.
BPA_DECRYPTION_PAIRING Pairing.

masterAddr - Master BD Address.

session - Session type flag. This takes one of the following values:

Table 5-63: IBPASystem::SetDecryptionSettings Session Values

Value Description
BPA_DECRYPTION_SINGLE_SESSION Single session.
BPA DECRYPTION_MULTI_SESSION Multi session.

linkKey - Link Key.

asciiFlag - ASCII Flag.

pairing - PIN Key.

slaveAddr - Slave BD Address.
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amAddr - AM Address.

Returns
Table 5-64: IBPASystem::SetDecryptionSettings Returns
Value Description
S _OK The operation was suc-
cessful.
BPA_E_INVALID_DECRYPTION_TYPE Invalid decryption type.
BPA_E_INVALID_BDADDR Invalid Bluetooth device
address.
BPA_E_INVALID_SESSION_TYPE Invalid session type.
BPA_E_INVALID_ASCII_FLAG Invalid ASCII flag.
BPA_E INVALID AM_ADDR Invalid active member
address.
BPA_E FAILED The operation was unsuc-
cessful.
Examples
Dim App As Object

Dim System As Object

Set App = CreateObject( "BPA100.BPAApplication™ )
’Get System
Set System = App.GetSystem

> Set Decryption settings to single session

System. SetDecryptionSettings ( BPA_DECRYPTION_AUTHENTI-
CATE,

”00:50:CD:00:95:3E”, BPA_ DECRYPTION_SINGLE_SESSION,
”1A1B”, 0, ””, ”00:50:CD:00:96:3F”, 1)

> Set Decryption settings to multi-session
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> Call SetDecryptionSettings for each AM address.

System. SetDecryptionSettings ( BPA_DECRYPTION_AUTHENTI-
CATE,

”00:50:CD:00:95:3E”, BPA._ DECRYPTION_ MULTI_SESSION,
”1A1B”, 0, 77, ”00:50:CD:00:96:2F”, 1)

System. SetDecryptionSettings ( BPA_DECRYPTION_AUTHENTI-
CATE,

”00:50:CD:00:95:3E”, BPA._ DECRYPTION_MULTI_SESSION,
”1A1B”, 0, 77, 700:50:CD:00:96:4F”, 2 )

System. SetDecryptionSettings ( BPA_DECRYPTION_AUTHENTI-
CATE,

”00:50:CD:00:95:3E”, BPA._ DECRYPTION_ MULTI_SESSION,
”1A1B”, 0, 7, 700:50:CD:00:87:3F”, 3 )

Remarks

BD Addresses are specified by colon separated bytes with MSB first
and LSB last (00:50:CD:00:93:4E where 00:93:4E is the LAP field,
00:50 is the NAP field, CD is the UAP field).
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IBPASystem::GetDecryptionSettings

This command gets the current decryption settings.

Syntax
HRESULT GetDecryptionSettings ([out] long* type, [out] BSTR*
masterAddr, [out] long* session, [out] BSTR* linkKey, [out] long*
asciiFlag, [out] BSTR* pairing, [out] BSTR* slaveAddr, [out] long*
amAddr)

Arguments

type - Authentication or Pairing type flag. This takes one of the
following values:

Table 5-65: IBPASystem::GetDecryptionSettings Type Values

Value Description
BPA_DECRYPTION_AUTHENTICATE Authentication.
BPA_DECRYPTION_PAIRING Pairing.

masterAddr - Master BD Address.

session - Session type flag. This takes one of the following values:

Table 5-66: IBPASystem::GetDecryptionSettings Session Values

Value Description
BPA_DECRYPTION_SINGLE_SESSION Single session.
BPA DECRYPTION_MULTI_SESSION Multi session.

linkKey - Link Key.

asciiFlag - Ascii Flag.

pairing - Pairing Flag.
slaveAddr - Slave BD Address.
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amAddr - AM Address.

Returns

Table 5-67: IBPASystem::GetDecryptionSettings Returns

Value Description

S _OK The operation was successful.

BPA_E_FAILED The operation was unsuccessful.

Examples
Dim App As Object
Dim System As Object
Dim type As Long
Dim session As Long
Dim linkkey As Long
Dim asciiFlag As Long
Dim pairing As String
Dim masterAddr As String
Dim slaveAddr As String
Dim amAddr as Long

Set App = CreateObject( "BPA100.BPAApplication™)
’Get System
Set System = App.GetSystem

> Get the current Decryption settings
System.GetDecryptionSettings ( type, masterAddr, session, linkkey,
asciiFlag, pairing, slaveAddr, amAddr )

Remarks

BD Addresses are specified by colon separated bytes with MSB first
and LSB last (00:50:CD:00:93:4E where 00:93:4E is the LAP field,
00:50 is the NAP field, CD is the UAP field).
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IBPASystem::ActivateDecryption

This command activates or deactivates decryption.

Syntax
HRESULT ActivateDecryption([in] long Enable)
Arguments
Enable - Enable or Disable the decryption settings. This takes one of
the following values:
Table 5-68: IBPASystem::ActivateDecryption Enable Values
Value Description
BPA_ENABLE Enable Decryption.
BPA_DISABLE Disable Decryption.
Returns
Table 5-69: IBPASystem::ActivateDecryption Returns
Value Description
S OK The operation was successful.
BPA_E_FAILED The operation was unsuccessful.
Examples
Dim App As Object

Dim System As Object

Set App = CreateObject( "BPA100.BPAApplication™ )
’Get System

Set System = App.GetSystem

> Activate Decryption
System.ActivateDecryption BPA_ ENABLE
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IBPASystem::SetDecryptionDefault

This command sets the decryption settings to factory default values.

Syntax
HRESULT SetDecryptionDefault ()
Arguments
None.
Returns
Table 5-70: IBPASystem::SetDecryptionDefault Returns
Value Description
S OK The operation was successful.
BPA_E_FAILED The operation was unsuccessful.
Examples
Dim App As Object

Dim System As Object

Set App = CreateObject( "BPA100.BPAApplication” )
’Get System
Set System = App.GetSystem

> Set Decryption settings to single session

System. SetDecryptionSettings ( BPA_DECRYPTION_AUTHENTI-
CATE,

”00:50:CD:00:95:3E”, BPA_ DECRYPTION_SINGLE_SESSION,
”1A1B”, 0, 7, ”00:50:CD:00:96:3F”, 1)

> Set Decryption settings to factory defaults
System.SetDecryptionDefault
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IBPASystem::DoDeviceDiscovery

Syntax

This command performs a device discovery.

HRESULT DoDeviceDiscovery([in] long Timeout, [in] long
AccessCode)

Arguments

Returns

Examples

Remarks

5-66

Timeout - Inquiry Timeout (in seconds).
AccessCode - Inquiry Access Code (e.g. 0x9E8B33)

Table 5-71: IBPASystem::DoDeviceDiscovery Returns

Value Description

S OK The operation was successful.

BPA_E_INVALID_TIMEOUT Invalid timeout value.

BPA_E FAILED The operation was unsuccessful.

Dim App As Object
Dim System As Object

Set App = CreateObject( "BPA100.BPAApplication” )
’Get System
Set System = App.GetSystem

’Start the device discovery operation
System.DoDeviceDiscovery (10390323, 12)

This command starts the device discovery operation. After calling
this function, you need to call GetDeviceDicoveryStatus and wait in
a loop till the operation gets completed. Then you need to call
GetDeviceList to get all the BD addresses.
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IBPASystem::GetDeviceDiscoveryStatus

This command returns the device discovery operation status.

Syntax
HRESULT GetDeviceDiscoveryStatus( [out, retval] long* Status)
Arguments
Status - Device discovery operation status.
Table 5-72: IBPASystem:GetDeviceDiscoveryStatus Status Values
Value Description
BPA_DISCOVERY_RUNNING(1) The operation is still in
progress.
BPA_DISCOVERY _COMPLETED(0) The operation is completed.
Returns

Table 5-73: IBPASystem::GetDeviceDiscoveryStatus Returns

Value Description
S OK The operation was successful.
BPA _E_FAILED The operation was unsuccessful.
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Examples
Dim App As Object
Dim System As Object
Dim status As Long
Dim deviceList As Variant

Set App = CreateObject( "BPA100.BPAApplication™ )
’Get System
Set System = App.GetSystem

’Start the device discovery operation
System.DoDeviceDiscovery (12, 10390323)

’wait in a loop till the device discovery operation gets ’completed
Do ’ start the loop

status = System.GetDeviceDiscoveryStatus

Loop Until status = 0 ” status = 0, then exit

"Get the list of devices
deviceList = System.GetDeviceList)
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IBPASystem::GetDeviceList

Returns the list of devices found in the device discovery operation.

Syntax
HRESULT GetDeviceList( [out, retval] VARIANT* DeviceList)

NOTE. Device names are returned as a VARIANT. The variant is of
type VI_ARRAY and points to SAFEARRAY. The SAFEARRAY has
dimension 1 and its elements are of type VI _BSTR. The number of
devices is equal to the number of elements in the SAFEARRAY. The
device names are returned in the same order as they are appear.

Arguments
DeviceList - List of Devices found in discovery operation.

Returns

Table 5-74: IBPASystem::GetDeviceList Returns

Value Description
S OK The operation was successful.
BPA_E_FAILED The operation was unsuccessful.
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Examples
Dim App As Object
Dim System As Object
Dim status As Long
Dim deviceList As Variant

Set App = CreateObject( "BPA100.BPAApplication” )
’Get System
Set System = App.GetSystem

"Start the device discovery operation
System.DoDeviceDiscovery (12, 10390323 )

’wait in a loop till the device discovery operation gets ’completed
Do ’ start the loop

status = System.GetDeviceDiscoveryStatus

Loop Until status = 0 * status = 0, then exit

’Get the list of devices
deviceList = System.GetDeviceList

’Access the device names

For Each deviceName in deviceList
’use device name in deviceName
Next deviceName

Remarks

If there are no devices found, the function returns an empty
SAFEARRAY.
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IBPASystemEvents::OnStateChange

This event is fired whenever the Protocol Analyzer changes states.

Syntax
HRESULT OnStateChange ([out, retval] long State )
Arguments
State - Current state of the Protocol Analyzer. This takes one of the
following values:
Table 5-75: IBPASystemEvents::OnStateChange State Values
Value Description
BPA_NO_SYNC Protocol Analyzer is in idle state, not synchronized.
BPA_SYNC Protocol Analyzer synchronized with another Bluetooth
device.
Returns
Table 5-76: IBPASystemEvents::OnStateChange Returns
Value Description
S _OK The operation was successful.
BPA_E_FAILED The operation was unsuccessful.
Examples
Dim App As BPAApplication

Dim WithEvents Sys As BPASystem

Set App = CreateObject(”BPA100.BPAApplication™)

’Get System object

Set Sys = App.Getsystem

Private Sub Sys_OnStateChange(ByVal p_nState As Long)
"TODO : Add your event handler code here

End Sub
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IBPASystemEvents::OnTriggerin

This event is fired whenever the Trigger In port is asserted.

Syntax
HRESULT OnTriggerln ()
Arguments
None
Returns
Table 5-77: IBPASystemEvents::OnTriggerin Returns
Value Description
S OK The operation was successful.
BPA_E_FAILED The operation was unsuccessful.
Examples

Dim app As BPAApplication
Dim WithEvents Sys As BPASystem
Set App = CreateObject(”BPA100.BPAApplication”)
’Get System object
Set Sys = App.Getsystem
Private Sub Sys_OnTriggerIn( )
“TODO : Add your event handler code here
End Sub
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IBPASystemEvents::OnTriggerOut

This event is fired whenever the Trigger Out port is asserted.

Syntax
HRESULT OnTriggerOut ()
Arguments
None
Returns
Table 5-78: IBPASystemEvents::OnTriggerOut Returns
Value Description
S OK The operation was successful.
BPA_E_FAILED The operation was unsuccessful.
Examples

Dim app As BPAApplication
Dim WithEvents Sys As BPASystem

Set App = CreateObject(”BPA100.BPAApplication”)

’Get System object

Set Sys = App.Getsystem

Private Sub Sys_OnTriggerOut( )

End Sub

"TODO : Add your event handler code here
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IBPAAnalyzer::Open

Syntax

This command opens the trace object.

HRESULT Open( [in] BSTR Filename, [out, retval] long* Clientld)

Arguments

Returns

Filename - File name where the log file exists.

Clientld - Each file is assigned an identifier by the Protocol
Analyzer Server.

For all subsequent calls to BPAAnalyzer, this identifier must be
passed in the first parameter.

Table 5-79: IBPAAnalyzer::Open Returns

Value Description

S _OK The operation was successful.

BPA_FILE_OPEN_ERROR | Unable to open specified file. Cannot log data.

BPA_E_FAILED The operation was unsuccessful.

Examples (Visual Basic)

5-74

Dim App As Object
Dim Analyzer As Object
Dim Clientld As Long

Set App = CreateObject( "BPA100.BPAApplication” )
’Get System
Set Analyzer = App.GetAnalyzer

’Open log file
Analyzer.Open ”C:\LogFile.tbpa”, Clientld
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Remarks

All file paths without machine qualifiers refer to drives mapped on
the Protocol Analyzer Server.
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IBPAAnalyzer::Close

This command closes the file.

Syntax
HRESULT Close ([in] long Clientld)

Arguments
Clientld - The identifier that was returned from the call to Open().

Returns

Table 5-80: IBPAAnalyzer::Close Returns

Value Description

S OK The operation was successful.
BPA _E_INVALID CLIENT ID Invalid Client ID.

BPA_E FAILED The operation was unsuccessful.

Examples (Visual Basic)
Dim App As Object
Dim Analyzer As Object
Dim Clientld As Long

Set App = CreateObject( "BPA100.BPAApplication” )
’Get System

Set Analyzer = App.GetAnalyzer

’Open log file

Analyzer.Open ”C:\LogFile.tbpa”, Clientld

"Close the Open log file
Analyzer.Close Clientld
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IBPAAnalyzer::GetPacketCount

This command retrieves the number of packets in the specified

protocol layer.

Syntax

HRESULT GetPacketCount( [in] long Clientld, [in] long Packet-

Type, [out, retval] long™ Packets)

Arguments

Clientld - The identifier that was returned from the call to Open().

PacketType - The type of packet to search for. This takes one of the

following values:

Table 5-81: IBPAAnalyzer::GetPacketCount PacketType Values

Value

Description

BPA_PACKET_BASEBAND

Baseband packet

BPA_PACKET_LMP LMP packet
BPA_PACKET_L2CAP L2CAP packet
BPA_PACKET _RFCOMM RFCOMM packet
BPA_PACKET_SDP SDP packet
BPA_PACKET TCS TCS packet

BPA PACKET_OBEX OBEX packet
BPA_ PACKET _HDLC HDLC packet
BPA_PACKET_PPP PPP packet

BPA PACKET BNEP BNEP packet
BPA_PACKET_AT_COMMANDS AT Commands packet
BPA_PACKET_HID HID packet
BPA_PACKET_TRIGGER TRIGGER packet
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Returns

Packets - number of packets.

Table 5-82: IBPAAnalyzer::GetPacketCount Returns

Value Description

S _OK The operation was successful.
BPA E INVALID CLIENT ID Invalid Client ID.

BPA E_INVALID PACKET TYPE Invalid packet type.
BPA_E_FAILED The operation was unsuccessful.

Examples (Visual Basic)

5-78

Dim App As Object

Dim Analyzer As Object
Dim Clientld As Long
Dim PacketCount As Long

Set App = CreateObject( "BPA100.BPAApplication™ )
’Get System

Set Analyzer = App.GetAnalyzer

’Open log file

Analyzer.Open ”C:\LogFile.tbpa”, Clientld

’Get LMP Packet Count
PacketCount = Analyzer.GetPacketCount Clientld, BPA_ PACK-
ET_LMP

"Close the Open log file
Analyzer.Close Clientld
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IBPAAnalyzer::GetPacket

Syntax

This command retrieves the specified packet of a given protocol
layer.

HRESULT GetPacket ([in] long Clientld, [in] long PacketNum, [in]
long PacketType, [out, retval] VARIANT* Packet )

NOTE. Packet is returned as a VARIANT. The variant is of type
VI _ARRAY and points to SAFEARRAY. The SAFEARRAY has
dimension 1 and its elements are of type VI _UlI. The number of

bytes in packet is equal to the number of elements in the
SAFEARRAY.

Arguments

Clientld - The identifier that was returned from the call to Open ().

PacketNum - The packet number.

PacketType - The type of packet to search for. This takes one of the
following values:

Table 5-83: IBPAAnalyzer::GetPacket PacketType Values

Value Description
BPA_PACKET BASEBAND Baseband packet
BPA_PACKET_LMP LMP packet

BPA PACKET _L2CAP L2CAP packet
BPA_PACKET_RFCOMM RFCOMM packet
BPA_PACKET_SDP SDP packet
BPA_PACKET TCS TCS packet

BPA PACKET_OBEX OBEX packet
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Table 5-83: IBPAAnalyzer::GetPacket PacketType Values (Cont.)

Value Description
BPA_PACKET HDLC HDLC packet
BPA_PACKET_PPP PPP packet

BPA PACKET BNEP BNEP packet
BPA_PACKET_AT_COMMANDS AT Commands packet
BPA_PACKET_HID HID packet
BPA_PACKET_TRIGGER TRIGGER packet

Packet - The packet data. NULL if non-existent.

Table 5-84: IBPAAnalyzer::GetPacket Returns

Value

Description

S OK

The operation was successful.

BPA_E_INVALID_CLIENT ID

Invalid Client ID.

BPA_E_INVALID_PACKET NUMBER

Invalid packet number.

BPA_E_INVALID_PACKET TYPE

Invalid packet type.

BPA_E_NOT_FOUND

Packet not found.

BPA_E_FAILED

The operation was unsuccessful.
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Examples (Visual Basic)
Dim App As Object
Dim Analyzer As Object
Dim Clientld As Long
Dim PacketData As String

Set App = CreateObject( ”"BPA100.BPAApplication” )
’Get System

Set Analyzer = App.GetAnalyzer

’Open log file

Analyzer.Open ”C:\LogFile.tbpa”, Clientld

’Get 100th Packet data
PacketData = Analyzer.GetPacket Clientld, 100,
BPA PACKET_L2CAP

"Close the Open log file
Analyzer.Close Clientld
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IBPAAnalyzer::GetPrevPacketNumber

This command searches for the packet previous to the specified
packet and type in the Baseband layer and returns the index of the
matching packet.

Syntax
HRESULT GetPrevPacketNumber ([in] long ClientID, [in] long
StartPacketNum, [in] long PacketType, [out, retval] long*
PacketNum)

Arguments

Clientld - The identifier that was returned from the call to Open ().

StartPacketNum - Index of the packet from which the search has to
start.

PacketType - The type of Baseband packet to search for. This takes
one of the following values:

Table 5-85: IBPAAnalyzer::GetPrevPacketNumber PacketType Values

Value Description
BPA_NULL PACKET Null packet
BPA POLL PACKET Poll packet
BPA FHS _PACKET FHS packet
BPA DM1_PACKET DM1 packet
BPA DH1_PACKET DH1 packet
BPA HV1 PACKET HV1 packet
BPA HV2 PACKET HV2 packet
BPA_HV3 PACKET HV3 packet
BPA DV_PACKET DV packet
BPA _AUX1_PACKET AUX1 packet
BPA_DM3 PACKET DM3 packet
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Table 5-85: IBPAAnalyzer::GetPrevPacketNumber PacketType Values (Cont.)

Value Description
BPA_DH3 PACKET DH3 packet
BPA_DM5 PACKET DMS5 packet
BPA_DH5 PACKET DH5 packet
BPA_ID PACKET ID packet

BPA_ERROR_PACKET

Access Error

PacketNum - Index of the matching packet.

Returns

Table 5-86: IBPAAnalyzer::GetPrevPacketNumber Returns

Value

Description

S OK

The operation was successful.

BPA_E_INVALID_CLIENT ID

Invalid Client ID.

BPA_E_INVALID_PACKET_NUMBER | Invalid packet number.

BPA_E_INVALID_PACKET TYPE

Invalid packet type.

BPA_E_END_OF FILE

Reached end of file.

BPA_E_FAILED

The operation was unsuccessful.
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Examples (Visual Basic)
Dim App As Object
Dim Analyzer As Object
Dim Clientld As Long
Dim PacketNum As Long

Set App = CreateObject( "BPA100.BPAApplication” )
’Get Analyzer

Set Analyzer = App.GetAnalyzer

’Open log file

Analyzer.Open ”C:\LogFile.tbpa”, Clientld

’Find a DM1 packet which is previous to 100th packet in Baseband
Layer

PacketNum = Analyzer.GetPrevPacketNumber(ClientID, 100,
BPA DM1 PACKET

"Close the Open log file
Analyzer.Close Clientld
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IBPAAnalyzer::GetNextPacketNumber

This command searches for the next packet to the specified packet
and type in the Baseband layer and returns the index of the matching
packet.

Syntax
HRESULT GetNextPacketNumber( [in] long ClientID, [in] long
StartPacketNum, [in] long PacketType, [out, retval] long*
PacketNum )

Arguments

Clientld - The identifier that was returned from the call to Open ().

StartPacketNum - Index of the packet from which the search has to
start.

PacketType - The type of Baseband packet to search for. This takes
one of the following values:

Table 5-87: IBPAAnalyzer::GetNextPacketNumber PacketType Values

Value Description
BPA_NULL PACKET Null packet
BPA POLL PACKET Poll packet
BPA_FHS PACKET FHS packet
BPA_DM1_PACKET DM1 packet
BPA DH1_PACKET DH1 packet
BPA HV1 PACKET HV1 packet
BPA_HV2 PACKET HV2 packet
BPA_HV3 PACKET HV3 packet
BPA DV _PACKET DV packet
BPA _AUX1_PACKET AUX1 packet
BPA_DM3_PACKET DM3 packet
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Table 5-87: IBPAAnalyzer::GetNextPacketNumber PacketType Values (Cont.)

Value Description
BPA_DH3 PACKET DH3 packet
BPA DM5 PACKET DMS5 packet
BPA_DH5 PACKET DHS5 packet
BPA ID PACKET ID packet
BPA_ERROR_PACKET Access Error

PacketNum - Index of the matching packet.

Returns

Table 5-88: IBPAAnalyzer::GetNextPacketNumber Returns

Value Description
S OK The operation was successful.
BPA_E_INVALID_CLIENT_ID Invalid Client ID.

BPA_E_INVALID_PACKET_NUMBER | Invalid packet number.
BPA E_INVALID PACKET TYPE Invalid packet type.
BPA_E_END_OF_FILE Reached end of file.

BPA_E_FAILED The operation was unsuccessful.
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Examples (Visual Basic)
Dim App As Object
Dim Analyzer As Object
Dim Clientld As Long
Dim PacketNum As Long

Set App = CreateObject( ”"BPA100.BPAApplication” )
’Get Analyzer

Set Analyzer = App.GetAnalyzer

’Open log file

Analyzer.Open ”C:\LogFile.tbpa”, Clientld

"Find a DHS packet which comes after the 100th packet in Baseband
Layer

PacketNum = Analyzer.GetNextPacketNumber(ClientID, 100,
BPA_DHS5_PACKET)

"Close the Open log file
Analyzer.Close Clientld
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IBPAAnalyzer::GetPacketinfo

This command retrieves the decoded information of a specified
packet depending on the specified information type.

Syntax
HRESULT GetPacketInfo( [in] long Clientld, [in]long PacketType,
[in] long PacketNum, [in] long InfoType, [in] long Radix, [out,
retval] BSTR *Information)

Arguments

Clientld - The identifier that was returned from the call to Open().

PacketNum - The packet number

PacketType - The type of packet to search for. This takes one of the
following values:

Table 5-89: IBPAAnalyzer::GetPacketinfo PacketType Values

Value Description
BPA_PACKET_BASEBAND Baseband packet
BPA_PACKET_LMP LMP packet
BPA_PACKET_L2CAP L2CAP packet
BPA_PACKET _RFCOMM RFCOMM packet
BPA_PACKET_SDP SDP packet
BPA_PACKET_TCS TCS packet
BPA_PACKET_OBEX OBEX packet
BPA_PACKET_HDLC HDLC packet
BPA_PACKET_PPP PPP packet
BPA_PACKET_BNEP BNEP packet
BPA_PACKET_AT_COMMANDS AT Commands packet
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Table 5-89: (Cont.)IBPAAnalyzer::GetPacketinfo PacketType Values

Value Description
BPA_PACKET_HID HID packet
BPA PACKET TRIGGER TRIGGER packet

InfoType - Type of Information to be request. This takes one of the

following values:

Table 5-90: IBPAAnalyzer::GetPacketinfo InfoType Values

Value Description
BPA INFO_INDEX Packet Index
BPA INFO_TIME Time

BPA INFO_TIME_TICKS Time ticks
BPA INFO_SLAVE_MASTER Slave/Master
BPA INFO_AM_ADDR AM Address
BPA INFO_RX TX Rx/Tx

BPA INFO_TYPE Packet type
BPA INFO_FLOW Flow
BPA_INFO_ARQN ARQN

BPA _INFO_SEQN SEQN
BPA_INFO_HOPFREQ Hop Frequency

BPA_INFO_TRAN_ID

Transaction ID

BPA_INFO_HEC HEC
BPA_INFO_CRC CRC
BPA_INFO_DESCRIPTION Packet description
BPA_INFO_PAYLOAD Payload data
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Radix - Radix of Information to be requested. This takes one of the

following values:

Table 5-91: IBPAAnalyzer::GetPacketinfo Radix Values

Value Description
BPA_RAD_HEX Hexadecimal
BPA RAD DECIMAL Decimal
BPA_RAD OCTAL Octal

BPA RAD BINARY Binary

BPA RAD _ASCII ASCII

Information - Information provided about specified packet as string

value.

Table 5-92: IBPAAnalyzer::GetPacketinfo Returns

Value

Description

S OK

The operation was successful.

BPA_E_INVALID_CLIENT ID

Invalid Client ID.

BPA_E_INVALID_PACKET TYPE

Invalid packet type.

BPA_E_INVALID_PACKET NUMBER

Invalid packet number.

BPA_E_INVALID_INFO_TYPE

Invalid information type.

BPA_E_INVALID_RADIX

Invalid radix value.

BPA_E_FAILED

The operation was unsuccessful.
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Examples (Visual Basic)
Dim App As Object
Dim Analyzer As Object
Dim Clientld As Long
Dim Info As String

Set App = CreateObject( ”"BPA100.BPAApplication” )
’Get System

Set Analyzer = App.GetAnalyzer

’Open log file

Analyzer.Open ”C:\LogFile.tbpa”, Clientld

’Get 100th Packet’s Type as string
Info = Analyzer.GetPacketInfo Clientld, 100, BPA_INFO_TYPE,
BPA_RAD_ASCII

"Close the Open log file
Analyzer.Close Clientld

Remarks

Use this function to get the decoded strings for the Index, Packet-
Type, Description and Payload data column as it is displayed in the
BPAServer GUI. With this function you can recreate the Protocol
Analyzer Server GUI list window.

BPA100 Series Bluetooth Protocol Analyzer Programmer Manual 5-91



Command Descriptions

IBPAAnalyzer::Export

This command exports the specified protocol layer’s packets of the
current log file to a CSV or TXT or WAV file given beginning and
end packet number.

Syntax
HRESULT Export ( [in] long Clientld, [in] long FileType, [in] long
ProtocolType, [in] long StartPacketNum, [in] long EndPacketNum,
[in] BSTR Filename )

Arguments

Clientld - The identifier that was returned from the call to Open().

FileType - The file type to be created. This takes one of the
following values:

Table 5-93: IBPAAnalyzer::Export FileType Values

Value Description
BPA_FILETYPE_CSV Comma seperated values.
BPA_FILETYPE_TEXT Text
BPA_FILETYPE_WAV Audio

ProtocolType - Type of protocol. This takes one of the following
values:

Table 5-94: IBPAAnalyzer::Export ProtocolType Values

Value Description
BPA_PACKET_BASEBAND Baseband packet
BPA_PACKET_LMP LMP packet
BPA_PACKET_L2CAP L2CAP packet
BPA_PACKET _RFCOMM RFCOMM packet
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Table 5-94: IBPAAnalyzer::Export ProtocolType Values (Cont.)

Value Description
BPA_PACKET_SDP SDP packet
BPA_PACKET TCS TCS packet

BPA _PACKET_OBEX OBEX packet
BPA_PACKET_HDLC HDLC packet
BPA_PACKET_PPP PPP packet

BPA PACKET BNEP BNEP packet
BPA_PACKET_AT_COMMANDS AT Commands packet
BPA PACKET _HID HID packet

BPA PACKET TRIGGER TRIGGER packet

StartPacketNum - packet number of where to begin the export.
Specity -1 to indicate from the first packet.

EndPacketNum - packet number of where to end the export. Specify

a -1 to indicate the last packet.

Filename - string providing the full path name of file of where to

export the data.

Returns

Table 5-95: IBPAAnalyzer::Export Returns

Value

Description

S OK

The operation was successful.

BPA_E_INVALID_CLIENT ID

Invalid Client ID.

BPA_E_INVALID_FILE_TYPE

Invalid file type.

BPA_E_INVALID_PACKET TYPE

Invalid packet type.

BPA_E_INVALID_START PACKET NUMBER

Invalid start packet number.
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Table 5-95: IBPAAnalyzer::Export Returns (Cont.)

Value Description

BPA_E_INVALID_END_PACKET NUMBER | Invalid end packet number.

BPA_E_FAILED The operation was unsuccessful.

Examples (Visual Basic)
Dim App As Object
Dim Analyzer As Object
Dim Clientld As Long

Set App = CreateObject( "BPA100.BPAApplication™ )
’Get System

Set Analyzer = App.GetAnalyzer

’Open log file

Analyzer.Open ”C:\LogFile.tbpa”, Clientld

"Export all the LMP packets

Analyzer.Export Clientld, BPA_FILE_TYPE_CSV, BPA PACK-
ET_LMP, -1,

-1, ”C:\LMPdata.txt”

"Close the Open log file
Analyzer.Close Clientld

Remarks

All file paths without machine qualifiers refer to drives mapped on
the Protocol Analyzer Server.
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IBPAAnalyzer::GetAcquisitionReport

This command gets the acquisition report created for the log file.

Syntax

HRESULT GetAcquisitionReport( [in] long Clientld, [out, retval]

BSTR* Report )

Arguments

Clientld - The identifier that was returned from the call to Open ().

Report - Acquisition report.

Returns

Table 5-96: IBPAAnalyzer::GetAcquisitionReport Returns

Value Description

S OK The operation was successful.
BPA E_INVALID CLIENT _ID Invalid Client ID.
BPA_E_FAILED The operation was unsuccessful.
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Examples
Dim App As Object
Dim Analyzer As Object
Dim Clientld As Long
Dim Report As String

Set App = CreateObject( "BPA100.BPAApplication” )
’Get System

Set Analyzer = App.GetAnalyzer

’Open log file

Analyzer.Open ”C:\LogFile.tbpa”, Clientld

’Get the acquisition report
Report = Analyzer.GetAcquisitionReport Clientld

"Close the Open log file
Analyzer.Close Clientld
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IBPAAnalyzer::SetL2CAPConnectionProperties

This command assigns the given L2CAP connection property type

for a given packet.

Syntax

HRESULT SetL2CAPConnectionProperties ([in] long Clientld, [in]

long packetIndex, [in] long type)

Arguments

Clientld - The identifier that was returned from the call to Open().

packetIndex - index of the packet from the acquired data file.

type - Protocol type. This takes one of the following values:

Table 5-97: IBPAAnalyzer::SetL2CAPConnectionProperties Type

values
Value Description
BPA L2CAPTYPE_RFCOMM RFCOMM
BPA_L2CAPTYPE_SDP SDP
BPA_L2CAPTYPE_NET NET (Digianswer specific)
BPA L2CAPTYPE_RFCOMM_FLOW RFCOMM Flow Control
BPA_L2CAPTYPE_TCS TCS
BPA L2CAPTYPE_BNEP BNEP
BPA L2CAPTYPE_HID CONTROL HID control

BPA_L2CAPTYPE_HID_INTERRUPT

HID Interrupt

BPA_L2CAPTYPE_UNKNOWN

Unknown
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Returns

Table 5-98: IBPAAnalyzer::SetL2CAPConnectionProperties Returns

Value Description

S OK The operation was successful.
BPA _E_INVALID CLIENT ID Invalid Client ID.

BPA_E FAILED The operation was unsuccessful.

Examples (Visual Basic)
Dim App As Object
Dim Analyzer As Object
Dim Clientld As Long

Set App = CreateObject( “BPA100.BPAApplication )
’Get System

Set Analyzer = App.GetAnalyzer

’Open log file

Analyzer.Open “C:\LogFile.tbpa“, Clientld

’Set the L2CAP Connection properties
Analyzer.SetL2CAPConnectionProperties( Clientld, 64,
BPA_L2CAPTYPE_SDP)

"Close the Open log file
Analyzer.Close Clientld
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IBPAAnalyzer::GetL2CAPConnectionProperties

This command retrieves the current L2ZCAP connection property

assignment for a given packet.

Syntax
HRESULT GetL2CAPConnectionProperties ([in] long Clientld, [in]
long packetIndex, [out, retval] long™* type)

Arguments

Clientld - The identifier that was returned from the call to Open().

packetIndex - index of the packet from the acquired data file.

type - Protocol type. This takes one of the following values:

Table 5-99: IBPAAnalyzer::GetL2CAPConnectionProperties Type

values
Value Description
BPA_L2CAPTYPE_RFCOMM RFCOMM
BPA L2CAPTYPE_SDP SDP
BPA_L2CAPTYPE_NET NET (Digianswer specific)
BPA_L2CAPTYPE_RFCOMM_FLOW RFCOMM Flow Control
BPA L2CAPTYPE_TCS TCS
BPA_L2CAPTYPE_BNEP BNEP
BPA_L2CAPTYPE_HID CONTROL HID control

BPA_L2CAPTYPE_HID_INTERRUPT

HID Interrupt

BPA_L2CAPTYPE_UNKNOWN

Unknown
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Returns

Table 5-100: IBPAAnalyzer::GetL2CAPConnectionProperties Returns

Value Description

S OK The operation was successful.
BPA _E_INVALID CLIENT ID Invalid Client ID.

BPA_E FAILED The operation was unsuccessful.

Examples (Visual Basic)
Dim App As Object
Dim Analyzer As Object
Dim Clientld As Long
Dim type As Long

Set App = CreateObject( "BPA100.BPAApplication” )

’Get System

Set Analyzer = App.GetAnalyzer

’Open log file

Analyzer.Open ”C:\LogFile.tbpa”, Clientld

’Set the L2CAP Connection properties
type = Analyzer.GetL2CAPConnectionProperties( Clientld, 64 )

"Close the Open log file
Analyzer.Close Clientld
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IBPAAnalyzer::SetRFCOMMServerChannel

This command assigns the RFCOMM server channel assignments for
a specified packet.

Syntax
HRESULT SetRFCOMMServerChannel ([in] long Clientld, [in] long
packetIndex, [in] long type)
Arguments
Clientld - The identifier that was returned from the call to Open().
packetIndex - index of the packet from the acquired data file.
type - Protocol type. This takes one of the following values:
Table 5-101: IBPAAnalyzer::SetRFCOMMServerChannel Type Values
Value Description
BPA_RFCOMM_OBEX OBEX
BPA_RFCOMM_HDLC HDLC
BPA_RFCOMM_AT AT
BPA_RFCOMM_AT HDLC AT+HDLC
BPA_RFCOMM_UNKNOWN Unknown
Returns

Table 5-102: IBPAAnalyzer::SetRFCOMMServerChannel Returns

Value Description

S OK The operation was successful.
BPA_E_INVALID_CLIENT_ID Invalid Client ID.
BPA_E_FAILED The operation was unsuccessful.
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Examples (Visual Basic)
Dim App As Object
Dim Analyzer As Object
Dim Clientld As Long

Set App = CreateObject( “BPA100.BPAApplication” )
’Get System

Set Analyzer = App.GetAnalyzer

’Open log file

Analyzer.Open ”C:\LogFile.tbpa”, Clientld

’Set the RFCOMM Server Channel assignment
Analyzer.SetRFCOMMServerChannel( Clientld, 64,
BPA_RFCOMM_OBEX)

"Close the Open log file
Analyzer.Close Clientld
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IBPAAnalyzer::GetRFCOMMServerChannel

This command retrieves the RFCOMM server channel assignments

for a specified packet.

Syntax

HRESULT GetRFCOMMServerChannel ([in] long Clientld, [in]
long packetIndex, [out, retval] long™* type)

Arguments

Clientld - The identifier that was returned from the call to Open().

packetIndex - index of the packet from the acquired data file.

type - Protocol type. This takes one of the following values:

Table 5-103: IBPAAnalyzer::GetRFCOMMServerChannel Type Values

Value

Description

BPA_RFCOMM_OBEX

OBEX

BPA_RFCOMM_HDLC

HDLC

BPA_RFCOMM_AT

AT

BPA_RFCOMM_AT HDLC

AT+HDLC

BPA_RFCOMM_UNKNOWN

Unknown

Returns

Table 5-104: IBPAAnalyzer::GetRFCOMMServerChannel Returns

Value Description

S OK The operation was successful.
BPA_E_INVALID_CLIENT_ID Invalid Client ID.
BPA_E_FAILED The operation was unsuccessful.
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Examples (Visual Basic)
Dim App As Object
Dim Analyzer As Object
Dim Clientld As Long
Dim type As Long

Set App = CreateObject( "BPA100.BPAApplication” )
’Get System

Set Analyzer = App.GetAnalyzer

’Open log file

Analyzer.Open ”C:\LogFile.tbpa”, Clientld

’Get the RFCOMM Server Channel assignment
type = Analyzer. GetRFCOMMServerChannel( Clientld, 64 )

"Close the Open log file
Analyzer.Close Clientld
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IBPAHCISimple::Send

This command sends an HCI message.

Syntax
HRESULT Send([in] long ogf, [in] long ocf, [in] BSTR params)

Arguments
ogf - OpCode group field.
ocf - OpCode command field.
params - list of parameters to pass.

waitEvent - wait on this event type to a maximum of 1000 ms. Use
NULL to specify not to wait for any event.

Returns

Table 5-105: IBPAHCISimple::Send Returns

Value Description

S_OK The operation was successful.
BPA_E_INVALID_OGF Invalid OGF file.
BPA_E_INVALID_OCF Invalid OCF file.

BPA_E_FAILED The operation was unsuccessful.

Examples
Dim App As Object
Dim Hci As Object

Set App = CreateObject( ”"BPA100.BPAApplication” )
’Get HCI simple
Set Hei = App.GetHCISimple

’Send HCI Command
Hci.Send( 1, 0104, 716 40 00 CD 50 00 FF 00 00 00 00 00 01™)
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IBPAHCISimple::Get

This command gets the last received HCI event message. This
commands waits for the specified event to occur before either
returning with a parameter list or timing out.

Syntax
HRESULT Get ( [out, retval] BSTR* params )
Arguments
params - list of parameters passed back from the event.
Returns
Table 5-106: IBPAHCISimple::Get Returns
Value Description
S _OK The operation was successful.
BPA_E FAILED The operation was unsuccessful.
Examples
Dim App As Object
Dim Hci As Object
Dim eventParams As String
Set App = CreateObject( "BPA100.BPAApplication” )
’Get HCI simple
Set Hci = App.GetHCISimple
’Send HCI Command
Hci.Send( 1, 0104, 716 40 00 CD 50 00 FF 00 00 00 00 00 01”)
Get the event parameters
eventParams = Hci.Get
Remarks

After sending the HCI command, you need to wait in a loop till the
event is received. Only after the event is received, you can call
BPAHCISimple::Get() to get the event parameters.
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IBPAHCISimpleEvents::HCIEvent

This event is fired whenever the BPA receives an HCI event from the
hardware.

Syntax
HRESULT HCIEvent([in] VARIANT EventPacket)

NOTE. EventPacket is returned as a VARIANT. The variant is of type
VT _ARRAY and points to SAFEARRAY. The SAFEARRAY has
dimension 1 and its elements are of type VI _UlI. The number of
bytes in event packet is equal to the number of elements in the
SAFEARRAY.

Arguments
EventPacket - HCI Event from the hardware.

Returns

Table 5-107: IBPAHCISimpleEvents::HCIEvent Returns

Value Description

S OK The operation was successful.

BPA_E_FAILED The operation was unsuccessful.

Examples
Dim App As Object
Dim WithEvents Hci As Object

Set App = CreateObject(”BPA100.BPAApplication”)
’Get HCI simple object
Set Hci = App.GetHCISimple

Private Sub Hci_ HCIEvent(ByVal EventPacket As Variant)

"TODO : Add your event handler code here
End Sub
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Appendix A: other Issues with DCOM

If the Protocol Analyzer Server is running on Windows 95/98, ensure
that DCOM software is installed on the Server started before the
clients connect.

Follow these steps to enable DCOM on Windows 95/98 computer:
1. Click Start > Run. The Run dialog box appears.
2. Type Regedit.

3. Go to the key HKEY LOCAL_ MACHINE\Software\Micro-
soft\Ole.

4. Double-click EnableDCOM. The Edit String dialog box appears.
S. In Value data, type Y.

6. Double-click EnableRemoteClient. The Edit String dialog box
appears.

7. In Value data, type Y.

NOTE. If you do not find EnableDCOM and EnableRemoteClient
string values in the Registry, create them with Value data as'Y.
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BD_ADDR (Bluetooth Device Address)
The Bluetooth Device Address is a unique, 48-bit number used
to identify a Bluetooth device. The Bluetooth device address is
also used in encryption and in generation of frequency hop
sequences. Sometimes referred to as the Ethernet MAC address
of a Bluetooth device.

Bluetooth
An open specification for wireless communication of data and
voice. It is based on a low-cost, short-range radio link
facilitating protected ad hoc connections for stationary and
mobile communication environments.

Bluetooth Protocol Layers
The Bluetooth protocol stack is a collection of lower-level,
adaptation, and higher-level protocols. The following explains
where the protocols implemented in the BPA100 analyzer are
found in this rough breakdown of the Bluetooth protocol stack.

B Lower layer protocols. This protocol layer provides basic
physical layer communication and link management among
Bluetooth devices. Baseband and LMP protocols are used at
this layer.

®m  Adaptation layer protocol. This protocol layer provides
interoperability between higher-level and lower-level
protocols through multiplexing, segmentation and reassembly,
device discovery, and QoS protocols. L2ZCAP protocol is used
at this layer.

m  Upper layer protocols. This protocol layer provides device
and service discovery and allows legacy devices to interact.
SDP, RFCOMM, OBEX, HDLC, and PPP protocols are used
at this layer.
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Device Discovery
Before a link can be established, a Bluetooth device has to
discover the other Bluetooth devices that are active within its
range. Device discovery is the mechanism used to request and
receive the Bluetooth address, clock, class of device, used page
scan, and names of devices.

Encryption
Security mechanism that prevents eavesdropping and maintains
link privacy.

Host Controller Interface (HCI)
Allows higher layers of the stack, including applications to
access the baseband, link manager, and other hardware registers
through a single, standard interface.

Master Device
The device that initiates a connection and, during this
connection, controls all traffic in a piconet. The clock and
hopping sequence of the master are used to synchronize all other
devices in the piconet.

Piconet
A wireless network formed by two or more Bluetooth devices.

Scatternet
Multiple independent and nonsynchronized piconets form a
scatternet.

TBPA
Tektronix Bluetooth Protocol Analyzer data file format (for
instance, your_pod.tbpa)
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AcquisitionDefault, Set, 5-41
AcquisitionMode

Get, 5-39

Set, 5-37
ActivateDataFilter, 5-57
ActivateDecryption, 5-64
ActivateErrorPacketGeneration,

5-51

ActivateHighLevelTrigger, 5-48
ActivateLowLevelTrigger, 5-44
Address, Tektronix, xii

BPA100 Serier Server
Connecting, 2-54
Disconnecting, 2-54

BPA100 Series Server, 1-1

BPAAnalyzer Commands, 5-4

BPAAplication Commands, 5-1

BPAHCISimple Commands, 5-6

BPAHCISimpleEvents Command,

5-6
BPASystem Commands, 5-2

BPASystemEvents Commands, 5-4

C

Close, 5-76
Command
Descriptions, 5-7
Groups, 5-1
Command Descriptions, 5-7
Command Groups, 5-1
BPAAnalyzer, 5-4
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BPAApplication, 5-1
BPAHCISimple, 5-6
BPAHCISimpleEvents, 5-6
BPASystem, 5-2
BPASystemEvents, 5-4
Contacting Tektronix, xii
Controlling BPA100 Series
using Microsoft COM, 1-2
using Microsoft DCOM, 1-2
using third party COM, 1-2

D

DataFilter

Activate, 5-57

Get, 5-55

Set, 5-53
Decryption, Activate, 5-64
DecryptionDefault, Set, 5-65
DecryptionSettings

Get, 5-62

Set, 5-59
DoDeviceDiscovery, 5-66

E

Error Handling, 4-1
Error Information
Additional, 4-1
Dual Interface
dispatch portion, 4-1
vtable portion, 4-1
ErrorPacketGeneration
Activate, 5-51
Get, 5-50
Set, 5-49
Export, 5-92
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General Characteristics, 1-2
Get, 5-106
GetAcquisitionMode, 5-39
GetAcquisitionReport, 5-95
GetAnalyzer, 5-12
GetBDAddress, 5-11
GetCorrelation, 5-31
GetDataFilter, 5-55
GetDataWhitening, 5-36
GetDecryptionSettings, 5-62
GetDeviceDiscoveryStatus, 5-67
GetDeviceList , 5-69
GetDeviceStatus, 5-22
GetErrorPacketGeneration, 5-50
GetHCISimple, 5-14
GetHighLevelTrigger, 5-47
GetHoppingMode, 5-28
GetL2CAPConnectionProperties,
5-99

GetLowLevelTrigger, 5-43
GetNextPacketNumber, 5-85
GetPacket, 5-79

Count, 5-77

Info, 5-88
GetPacketCount, 5-77
GetPacketInfo, 5-88
GetPrevPacketNumber, 5-82
GetResync, 5-33
GetRFCOMMServerChannel,

5-103

GetSessionlnfo, 5-24
GetSystem, 5-13
GetVersion, 5-9

H

HCIEvent, 5-107
HighLevelTrigger
Activate, 5-48

Get, 5-47
Set, 5-46

IBPA Analyzer

Close, 5-76
Export, 5-92
GetAcquisitionReport, 5-95
GetL2CAPConnectionProperties,
5-99
GetNextPacketNumber, 5-85
GetPacket, 5-79
GetPacketCount, 5-77
GetPacketInfo, 5-88
GetPrevPacketNumber, 5-82
GetRFCOMMServerChannel,
5-103
Open, 5-74
SetL2CAPConnectionProperties,
5-97
SetRFCOMMServerChannel,
5-101

IBPA Application

GetAnalyzer, 5-12
GetBDAddress, 5-11
GetHCISimple, 5-14
GetSystem, 5-13
GetVersion, 5-9
ShowWindow, 5-7

IBPAHCISimple

Get, 5-106
Send, 5-105

IBPAHCISimpleEvents, HCIEvent,

5-107

IBPASystem

ActivateDataFilter, 5-57
ActivateDecryption, 5-64
ActivateErrorPacketGeneration,
5-51
ActivateHighLevelTrigger, 5-48
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ActivateLowLevelTrigger, 5-44
DoDeviceDiscovery, 5-66
GetAcquisitionMode, 5-39
GetCorrelation, 5-31
GetDataFilter, 5-55
GetDataWhitening, 5-36
GetDecryptionSettings, 5-62
GetDeviceDiscoveryStatus, 5-67
GetDevicelList , 5-69
GetDeviceStatus, 5-22
GetErrorPacketGeneration, 5-50
GetHighLevelTrigger, 5-47
GetHoppingMode, 5-28
GetLowLevelTrigger, 5-43
GetResync, 5-33
GetSessionlnfo, 5-24

Pause, 5-19

Resume, 5-20
SetAcquisitionDefault, 5-41
SetAcquisitionMode, 5-37
SetCorrelation, 5-30
SetDataFilter, 5-53
SetDataWhitening, 5-34
SetDecryptionDefault, 5-65
SetDecryptionSettings, 5-59
SetErrorPacketGeneration, 5-49
SetHighLevelTrigger, 5-46
SetHoppingMode, 5-26
SetLowLevelTrigger, 5-42
SetResync, 5-32

Start, 5-15

Stop, 5-17
IBPASystemEvents
OnStateChange, 5-71
OnTriggerln, 5-72
OnTriggerOut, 5-73

Install Directory, 2-1
Introduction, 1-1
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Remote Client, 1-1
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Set, 5-97
LowLevelTrigger
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BPAApplication, 1-5
BPAHCISimple, 1-5
BPAHCISimpleEvents, 1-5
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BPASystemEvents, 1-5
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Out, 5-73
OnTriggerln, 5-72
OnTriggerOut, 5-73
Open, 5-74
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PacketNumber
GetNext, 5-85
GetPrev, 5-82
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Phone number, Tektronix, xii
Product support, contact informa-
tion, xii
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Resume, 5-20
RFCOMMServerChannel
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Send, 5-105
Server Message Boxes, 4-2
Service support, contact informa-
tion, xii
SetAcquisitionDefault, 5-41
SetAcquisitionMode, 5-37
SetCorrelation, 5-30
SetDataFilter, 5-53
SetDataWhitening, 5-34
SetDecryptionDefault, 5-65
SetDecryptionSettings, 5-59
SetErrorPacketGeneration, 5-49
SetHighLevelTrigger, 5-46
SetHoppingMode, 5-26
SetL.2CAPConnectionProperties,
5-97
SetLowLevelTrigger, 5-42
SetResync, 5-32
SetRFCOMMServerChannel,
5-101
Setting up
Client on other platforms, 2-53
Client on Windows 2000/NT,
2-19
Share level access, 2-28

Client on Windows 95, 2-45
Share Level Access, 2-46
User Level Access, 2-48

Client on Windows 98, 2-36
Share level access, 2-36
User level access, 2-40

Server, 2-3
Share Level Access, 2-3
User Level Access, 2-11

Setting up APIL, 2-1
ShowWindow, 5-7
Software Requirements, 1-3
Start, 5-15

Status and Events, 4-1
Stop, 5-17

T

Technical support, contact informa-
tion, xii

Tektronix, contacting, Xii

type library, 2-1

U

URL, Tektronix, xii

User Program
LabView, 1-2
Visual Basic, 1-2
Visual C++, 1-2

W

Web site address, Tektronix, xii
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