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Introduction

If you have data security concerns, this document tells you how to clear or sanitize the Model 3760, 3761,
3762, and 3765 memory devices. It also explains how to declassify an instrument that is not functioning.

The procedures in this document are written to meet the requirements specified in:

e NISPOM, DoD 5220.22-M, chapter 8
e |ISFO Process Manual for Certification and Accreditation of Classified Systems under NISPOM

Contact information

If you have any questions after you review the information in this documentation, please contact your local
Keithley Instruments office, sales partner, or distributor, or call Keithley Instruments corporate headquarters
(toll-free inside the U.S. and Canada only) at 1-800-935-5595, or from outside the U.S. at +1-440-248-0400.
For worldwide contact numbers, visit the Keithley Instruments website (http://www.tektronix.com/keithley).

Products
This document contains procedures for the following Keithley Instruments models:

e 3760 10-channel High Current Multiplexer Card
e 3761 10-channel Low Current Multiplexer Card
e 3762 10-channel High Voltage Multiplexer Card
e 3765 Hall Effect Card

Terminology
The following terms may be used in this document:

e Clear: Removes data on media or in memory before reusing it in a secured area. Clears all reusable memory
to deny access to previously unsecured information.

e Demo setups: Demonstration modules that come loaded on the instrument; you cannot modify them.

o Direct method of modification: You can modify data directly.

o Erase: Equivalent to clear (see above).

¢ Indirect method of modification: The instrument system resources modify the data; you cannot modify it.

¢ Instrument declassification: Procedures that must be completed before an instrument can be removed from
a secure environment. Declassification procedures include memory sanitization and memory removal.

e Media storage and data export device: Devices that can be used to store or export data from the instrument,
such as a USB port.

¢ Nonvolatile memory: Data is retained when the instrument power is turned off.
o Protected user data area: Contains data that is protected by a password.
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e Remove: Clears instrument data by physically removing the memory device from the instrument.

e Sanitize: Eradicates instrument data from media and memory so it cannot be recovered by other means or
technology. This is typically used when the device will be moved (temporarily or permanently) from a secured
area to a non-secured area.

e Scrub: Directly retrieve and clear the contents of the memory device.
e User accessible: You can directly retrieve the contents of the memory device.
o User data: Measurement data that represents signals that you connect to the instrument.

e User-modifiable: You can write to the memory device during normal instrument operation using the front-panel
interface or remote control.

¢ User settings: Instrument settings that you can change.
e Volatile memory: Temporary memory; data is lost when the instrument is turned off.

Description of memory

All Model 3760, 3761, 3762, and 3765 instruments share common volatile and nonvolatile memory
components. These instructions will work for all instruments listed in the Products section above.

All Model 3760, 3761, 3762, and 3765 instruments contain the following volatile and nonvolatile memory:
FPGA (U2): Volatile memory of instrument logic

Flash Memory (U8): Nonvolatile memory of instrument logic

FRAM (U7): Nonvolatile memory of relay cycle counts and card data (e.g. serial number, model number)

Page 2 of 3 077137300 / July 2017



Model 3760, 3761, 3762, and 3765 Declassification and Security Instructions

Memory devices

The following tables list the volatile and nonvolatile memory devices in the standard instrument and listed
options.

Volatile memory devices

The following table lists Model 3760, 3761, 3762, and 3765 volatile memory devices and relevant memory-related information.

Type and Function User Data input Location To clear To sanitize

minimum size modifiable method

FPGA Programmable logic No Firmware u2 Turn instrument  Turn instrument
upgrade power off power off
process

Nonvolatile memory devices

The following table lists Model 3760, 3761, 3762, and 3765 nonvolatile memory devices and relevant memory-related
information. If the table indicates that a device can be cleared by the user, see the detailed instructions in Clearing Data.

Type and Function User Data input Location To clear To sanitize
minimum size modifiable method
FLASH Contains FPGA No Firmware us Requires XILINX Remove chip
embedded logic upgrade process DLCOLP programmer
memory, 8 MB to J2
F-RAM embedded Contains card  Yes Card u7 Remove chip Remove chip
memory, 64 KB data and relay automatically

cycle counts tracks relay

cycles

Clearing data
The Xilinx Platform Cable USB (Model DLCOLP or equivalent) can be used to clear data in U8 via JTAG
connection to J2. There is no mechanism to clear data in U7. The chip must be physically removed.
Sanitizing instrument data
The only way to sanitize data from Model 3760, 3761, 3762, and 3765 cards is to physically remove the
nonvolatile chips listed in the tables above.
To sanitize a nonfunctional instrument

The only way to sanitize data from Model 3760, 3761, 3762, and 3765 cards is to physically remove the
nonvolatile chips listed in the tables above.

077137300 / July 2017 Page 3 of 3



	Introduction
	Contact information
	Products
	Terminology
	Description of memory
	Memory devices
	Volatile memory devices
	Nonvolatile memory devices

	Clearing data
	Sanitizing instrument data
	To sanitize a nonfunctional instrument



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /All

  /Binding /Left

  /CalGrayProfile (Gray Gamma 2.2)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Warning

  /CompatibilityLevel 1.7

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.1000

  /ColorConversionStrategy /sRGB

  /DoThumbnails true

  /EmbedAllFonts true

  /EmbedOpenType true

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo false

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Remove

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

    /Arial-Black

    /Arial-BlackItalic

    /Arial-BoldItalicMT

    /Arial-BoldMT

    /Arial-ItalicMT

    /ArialMT

    /ArialNarrow

    /ArialNarrow-Bold

    /ArialNarrow-BoldItalic

    /ArialNarrow-Italic

    /ArialUnicodeMS

    /CourierNewPS-BoldItalicMT

    /CourierNewPS-BoldMT

    /CourierNewPS-ItalicMT

    /CourierNewPSMT

    /TimesNewRomanMT-ExtraBold

    /TimesNewRomanPS-BoldItalicMT

    /TimesNewRomanPS-BoldMT

    /TimesNewRomanPS-ItalicMT

    /TimesNewRomanPSMT

  ]

  /NeverEmbed [ true

    /CenturyGothic

    /CenturyGothic-Bold

    /CenturyGothic-BoldItalic

    /CenturyGothic-Italic

    /Georgia

    /Georgia-Bold

    /Georgia-BoldItalic

    /Georgia-Italic

    /Impact

    /LucidaConsole

    /Tahoma

    /Tahoma-Bold

    /Trebuchet-BoldItalic

    /TrebuchetMS

    /TrebuchetMS-Bold

    /TrebuchetMS-Italic

    /Verdana

    /Verdana-Bold

    /Verdana-BoldItalic

    /Verdana-Italic

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 150

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages false

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 150

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.40

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 150

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages false

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 150

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.40

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages false

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects true

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (None)

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata pogodnih za pouzdani prikaz i ispis poslovnih dokumenata koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)

    /JPN <>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

>> setdistillerparams

<<

  /HWResolution [600 600]

  /PageSize [612.000 792.000]

>> setpagedevice



